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2XWOLQH#RI#3UHVHQWDWLRQ
� Part I: A New Paradigm for Real-Time Computing?
� Part II: Advances in Aperiodic Schedulability Bounds

� A bound for aperiodic tasks
� Extensions 

� Part III: Software Performance Control
� Concepts
� Case Studies

� Web Server Control
� Adaptive Web Cache Control
� ControlWare

� Part IV: Future Directions in Real-Time Computing

What is Real-Time Computing?

Timeliness, Predictability, Reliability, Embedded Computing
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Recent Real-Time 
Applications

Open Systems, QoS, Service Performance Guarantees

:KHUH#LV#5HDO07LPH#
&RPSXWLQJ#*RLQJ"

Identifying the Trends
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Trend:
Relaxing Workload
Assumptions!
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7KH#&KDQJLQJ#6FRSH#RI#5HDO0
7LPH#&RPSXWLQJ

Classical View
� Definition: correctness of computation depends on 

the time at which results are generated.
� Applications: embedded systems

� Perfect knowledge of resources
� No conflicts of interest

� Assumptions: hard real-time 
� Meeting deadlines is very important for correctness
� Deadlines are inflexible
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1HZ#5HDO07LPH#'HILQLWLRQV"
� Systems with low variance in performance measurements

� Systems with guaranteed metrics in which time is either 
in the numeratoror in the denominator
� Response time = Service time + Queuing time
� Utilization = Used resource units/time
� Service throughput = Produced data units/time

%HVW#(IIRUW 5HDO07LPH
0RUH
3UHGLFWDEOH

0RUH
3UHGLFWDEOH

1HZ#5HDO07LPH#$SSOLFDWLRQV
+ZLWK#8QNQRZQ 5HVRXUFH#'HPDQGV,

� Open Systems
� Interactions with unknown components

� Data-centric
� Data-dependent resource requirements
� Data pattern is unknown

� Platform-independent
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1HZ#$VVXPSWLRQV
� Unknown resource requirements
� Elastic time constraints

� Flexible periods (if any)
� Flexible deadlines

� Adaptation capability
� Changing algorithm version
� Adaptive data quality

� Steady-state versus transient metrics

University of Virginia, Real-time Systems Laboratory

7KLV#7DON=#*XDUDQWHHV#LQ#
6HUYHU#(QG06\VWHPV

� Applications:
� Web servers, proxy servers, mail servers, DNS 

servers, routers, database severs, …

� Guarantees:
� Delay, throughput, ratio, utilization, …

� Workloads:
� Highly variable, no periodicity

� Adaptation:
� Content-based, resolution, frame rate, compression
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3UREOHP#ZLWK#&XUUHQW#5HDO0
7LPH#6FKHGXOLQJ#7KHRU\

� Modern QoS-aware systems have large uncertainty in 
workload and resource availability 

� Classical real-time scheduling is not robust under 
uncertainty
� Fine-grained assumptions about task computational 

requirements

� Fine-grained assumptions about resource capacity

� How to control performance of open QoS-aware 
systems under load and resource uncertainty?

University of Virginia, Real-time Systems Laboratory

$#)UDPHZRUN#IRU#5REXVW#4R6

� Challenges:
� Make the least/weakest assumptions regarding workload 

parameters (e.g., arrival times, execution times, deadlines, and
number of arrived tasks)

� Control perturbations which may violate these assumptions

� Direction:
� Move from an “open-loop” to a “closed-loop” QoS provisioning 

paradigm 
� Drop the a priori assumptions; use continuous feedback for 

performance correction
� Use feedback control theory to analyze closed loop performance 
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Trend:
Relaxing Workload
Assumptions!

<3V=4R6
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:KDW#LV#&RQWURO#7KHRU\"
&RQWURO#/RRS#2SHUDWLRQ=

&RQWUROOHU $FWXDWRU &RPSXWLQJ
6\VWHP

3HUIRUPDQFH#6HQVRU

1HJRWLDEOH
3DUDPHWHUV

$FWXDO
3HUIRUPDQFH

� Model the controlled process by a differential equation
� Feedback control is a process of continuous monitoring 

and correction of deviation from desired performance
� Control theory is involved with controller design

'HVLUHG
3HUIRUPDQFH

'HYLDWLRQ
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&RQYHUJHQFH#*XDUDQWHHV

Rset

Actual Performance R

• Stability 

• Settling time

• Maximum  overshoot

• Steady state error

&RQWUROOHU $FWXDWRU &RPSXWLQJ
6\VWHP

3HUIRUPDQFH#6HQVRU

1HJRWLDEOH
3DUDPHWHUV

$FWXDO
3HUIRUPDQFH

'HYLDWLRQ

5VHW
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:K\#&RQWURO#7KHRU\"
� Successful track record in physical process control

� Robust performance guarantees in the face of 
uncertainty, non-linearities, time-variations, etc. 

� Does not require accurate system models

� Utilizes feedback to improve performance

� Software services involve queue-induced dynamics 
which may be expressed by differential equations 
akin to those of physical systems



10

University of Virginia, Real-time Systems Laboratory

([DPSOH=
:HE#6HUYHU#0RGHOLQJ

,QSXW#+773#UHTXHVWV

,3#3DFNHW
4XHXH

7&3#/LVWHQ
4XHXH

&38#5HDG\
4XHXH

,22
4XHXH

7KUHDG
([HFXWLRQ

%ORFNLQJ

8QEORFNLQJ

6HQG#UHSO\

7&3#2XWSXW
3DFNHW#4XHXH

'RQH

:HE#6HUYHU#0RGHO

Why web servers can be modeled by difference equations! 

University of Virginia, Real-time Systems Laboratory

:K\#&RQWURO#7KHRU\"
0 &RPSDULVRQV

� Several theoretical foundations have been used 
for resource allocation in real-time systems

� Compare control theory versus 
� real-time scheduling

� queuing theory

� optimization
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)HHGEDFN#&RQWURO#9HUVXV
6FKHGXOLQJ
� Scheduling

� Open loop 

� Assumes accurate models of worst-case 
computation times and resource requirements

� Control theory
� Closed loop

� No need for accurate models

University of Virginia, Real-time Systems Laboratory

)HHGEDFN#&RQWURO#9HUVXV#
4XHXLQJ#7KHRU\

� Queuing theory
� Off-line predictive analysis
� Assumptions about the arrival process
� Difficult to analyze some distributions

� Control-theory
� On-line input/output difference equations
� No assumptions about the arrival process
� Utilize run-time feedback for error correction
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)HHGEDFN#&RQWURO#9HUVXV#
2SWLPL]DWLRQ

� Optimization
� Works best if the performance problem is formulated as 

one of maximizing or minimizing some metric

� Control-theory
� Works well if the performance problem is one of 

maintaining an invariant, or is a tradeoff between two 
conflicting metrics

� Optimization problems can be cast as finding an 
equilibrium where:

� Marginal cost = Marginal reward

University of Virginia, Real-time Systems Laboratory

3UREOHP#ZLWK#&RQWURO#7KHRU\

� Control is exerted on aggregate metrics
� Can’t have a control loop per task

� Set point must be on global/average state

� Guarantees are needed on a per-task basis

� Real-time scheduling theory must bridge the gap 
such that guarantees on aggregate state imply 
guarantees to individual tasks
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7KHRUHWLFDO#(OHPHQWV#RI#
5REXVW#6HUYHU#4R6#&RQWURO

&RPSXWLQJ
7DVNV

5HVRXUFH#6FKHGXOLQJ

5HVRXUFH#
4XHXHV

0RGHOLQJ

'LIIHUHQFH#(TXDWLRQ
0RGHOV

)HHGEDFN#&RQWURO

'HVLUHG
3HUIRUPDQFH

)LQH0JUDLQHG#3HUIRUPDQFH#*XDUDQWHHV#ZLWKRXW#ILQH#JUDLQHG#PRGHOV

6FKHGXOLQJ
7KHRU\

&RQWURO
7KHRU\
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5REXVW#*XDUDQWHHV#8QGHU#
8QFHUWDLQW\#

� Achieving desired temporal behavior without fine-
grained knowledge

Desired QoS
Guarantees

Aggregate State
Variables

Feasible
Region

Var1

Var2

Var3

State Control Loops

Aggregate
Performance
Guarantees

Microscopic 
Models

Load Arrival Assumptions
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6XPPDU\=#
5HVHDUFK#'LUHFWLRQV

� Thrust I: Extending schedulability theory to deal 
with inexact or unknown resource requirements, 
such that:
� Guarantees on aggregate state Æ guarantees on 

individual task deadlines

� Thrust  II: Applying results from feedback 
control theory to control aggregate software 
state to achieve desired performance

University of Virginia, Real-time Systems Laboratory

2XWOLQH#RI#3UHVHQWDWLRQ
� A New Paradigm for Real-Time Computing?
� Advances in Aperiodic Schedulability Bounds

� A bound for aperiodic tasks
� Extensions 

� Software Performance Control
� Concepts
� Case Studies

� Web Server Control
� Adaptive Web Cache Control
� ControlWare

� Future Directions in Real-Time Computing
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$SHULRGLF#6FKHGXODELOLW\#%RXQGV

Uniprocessor Results

Liquid Task Model

University of Virginia, Real-time Systems Laboratory

$SHULRGLF#6FKHGXODELOLW\#
%RXQGV

� Consider a web server serving randomly arriving web 
requests

� Each request has a deadline
� Can one invent an aggregate measurable utilization-like 

metric (we call it synthetic utilization, U), such that all 
deadlines are met as long as U is below some threshold, 
Umax?
� Feasible region: 0 < U < Umax

� If so, synthetic utilization control guarantees meeting all 
deadlines
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*HQHUDO#,GHD
&RPSXWLQJ
7DVNV

)HHGEDFN#&RQWURO

'HVLUHG
3HUIRUPDQFH

:RUNORDG
&RPSOHWHG

6FKHGXOLQJ
%RXQG"

)ORZ#&RQWURO

• Compute an aggregate workload or 
utilization bound such that all tasks are 
schedulable if bound is not exceeded.
• Control the aggregate workload not to 
exceed the bound.

University of Virginia, Real-time Systems Laboratory

2XWOLQH

� Compute the “feasible 
region” of a single 
processor under a 
random load arrival 
pattern. 

� This feasible region 
has one dimension: 
synthetic utilization!

� Extend to multiple 
processors

� Extend to an arbitrary 
scheduling policy

Feasible
Region

Var1

Var2

Var3

State Control Loops

Temporal
Performance
Guarantees

Microscopic 
Models

Load Arrival Assumptions
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+LVWRULFDO#3HUVSHFWLYH=
8WLOL]DWLRQ#%RXQGV

� Consider a set of periodic tasks

� Each task invocation must finish by the end of 
its period

� How to tell if all invocations will meet their 
deadlines? 3HULRG 'HDGOLQH

University of Virginia, Real-time Systems Laboratory

/LX#DQG#/D\ODQG#8WLOL]DWLRQ#
%RXQG

� Well-known result (1973):
� Assume that each task Ti executes for Ci every 

period Pi. 
� Processor utilization needed for this task is:

Ui = Ci/Pi

� The task set is schedulable by an optimal fixed-
priority scheduling policy if Σi Ci/Pi < 0.69

� Optimal fixed priority policy is rate-monotonic 
(higher rate = higher priority)
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5HFHQW#5HVXOWV

� Feasibility conditions for aperiodics
based on aggregate metricsonly 
(utilization) 

Utilization

generalized
schedulable bound

0%

100%

Random
Load

Generalized
feasible
region

Distributed
System

2001
2003

Relaxed 
Periodicity

Utilization

multiresource
schedulable bound

0%

100%

Multiple
Processors

Jan 2002

Multiple 
Processors

Utilization

generalized
schedulable bound

0%

100%

Arbitrary
Scheduling

Policy

June 2002

Multiple 
Policies

4<:6
3HULRGLF#
%RXQG
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5HWKLQNLQJ#WKH#%DVLF#&RQFHSWV#

� The task model

� The notion of synthetic utilization

� The classification of scheduling policies

� The sense of optimality of a real-time 
scheduling policy
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7KH#7DVN#0RGHO= $F\FOLF 7DVNV
� Tasks have multiple invocations
� Deadline of one invocation is the arrival time of the next
� No relation between the execution times and deadlines 

of successive invocations of a task
� Execution times are greater than orequal to zero

7DVN#4

7DVN#5

7DVN#6

University of Virginia, Real-time Systems Laboratory

(TXLYDOHQFH#5HVXOW
� Any set of aperiodic jobs can be converted 

into an equivalent set of acyclic tasks, and 
vice versa

Æ Utilization bound for acyclic tasks = 
utilization bound for aperiodic tasks
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7KH#1RWLRQ#RI#6\QWKHWLF
8WLOL]DWLRQ
� Synthetic utilization U(t) is a function of time, t

� U(t) is defined over the current invocations

8+W,# #ΣL &L2'L

'4

'5

'6

University of Virginia, Real-time Systems Laboratory

6FKHGXODELOLW\ $QDO\VLV
� Model: a mix of periodic and aperiodic tasks
� Contracts: All task invocation deadlines are met for 

duration of contract
� Aperiodic Task Contract:

� Finite Periodic Task Contract:

&RQWUDFW#GXUDWLRQ

6WDUW (QG

6WDUW (QG

&RQWUDFW#GXUDWLRQ

8# #&2'

8# #&2'

'

'

&

&
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$UULYDO07LPH0,QGHSHQGHQW#
6FKHGXOLQJ

� Fixed-priority scheduling:
� All invocations of a task have same 

priority

� Dynamic-priority scheduling:
� Invocation priorities are assigned 

arbitrarily

� Arrival-time-independent 
scheduling:
� Invocation priorities are not a 

function of invocation arrival times

)L[HG
3ULRULW\

$UULYDO0WLPH
LQGHSHQGHQW

'\QDPLF#
3ULRULW\
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:K\#$UULYDO07LPH#,QGHSHQGHQW#
6FKHGXOLQJ"
� Easy to implement on current non-real-time 

operating systems with fixed-priority 
support (e.g., UNIX, the #1 OS for web 
servers)
� Requires a finite number of priority levels

� If priority depends on time, an infinite 
number of priority levels may be needed 
(e.g., EDF)
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7KH#6HQVH#RI#2SWLPDOLW\#RI#D#
6FKHGXOLQJ#3ROLF\

� Traditional sense of optimality:
� A task set is schedulable by an optimal policy in a 

class whenever it is schedulable by some other policy 
of the same class.

� No arrival-time-independent scheduling policy is 
optimal for aperiodic tasks   

University of Virginia, Real-time Systems Laboratory

/DFN#RI#DQ#2SWLPDO#3ROLF\
� Example:

� Policy 1: Invocation A > Invocation B

� Policy 2: Invocation B > Invocation A

% %

% %

$ $

$$
'HDGOLQH
0LVV$$

'HDGOLQH
0LVV$$



23

University of Virginia, Real-time Systems Laboratory

*HQHUDOL]HG#6HQVH#RI#
2SWLPDOLW\

� A scheduling policy is optimal in a class if it 
maximizes the schedulable synthetic utilization 
bound among all policies in the class

� “Backward Compatibility”:
� Rate monotonic is the optimal fixed-priority policy 

(for periodic tasks)
� EDF is optimal dynamic-priority policy
� New:Deadline monotonic is the optimal arrival-time 

independent policy

University of Virginia, Real-time Systems Laboratory

0DLQ#,GHD#RI#'HULYDWLRQ#

� Minimize , over all arrival patterns ζ , the 
maximum Uζ(t) that precedes a missed deadline

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,
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6WHSV#RI#'HULYDWLRQ
� Consider an unschedulable task invocation in a 

busy period
� Within the busy period minimize the maximum 

U(t) w.r.t.:
� Task invocation execution times
� Task invocation arrival times
� Task invocation deadlines

� Show that an arbitrary policy is either deadline 
monotonic or has a higher utilization bound

University of Virginia, Real-time Systems Laboratory

0DLQ#5HVXOWV
� A set of n acyclic tasks is schedulable using 

an optimal arrival-time-independent policy 
if:

U t
n

( )
( )

≤
+ − −

1

1 11
2

1
1

U t n( ) ≤ +1
2

1
2

n < 3

� Deadline-monotonic scheduling is the 
optimal arrival-time independent policy for 
acyclic tasks

n ≥ 3
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([DPSOH#RI#7LJKWQHVV
� Consider n=2

'

'

'25

8+W,# #31:8

University of Virginia, Real-time Systems Laboratory

([WHQVLRQV
� Multiprocessor Model

� Liquid Tasks

� Arbitrary Scheduling Policy
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4XLFN0DQG0'LUW\#0XOWLSURFHVVRU#
'HULYDWLRQ#

� Observe that each task Ti contributes Ci to the area 
under the Uζ(t) curve – see figure below.

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,

' &##2#'
L L L
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&RUROODU\#

� The total area under the Uζ(t) curve is Σ Ci carried 
over all arrived tasks

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,

' &##2#'
L L L
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'HULYDWLRQ#

� Minimize , the sum Σ Ci across all unschedulable 
patterns. Say minimum is Cmin

� Minimize curve hight while area = Cmin

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,

8ERXQG
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([DPSOH=#'HDGOLQH#0RQRWRQLF#
%RXQG#IRU#0XOWLSURFHVVRUV

� Cmin = Ci + m (Di – Ci)
� Basemax = 2 Di

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,

8ERXQG

%DVH
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([DPSOH#&RQWLQXHG

� Cmin = Ci + m (Di – Ci)
� Basemax = 2 Di

� Ubound= (Cmin / Basemax)/m= Ci /(2mDi) + (Di – Ci)/(2Di)
� When m Æ infinity, and Ci Æ 0, the bound Æ 0.5

University of Virginia, Real-time Systems Laboratory

'HULYDWLRQ#5HILQHG#

� Minimize , the sum Σ Ci across all unschedulable 
patterns. Say minimum is Cmin

� Minimize the hight while area = Cmin subject to 
constraints on utilization curve

0LVVHG
GHDGOLQH

8ζζζζ+W,

W
0D[LPXP
8ζ+W,

8ERXQG
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7KH#/LTXLG#7DVN#0RGHO

� A convenient model for server workload modeling

� Generally, each request has a deadline chosen 
from a small set of values (e.g., one per class)

� In the liquid task model, all requests have different 
computation times, but Ci/Di Æ 0

� Reflects the case of high-performance servers 
where any individual request consumes an 
infinitesimal fraction of server capacity.

University of Virginia, Real-time Systems Laboratory

0DLQ#5HVXOWV
� A set of aperiodicliquid tasks is schedulable 

using an optimal arrival-time-independent 
policy if:

U t( ) ≤
+
1

1 1
2

� Deadline-monotonic scheduling is the optimal 
arrival-time independent policy for liquid tasks 
independently of the number of processors
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0DLQ#5HVXOWV#
+FRQWLQXHG,

� A set of randomly arriving requests will 
meet their delay bounds under priority-
based scheduling if:

U t( ) ≤ + − +1 1 2β β
� β  is a property of the scheduling policy (the 

minimum ratio of deadline of low priority 
task to deadline of high priority task which 
can preempt it).

� U(t) is synthetic utilization

University of Virginia, Real-time Systems Laboratory

0RQLWRULQJ#6\QWKHWLF#8WLOL]DWLRQ
� Aperiodic Task Contracts:

� On arrival: Ua = Ua + (C/D)contract

� On expiration: Ua = Ua – (C/D)contract

� Periodic Task Contracts: 
� On arrival: Up = Up + (C/D)contract

� On expiration: Up = Up – (C/D)contract

� Admission test:Ua + Up < Ubound

� On Processor Idle Time: setUa = 0
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6\QWKHWLF#YHUVXV#5HDO#
8WLOL]DWLRQ
� An important property is that:

synthetic utilization < real utilization.
Æ Hence, server is not underutilizaed!

� Proof: Real utilization = 1
Synthetic utilization < 0.58

0

University of Virginia, Real-time Systems Laboratory

([SHULPHQWDO#7HVWEHG#DQG#
(YDOXDWLRQ

� A real-time computing cluster is developed under 
Linux

� 4 worker Linux PCs connected by 100Mbps LAN to 
a front-end load distributor

/RDG
'LVWULEXWRU

5HDO07LPH
6HUYHU5HDO07LPH
6HUYHU5HDO07LPH
6HUYHU5HDO07LPH
6HUYHU

/$1
,QFRPLQJ
$SHULRGLF WDVNV

+3UR[\#VHUYHU,

$SDFKH=#ZHE#LQWHUIDFH
&*,=#UHTXHVW#SURFHVVLQJ

++77327&3,

$GPLVVLRQ
&RQWURO

0HDVXUHPHQWV

7KURXJKSXW/
8WLOL]DWLRQ/
0LVV#UDWLR



32

University of Virginia, Real-time Systems Laboratory

6HUYHU#8WLOL]DWLRQ

3

53

73

93

;3

433

453

73 83 93 :3 ;3 <3

1R#$&
$&

&OXVWHU#8WLOL]DWLRQ

5HTXHVW
5DWH

8WLOL]DWLRQ0EDVHG#DGPLVVLRQ#FRQWURO#GRHV#QRW#XQGHUXWLOL]H#VHUYHU
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0LVV#5DWLR#3URILOH

3
43
53
63
73
83
93
:3
;3
<3

73 83 93 :3 ;3 <3

1R#$&
$&

0LVVHG#'HDGOLQHV
+1R#$&,

5HMHFWHG
+ZLWK#$&,

5HTXHVW
5DWH#+UHT2V,

(#PLVVHG#RU#UHMHFWHG#UHTXHVWV

8WLOL]DWLRQ0EDVHG#DGPLVVLRQ#FRQWURO#LPSURYHV#WDVN#VXFFHVV#UDWLR
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6XPPDU\

� If synthetic utilization is maintained around 
0.58, then:
� All deadlines will be met

� Real utilization will be high

� Control theory can be used to maintain any 
performance metric around a desired value
� Synthetic utilization set point < 0.58

University of Virginia, Real-time Systems Laboratory

)XUWKHU#,QIRUPDWLRQ
� Tarek Abdelzaher and Chenyang Lu “An 

Aperiodic Utilization Bound for High-
Performance Services,” RTAS 2001, TaiPei, 
Taiwan, June 2001

� Tarek Abdelzaher, Bjorn Andersson, Jan Jonsson, 
“A Multiprocessor Utilization Bound for Liquid 
Aperiodic Tasks”, RTAS 2002, San Jose, CA, 
Sept 2002
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2XWOLQH#RI#3UHVHQWDWLRQ
� A New Paradigm for Real-Time Computing?
� Advances in Aperiodic Schedulability Bounds

� A bound for aperiodic tasks
� Extensions

� Software Performance Control
� Concepts
� Case Studies

� Web Server Control
� Adaptive Web Cache Control
� ControlWare

� Future Directions in Real-Time Computing

&RQWURO#7KHRU\#IRU#6RIWZDUH#
3HUIRUPDQFH#&RQWURO

Towards more robust QoS
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6FRSH#RI#$SSOLFDWLRQ#RI#&RQWURO#
7KHRU\
� Any system that can be described by linear 

differential equations is a candidate for control-
theoretic analysis
� Mechanical systems 
� Electric circuits
� Temperature control systems 
� Hydraulic systems
� Flow/level control in water pipes/tanks

� Desired performance is achieved by utilizing 
feedback

University of Virginia, Real-time Systems Laboratory

7KH#&RQFHSW#RI#6RIWZDUH#
)HHGEDFN
� Feedback control has been used in software in 

different ways
� Operating systems: UNIX scheduler

� Networks: TCP congestion control

� Formal feedback control theory was generally not 
used
� Software systems are very nonlinear ad hoc systems, 

generally not amenable to an analytic formulation
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&DQ#6RIWZDUH#EH#0RGHOHG#E\#
'LIIHUHQFH#(TXDWLRQV"

� Time-related software performance metrics such as 
response time and queuing delay depend on queue 
state dynamics, e.g., of:
� The CPU ready queue
� Semaphore queues
� Socket queues 
� I/O device queues

� A queue acts as a capacitor (a water tank) which 
integrates the difference between input and output 
flows, and hence can be modeled by a differential 
equation

University of Virginia, Real-time Systems Laboratory

([DPSOHV#RI#&RQWURO#7KHRU\#
$SSOLFDWLRQ#LQ#&RPSXWHU#6FLHQFH

� Network flow control (TCP/IP - RED)
� C. Hollot et al. (U.Mass, INFOCOM 2001)

� Lotus Notes admission control
� S. Parekh et al. (IBM, IEEE ISINM 2001 )

� Apache Server Utilization Control
� T. F. Abdelzaher et al. (UVA, IEEE TPDS 2001)

� Apache QoS differentiation
� C. Lu et al. (UVA, IEEE RTAS 2001)
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:KDW#LV#6RIWZDUH#)HHGEDFN#
&RQWURO#8VHG#IRU"

� In a computing system, feedback control 
iteratively adjusts resource allocationto 
approach desired performance, e.g.:
� to maintain a given server response time, or
� to achieve a given server utilization
� To maintain a given performance ratio

� Sensors: measure current software performance
� Actuators: manipulate resource allocation to 

affect performance

University of Virginia, Real-time Systems Laboratory

([DPSOH
� Control server resource allocation to achieve a 

given response time (e.g., 2s)
� Delay > 2s Æ µ
� Delay < 2s Æ µ

6HUYHU

)DVWHU6ORZHU

$UULYLQJ#5HTXHVWV
5HTXHVW#UDWH = λ

6HUYLFH#UDWH = µ > λ

1
µ − λ'HOD\ a

Hardware clock frequency
And voltage control
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:KHQ#WR#XVH#)HHGEDFN#
&RQWURO"

� Real-time schedulability theory, queuing theory, 
and optimization algorithms define accurate 
conditions which can be used for resource 
allocation and admission control to achieve 
predictable desired performance.

� Feedback control is useful when the above 
cannot be applied due to uncertainty in load and 
resource parameters  

University of Virginia, Real-time Systems Laboratory

$#0HWKRGRORJ\#IRU#$SSO\LQJ#
)HHGEDFN#&RQWURO#WR#6RIWZDUH

� QoS Mapping: QoS problem Æ Feedback problem
� Determine the controlled performance metric (output) and its 

desired value (set point)
� Determine the available actuators (input)
� Map the QoS control problem into a set of control loops

� Modeling:
� Model the input-output relation as a difference equation:

Outputk = Σi ai Outputk-i + Σi bi Inputk-i

� Controller design:
� Use control theory to find function f, such that:

Input = f(set point – output)   makes output Æ set point
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5HJXODWLRQ#3UREOHPV=
$EVROXWH#*XDUDQWHHV

� Absolute guarantees:
� Server guarantees a specific level of performance 

for a particular class of clients
� Example 1: Admission control to maintain server 

queue length at 10 requests
� Length > 10 Æ overload
� Length < 10 Æ underutilization

� Example 2: Voltage/frequency scaling to maintain 
server delay at 2sec.

� Delay > 2s Æ overload
� Delay < 2s Æ too much power consumption

University of Virginia, Real-time Systems Laboratory

$EVROXWH#*XDUDQWHH#3UREOHPV

� Level control (queue length, utilization, …)

� Delay control (response time, wait time, …)

What is the fundamental difference?
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$EVROXWH#*XDUDQWHH#3UREOHPV
� Level control (queue, utilization, …)

� Linear
� Liquid tank model
� Level =    (Flowin – Flowout)dt

� Delay control
� Nonlinear
� Queuing dynamics model
� Delay =     dt/Flowout

University of Virginia, Real-time Systems Laboratory

$#&DVH#6WXG\#RQ#/HYHO#&RQWURO=#
8WLOL]DWLRQ#&RQWURO#LQ#:HE#6HUYHUV-

Utilization control can be used for:

� Overload avoidance

� Performance isolation among hosted sites

� Prioritization among client classes

� Capacity sharing

*7KLV#VWXG\#KDV#EHHQ#FRQGXFWHG#DW#+HZOHWW#3DFNDUG#/DEV/#3DOR#$OWR/#86$/#E\#
7DUHN#$EGHO]DKHU#DQG#1LQD#%KDWWL
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2YHUORDG#$YRLGDQFH
� Goal: maintain server utilization around the 

maximum load threshold (e.g., 85%)
� Above 85% Æ overload
� Below 85% Æ underutilization

� Load is controlled by adapting web content
� Multiple versions of content are available a priori
� Server load is monitored
� Delivered version is chosen based on load condition
� Degrading content quality decreases utilization

University of Virginia, Real-time Systems Laboratory

([DPSOH=#
,PDJH#&RPSUHVVLRQ

74KB GIF 8.4 KB JPEG

<img src=“room.gif” type=DEGRADABLE>

High QoS Low QoS
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:K\#)HHGEDFN#&RQWURO"
� Utilization-based admission control can maintain server 

utilization without feedback control, e.g., as follows:
� Utilization < 70% Æ admit more requests (at high QoS)
� 70% < Utilization < 85% Æ admit more requests (at low QoS)
� Utilization > 85% Æ stop admitting requests

� Problem: 
� Per request-admission control is inferior to per-client 

admission control
� Don’t know the additional load per admitted client. How 

many more clientsto admit?
Æ Need a feedback-based “trial and error” approach

University of Virginia, Real-time Systems Laboratory

8WLOL]DWLRQ#&RQWURO#/RRS
� Load Monitor (measures utilization)

� Utilization Controller (determines degradation)

� Content Adaptor (serves appropriate content version)
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'HVLJQLQJ#WKH#6HQVRU=#
$#0RGHO#IRU#8WLOL]DWLRQ

� OS utilization measurements are very noisy
� Alternative:

� Apache server was subjected to a variable request rate for 
static and dynamic content of different sizes

� At each sampling time we measured
� Request rate for static content, Rstatic

� Byte rate of static content sent, Wstatic

� Request rate for dynamic content, Rdyn

� Byte rate of dynamic content sent, Wdyn

� Recursive least squares estimator was used to correlate 
measurements to server utilization

University of Virginia, Real-time Systems Laboratory

$#0RGHO#IRU#8WLOL]DWLRQ
U = 0.75 Rstatic + 0.035 Wstatic + 10.4 Rdyn + 3.3 Wdyn
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'HVLJQLQJ#WKH#$FWXDWRU
� Actuator chooses content quality

� On the surface, it seems that only a finite number 
of actuator outputs are possible (e.g., good 
content versus degraded content)

� Linear feedback control requires a continuous 
“content degradation” range.

� How to resolve the above conflict?

University of Virginia, Real-time Systems Laboratory

&RQWLQXRXV#&RQWHQW#$GDSWRU
� Degrades or rejects a fraction of requests 

depending on controller output, N.
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7KH#2YHUORDG#$YRLGDQFH#/RRS

URL:   <server>/path/file.html
Low:    <server>/degraded/path/file.html
High:   <server>/good/path/file.html

University of Virginia, Real-time Systems Laboratory

([SHULPHQW=#
(IILFDF\#RI 8WLOL]DWLRQ#&RQWURO

� Offered Load = 300% (at t=13)

� Desired utilization = 85%
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$SSOLFDWLRQ#RI#8WLOL]DWLRQ#
&RQWURO#LQ#:HE#6HUYHUV

� Performance isolation
� Server resources can be partitioned among hosted sites such 

that two web sites hosted on the same server have their own 
server shares

� Prioritization
� The server can prioritize clients without priority-based 

scheduling (e.g., on standard UNIX platforms)

� Excess capacity sharing
� Performance isolation may be extended to allow sharing 

available excess capacity 

University of Virginia, Real-time Systems Laboratory

3HUIRUPDQFH#,VRODWLRQ
� Virtual site 

specification:
� Maximum request 

rate Rand 
bandwidth W

� U = a R + b W

� Per-site utilization 
control loops
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9LUWXDO#6HUYHU#8WLOL]DWLRQ#
&RQWURO

� Utilization of each 
virtual server is 
controlled by its own 
utilization control loop

University of Virginia, Real-time Systems Laboratory

([DPSOH=#
&R0KRVWLQJ#7ZR#6LWHV

� Sites are unaffected by overload
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«#FRPSDUHG#WR
&R0KRVWLQJ#RQ#$SDFKH

� Sites do not achieve capacity

University of Virginia, Real-time Systems Laboratory

6HUYLFH#3ULRULWL]DWLRQ
� Requests have priority values depending on 

their class

� Each class is allocated the capacity not used 
by higher-priority classes

� A separate utilization control loop is used 
for each priority class
� U(desired)= 100 -(#8(higher priority)
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([DPSOH=
7ZR#3ULRULW\#&ODVVHV

� Basic clients are degraded before premium

University of Virginia, Real-time Systems Laboratory

([FHVV#&DSDFLW\#6KDULQJ#
YHUVXV#3ROLFLQJ

� When server resources are partitioned 
among sites, what if one site exceeds its 
allocation while others have spare capacity?
� At low aggregate load, individual virtual 

servers should be allowed to exceed capacity

� At high aggregate load, virtual servers should 
be policed to capacity 
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5HDOL]DWLRQ#RI#6KDULQJ23ROLFLQJ

University of Virginia, Real-time Systems Laboratory

6KDULQJ#DW#/RZ#/RDG
� A site is allowed to use excess capacity
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3ROLFLQJ#DW#+LJK#/RDG
� A site is policed at overload

University of Virginia, Real-time Systems Laboratory

6XPPDU\#RI#8WLOL]DWLRQ#&RQWURO
� Utilization control loops are of great use for 

controlling throughput-like metrics in web 
servers

� The problem has a control-theoretic 
formulation

� The feedback control loop is successful in 
providing desired performance
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$#&DVH#6WXG\#RQ#'HOD\#&RQWURO=
'HOD\#&RQWURO#LQ#:HE#6HUYHUV-

� Delay is inversely proportional to flow (nonlinear 
control)

� Consider a class of real-time clients with an adjustable 
server resource share (i.e., service rate)

� Option 1 (feedback): Choose service rate. Measure 
difference from desired delay. Adjust service rate, …

� Option 2(queuing): Choose service rate to achieve 
desired delay from equation:
� Delay = 

1
µ − λ

*This work is in collaboration with Lui Sha and Xue Liu from UIUC

University of Virginia, Real-time Systems Laboratory

'HOD\#&RQWURO
Option 3: A combined approach

� A queuing model predicts delay from flow and 
service rate measurements
� Delay = 

� A service rate is chosen to achieve target delay

� Control loop computes a service rate adjustment 
to reduce residual delay deviation to zero.

1
µ − λ

Lui Sha, Xue Liu



54

University of Virginia, Real-time Systems Laboratory

4XHXHLQJ#0RGHO#%DVHG#
3HUIRUPDQFH#&RQWURO

Measured Delay  D

λ

∆d

Apache 
Server

Control

Request

G/G/1 Model

µq

∆µ
µ

Ref Delay Dref

µq: Feed forward control. ∆µ: Feedback control

This figure is courtesy of Lui Sha, Xue Liu

Lui Sha, Xue Liu

University of Virginia, Real-time Systems Laboratory

.HHSLQJ#WKH#6\VWHP#
LQ#1HLJKERUKRRG#RI#OLQHDUL]DWLRQ

µ µ µ µ −−−− λλλλ

Dref

Remark: The queuing predictor linearizes the control loop

Lui Sha, Xue Liu

This figure is courtesy of Lui Sha, Xue Liu
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$Q#$SDFKH#:HE#6HUYHU#
([SHULPHQW
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Graphs shown are a subset from Queueing Model Based Network 
Server Performance Control, by L. Sha, X. Liu (UIUC), Y. Lu,  T.
Abdelzaher (UVA)

Lui Sha, Xue Liu

University of Virginia, Real-time Systems Laboratory

'HOD\#&RQWURO#ZLWK#0XOWLSOH#
&ODVVHV"

� Service rate of each 
virtual server is 
controlled by its own 
control loop?

Delay1

Delay2

Delayn

Service Rate1

Service Rate2

Service Raten

� Unlike throughput, it is much more difficult to achieve 
performance isolation between delay control loops
� Throughput is a function of only the total numberof requests 

served (not the order of service)

� Delay is a function of the order in which requests are served. 
Scheduling support is required
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7KH#UHVW#RI#3DUW#,,,#KDV#QRW#EHHQ#SUHVHQWHG#DW#$57(6#5335
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5HODWLYH#*XDUDQWHHV
Relative guarantees:

� Server supports multiple classes of clients
� Different classes have different performance levels, 

such that a specified ratio between their 
performance levels is observed

� Example: Class A clients have 1/3 the delay of 
Class B clients

� Ratio > 1/3: Class A too slow
� Ratio < 1/3: Class B too slow 
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&DVH#6WXG\=#5HODWLYH#'HOD\#
'LIIHUHQWLDWLRQ#LQ#:HE#6HUYHUV
� Problem statement:

� N classes of users/traffic

� Average delay of class j is Dj

� It is required that 

D1:D2: … :DN =K1:K2: … :KN

� K1, K2, …, KN are specified weights

� Control-theoretical formulation?

University of Virginia, Real-time Systems Laboratory

&RQWURO07KHRUHWLFDO#
)RUPXODWLRQ
� The differentiation objective

D1:D2: … :DN =K1:K2: … :KN

� One feedback loop per class

� The feedback control objective

� Error ei:

D

D D D

K

K K K

i

N

i

N1 2 1 2+ + +
=

+ + +... ...

e
K

K K K

D

D D Di

i

N

i

N
=

+ + +
−

+ + +1 2 1 2... ...
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&RQWURO#/RRS#2XWSXW
� Adjust resource allocation of each class j by ∆Rj

� ∆Rj= f (ej), where
� f is linear

� f (0)=0

� The resource conservation property

Σj (∆Rj) = 0

� Proof

Σj (∆Rj) = Σj f (ej) = f (Σj ej) = f (0) = 0

University of Virginia, Real-time Systems Laboratory

7LPH#,QYDULDQW#)RUPXODWLRQ
� 7KH#GLIIHUHQWLDWLRQ#REMHFWLYH

D2=n2D1, D3=n3D1,…, DN=nND1, n1 =1

� /HW αM = n2n3…nN/nj

� /HW dj = αM#Dj , dav= (Σ dj)/N

� 7KH#IHHGEDFN#FRQWURO#REMHFWLYH
� dj = dav 

� (UURU#ei = dav- dj
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server

server

0RGLI\LQJ#$SDFKH#$UFKLWHFWXUH

server

accept
classify

d
is

p
at

ch server

Monitor/controller

Connection Manager

TCP listen queue

TCP listen queue

server

server

server

Apache server

Modified Apache server

Unix domain socketTCP socket

Courtesy of Chenyang Lu

University of Virginia, Real-time Systems Laboratory

([SHULPHQWDO#'DWD#+UHODWLYH#GHOD\,
#premium-users 100Æ200

Designed settling time 

R
at

io

Delay Ratio
Reference
Process Ratio

Time (sec)

Time (sec)

(a) Adaptive Server

R
at

io

(b) Non-adaptive Server

#premium-users 100Æ200
Basic users get shorter 
delays than premium users!

Courtesy of Chenyang Lu
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(QKDQFLQJ#5HODWLYH#'HOD\#
&RQWURO#ZLWK#4XHXLQJ#7KHRU\

� As with absolute delay control, relative delay control 
can be enhanced with queuing theory, by solving for 
µi the set of equations:
� Delay1/Delay2 = (λ2−µ2)/(λ1−µ1)
� Delay2/Delay3 = (λ3−µ3)/(λ2−µ2)
� …
� µ1+µ2+…+µn=1

� Resources are allocated to each class, i, proportionally 
to µi

� Feedback control is used to adjust resource allocation

University of Virginia, Real-time Systems Laboratory

&DVH#6WXG\#,,=
'LIIHUHQWLDWHG#:HE#&DFKLQJ

•Classify requests 

•Different class has different level of service

Courtesy of Ying Lu
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&RQWUROOHU#'HVLJQ
$OORFDWLRQ#+HXULVWLFV#)XQFWLRQ

How to map error, the 
difference of set-point and 
measured value, to disk space 
change of the class?

To design the allocation 
heuristics ∆Si(ei), we specify 
the desired behavior of the 
closed loop
� Ri follows Ridesiredwithin one 

sampling time

Ri= z-1Ridesired
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Courtesy of Ying Lu
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([SHULPHQWDO#6HWXS4
� Evaluation is conducted on a testbed of nine 

AMD-based Linux machines interconnected 
by Ethernet switch (100MHz)

� Clients: 
� Surge (Scalable URL Reference Generator), a 

tool that generates references matching 
empirical measurement

� Servers: 
� Apache 

� To test the performance of the cache under 
saturation, we configure the ratio of cache 
size to population of files requested by one 
class to be roughly 1 to 10

Courtesy of Ying Lu



62

University of Virginia, Real-time Systems Laboratory

3HUIRUPDQFH
Three classes 

Set-point H0: H1: H2=1:2:3
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Courtesy of Ying Lu
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([SHULPHQWDO#6HWXS5
� Clients

� replay NLANR sanitized access 
logs

� class0: html files

� class1: non-html files

� Servers
� real servers on the internet

Courtesy of Ying Lu
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/DWHQF\#5HGXFWLRQ
Backbone latency reduction

� α includes all the pages that hit 
in the cache

� β includes all the requested 
pages

∑
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Courtesy of Ying Lu
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$GDSWLYH#&RQWUROOHU#
3HUIRUPDQFH#IRU#6\QWKHWLF#/RJ
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2SWLPL]DWLRQ
� Express the problem as one of achieving an 

equilibrium where:
� Marginal cost = Marginal benefit.

� Set point = Marginal cost – Marginal benefit = 0

� Example:
� Maximize power savings by optimal cache decay in 

microprocessor architectures
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8SSHU#%RXQG#&RQWURO
� Remember that delay control in the presence of 

multiple classes is a difficult problem

� Real-time scheduling theory helps:
� Translate the problem into one of utilization control 

using synthetic utilization bounds

� The control loop guarantees that all deadlines are met 
as long as the utilization bound is not exceeded

� The aperiodic utilization bound is used (can be 
derived for any scheduling policy)



67

University of Virginia, Real-time Systems Laboratory

&RQWURO:DUH#$UFKLWHFWXUH
� API for plug-in performance sensors and actuators
� Common sensor/actuator library     
� Engine for mapping QoS specifications to control loops
� Run-time enforcement of feasible region conformance

&RPPRQ#3ODWIRUPV

3OXJ0LQ
$FWXDWRUV

3OXJ0LQ
6HQVRUV

6HQVRU#$3, &RQWURO#$3,

&RQWUROOHG
6\VWHP
0 6HUYHU
0 3UR[\

4R6#$3,

3HUIRUPDQFH#&RQWURO#0LGGOHZDUH/RRS#&RQILJXUDWLRQ

University of Virginia, Real-time Systems Laboratory

&RQWURO:DUH0$VVLVWHG
4R6#3URYLVLRQLQJ#0HWKRGRORJ\

Template ControllerSensor
App-Specific 

Sensor/Actuator

System 
Identification

QoS Contract Configuration File

QoS Mapper
Control Loop 
Composition

2SWLPL]DWLRQ
4XHXLQJ
SUHGLFWLRQ
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4R6#0DSSLQJ
� User specifies QoS problem
� Problem type: the semantics of performance 

guarantee (1 template per type)
� Absolute convergence guarantee
� Relative guarantee
� Prioritization guarantee

� Problem instance: the semantics of the controlled 
variable (1 sensor per instance)
� Delay
� Hit ratio

� QoS mapper generates feedback loops

University of Virginia, Real-time Systems Laboratory

&RQWURO:DUH#$UFKLWHFWXUH
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([DPSOH#4=#$SDFKH#:HE#
6HUYHU

� Performance

University of Virginia, Real-time Systems Laboratory

([DPSOH#5=#6TXLG#&DFKH#
6HUYHU

� QoS guarantee
� relative hit ratio guarantee

� D0 : D1 : D2 = 3 : 2 : 1

� Template: relative guarantee template

� Actuator: change cache space allocated to 
each class
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([DPSOH#5=#6TXLG#&DFKH#
6HUYHU

� Performance

University of Virginia, Real-time Systems Laboratory

&RQFOXVLRQV
� A first step towards an underlying analytic 

foundation and design methodology for 
performance control in open software systems

� A middleware library that embodies the control 
loop prototypes

� Schedulability theory to relate aggregate state 
to fine-grained performance guarantees
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3ULRU#5HVXOWV#
ZZZ1FV1YLUJLQLD1HGX2a]DKHU2SXEOLFDWLRQV1KWPO

� Run-time modeling tools:
� Automated profiling (RTAS ’00)
� QoS Portability (IWQoS ’02)

� Capacity planning and resource assignment:
� Overload/throughput control (CDC ’00, IWQoS ’99)
� Performance isolation (IEEE TPDS ’01)

� Delay control (RTSS ’02)
� Service differentiation tools:

� Server delay differentiation (RTAS ’01), 
� Cache hit ratio differentiation (ICDCS ’01)
� Router delay differentiation (Infocom ’02)
� Prioritization (IWQoS ’99) 

� ControlWare (ICDCS ’02)

University of Virginia, Real-time Systems Laboratory

)XWXUH#:RUN
� Study the characteristic features (e.g., non-linearities) of 

software feedback control systems
� Establish a better understanding of the limitations of 

control theory in software control
� Integrate control theory with real-time scheduling 

theory and queuing theory for robust fine-grained 
guarantees on temporal behavior

� Implement successful performance control mechanisms 
in the QoS control middleware

� Extend the framework to distributed control 
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2XWOLQH#RI#3UHVHQWDWLRQ
� A New Paradigm for Real-Time Computing?
� Advances in Aperiodic Schedulability Bounds

� A bound for aperiodic tasks
� Extensions 

� Software Performance Control
� Concepts
� Case Studies

� Web Server Control
� Adaptive Web Cache Control
� ControlWare

� Future Directions in Real-Time Computing

)XWXUH#'LUHFWLRQV#LQ#5HDO07LPH#
&RPSXWLQJ

After feedback control?

Real-Time Sensor Networks
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6PDUW#'XVW
� What’s next?
� A new paradigm for massively distributed computing

� 100,000s of tiny devices which can be mass-produced at 
feasible prices

� Each device has
� CPU + memory
� Wireless communication capabilities
� Sensors/actuators

� Applications: environmental monitoring, surveillance, 
medical assistance, disaster recovery, … 

University of Virginia, Real-time Systems Laboratory

&XUUHQW#+DUGZDUH#+0RWHV,
� Specifications:

� 8 bit microprocessor

� 128K ROM

� 8K RAM

� 4MHz Clock

� Price (today: $150)

� In 5 years:
� Price Æ below $1

� Size Æ below 1 cubic mm.
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$SSOLFDWLRQV
� Smart Paint:

� Paint bridges and other large structures with “smart paint” 
� Thousands of in-paint processors will monitor corrosion, fatigue 

and other bridge data reporting alarms as needed

� Surveillance:
� Thousands of nodes are dropped from the sky on a disaster area
� Surveillance data is collected, such as location of survivors and 

possible threats

� Wild life monitoring:
� A sensor network is currently deployed on a island off the cost 

of Maine, USA, to monitor bird mating season in natural habitat

University of Virginia, Real-time Systems Laboratory

([DPSOH=#6XUYHLOODQFH#ZLWK#
/DUJH#(PEHGGHG#1HWZRUNV

� Large, dense networks of 
sensor nodes
� Radio radius ≈ 30 m Æ

surveillance over 9 km2

� 10,000 Devices

� Sensors: motion, magnetic, 
temperature, light, sound, 
vibration, infrared, «

> 10 nodes/R

Diameter: 100*R
10K nodes

Figure is courtesy of Chenyang Lu
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&KDOOHQJHV
� New resource constraints

� Power 
� Wireless bandwidth

� New task/computation models
� Distributed computational clouds
� Density-based task and resource models
� Data-centric (liquid) load flow

� New scheduling algorithms
� Communication-centric
� Distributed
� Probabilistic

University of Virginia, Real-time Systems Laboratory

2SHUDWLQJ#6\VWHP#&KDOOHQJH=#
6SDWLDOO\#'LVWULEXWHG#7DVNV

� Spatial task model and resource allocation
� Environment-driven task population control
� Real-time task density allocation algorithms

Computing Swarm

Surveillance task concentration

Events of interest
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,QIRUPDWLRQ#6HUYLFHV#&KDOOHQJH=
3RZHU24R6#WUDGH0RIIV

� Middleware to control power/information-quality trade-
offs in sensor networks.

,QIRUPDWLRQ#VRXUFH
+$SHULRGLF#XSGDWHV,

'DWD#UHSOLFDV
+3ODFHPHQW",

5HFHLYHUV
+6WDOHQHVV/
$FFXUDF\,

*RDO=#)LQG#WKH#RSWLPDO#
UHSOLFD#SODFHPHQW#DQG#
XSGDWH#SURSDJDWLRQ#SROLF\#
WR#PLQLPL]H#SRZHU#XVDJH#
VXEMHFW#WR#SHU0UHFHLYHU#GDWD#
4R6#FRQVWUDLQWV#+H1J1/#
VWDOHQHVV#DQG#DFFXUDF\,1

University of Virginia, Real-time Systems Laboratory

1HWZRUNLQJ#&KDOOHQJHV=
$#1HZ#3URWRFRO#6WDFN
� Network layer

� Attribute-based addressing
� ID-less QoS-sensitive routing

� Transport layer
� Mobile endpoints
� Group-to-group real-time communication

� Multicast/intra-group communication
� Relaxed semantics suitable for real-time applications

� New network programming paradigms
� Distributed testing??
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&RQFOXVLRQ
� Sensor networks are massively distributed 

embedded sensing and control systems which 
interact in real-time with a physical environment

� We have very little towards analytic tools for 
predicting and controlling the temporal behavior 
of such systems

� Fundamentally new system models are needed
� Fundamentally new approaches are needed for 

real-time scheduling and schedulability analysis

University of Virginia, Real-time Systems Laboratory

)LQDO#:RUG
� Software performance guarantees will become a part of 

vendor’s contractual obligations towards consumer
� The search for analytic foundations to provide such 

guarantees is gaining popularity
� New models are emerging for computation
� New paradigms are needed for achieving predictable 

behavior in large-scale software systems (e.g., large 
servers or large distributed systems) 

� Initial steps have been made to merge real-time 
scheduling theory, queuing theory and feedback 
control theory to produce a framework for robust QoS
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