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Outline of Presentation
I
= Part I: A New Paradigm for Real-Time Computing?
= Part Il: Advances in Aperiodic Schedulability Bounds
= A bound for aperiodic tasks
= Extensions

s Part lll: Software Performance Control
= Concepts

= Case Studies
= Web Server Control
= Adaptive Web Cache Control
= ControlWare

= Part IV: Future Directions in Real-Time Computing
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What is Real-Time Computing?

Timeliness, Predictability, Reliability, Embedded Computif




Recent Real-Time
Applications

lntees

Open Systems, Qo0S, Service Performance Guarg

Where is Real-Time
* Computing Going?

|dentifying the Trends




The Real-Time Scheduling
Theory Roadmap

Fully specified 0

(1) task set,
(2) arrivals,

(3) resources AC
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Trend:
Relaxing Workload
Assumptions!
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The Changing Scope of Real-
Time Computing

Clrilssical View

» Definition: correctness of computation depends
the time at which results are generated.

= Applications: embedded systems
= Perfect knowledge of resources
= No conflicts of interest

= Assumptions: hard real-time
= Meeting deadlines is very important for correctness
= Deadlines are inflexible

University of Virginia, Real-time Systems Laboratory
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‘ New Real-Time Definitions?

|
= Systems with low variance in performance measurements

Best Effort Real-Time
D More More -
Predictable Predictable L

» Systems with guaranteed metrics in which time is either
in thenumeratoror in thedenominator
= Response time = Service time + Queuing time
= Utilization = Used resource units/time
= Service throughput = Produced data units/time

University of Virginia, Real-time Systems Laboratory

New Real-Time Applications
(with Unknown Resource Demands)
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= Open Systems
= Interactions with unknown components
= Data-centric
= Data-dependent resource requirements
= Data pattern is unknown

» Platform-independent




New Assumptions

= Unknown resource requirements
» Elastic time constraints
» Flexible periods (if any)
» Flexible deadlines
» Adaptation capability
= Changing algorithm version
= Adaptive data quality
» Steady-state versus transient metrics

University of Virginia, Real-time Systems Laboratory

This Talk: Guarantees in
Server End-Systems

!
= Applications:

= Web servers, proxy servers, mail servers, DNS
servers, routers, database severs, ...

= Guarantees:
= Delay, throughput, ratio, utilization, ...
» Workloads:
= Highly variable, no periodicity
= Adaptation:
= Content-based, resolution, frame rate, compres

University of Virginia, Real-time Systems Laboratory
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Problem with Current Real-
Time Scheduling Theory

= Modern QoS-aware systems have large uncertainty ir
workload and resource availability

m Classical real-time scheduling is not robust under
uncertainty

= Fine-grained assumptions about task computational
requirements

= Fine-grained assumptions about resource capacity

= How to control performance of open QoS-aware
systems under load and resource uncertainty?

University of Virginia, Real-time Systems Laboratory

A Framework for Robust QoS

= Challenges:

= Make the least/weakest assumptions regarding workload
parameters (e.g., arrival times, execution times, deadlines, g
number of arrived tasks)

= Control perturbations which may violate these assumptions

= Direction:

= Move from an “open-loop” to a “closed-loop” QoS provisionir
paradigm

= Drop thea priori assumptions; use continuous feedback for
performance correction

= Use feedback control theory to analyze closed loop performa
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The Real-Time Scheduling
Theory Roadmap

Fully specified
(1) task set,
(2) arrivals,

(3) resources \\C
. C\¢
S . -
6%$e0\>“\le

University of Virginia, Real-time Systems Laboratory

Trend:
Relaxing Workload
Assumptions!

What is Control Theory?

‘ Control Loop Operation:
I

Deviati Negotiable
Desired ?/Ia " Parameters A Actual
Performance C A Performance
omputin
——( ) Controller — Actyator > puting >
[ System
Performance Sensor [«

= Model the controlled process bydferential equation

= Feedback control is a process of continuous monitoring
and correction of deviation from desired performance

= Control theory is involved with controller design

University of Virginia, Real-time Systems Laboratory




Convergence Guarantees

~ « Stability

Actual Performance R

* Settling time

- * Maximum overshoot
Deviation Negotiable * Steady state error
Parameters
f Actual
i rfi
——()— Controller —— Actubtor —» OMPUting Performance
Reet System
Se

Performance Sensor -

University of Virginia, Real-time Systems Laboratory

Why Control Theory?

m Successful track record in physical process contr(

= Robust performance guarantees in the face of
uncertainty, non-linearities, time-variations, etc.

= Does not require accurate system models
» Ultilizes feedback to improve performance

= Software services involve queue-induced dynamig
which may be expressed by differential equations
akin to those of physical systems

University of Virginia, Real-time Systems Laboratory




Example:
Web Server Modeling

I
Why web servers can be modeled by difference equations!

Input HTTP requests
nput k Web Server Model
g’uzzg £ Blocking f; Thread
Execution
i I/0
. Queue
TCP Listen —
e =% 1Send reply
1 Unblocking TCP Output
CPU Ready Packet Queue
Queue >
_'—® L,
University of Virginia, Real-time Systems Laboratory Done

Why Control Theory?
- Comparisons

|
m Several theoretical foundations have been ug

for resource allocation in real-time systems
» Compare control theory versus

= real-time scheduling

= queuing theory

= Optimization

University of Virginia, Real-time Systems Laboratory
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Feedback Control Versus
Scheduling

= Scheduling
= Open loop
= Assumes accurate models of worst-case

computation times and resource requirements

= Control theory
= Closed loop
= No need for accurate models

University of Virginia, Real-time Systems Laboratory
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Feedback Control Versus
‘ Queuing Theory
|

= Queuing theory
= Off-line predictive analysis
= Assumptions about the arrival process
= Difficult to analyze some distributions
= Control-theory
= On-line input/output difference equations
= No assumptions about the arrival process
= Utilize run-time feedback for error correction

University of Virginia, Real-time Systems Laboratory
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Feedback Control Versus
Optimization

I
= Optimization
= Works best if the performance problem is formulated as
one of maximizing or minimizing some metric
= Control-theory

= Works well if the performance problem is one of
maintaining an invariant, or is a tradeoff between two
conflicting metrics

= Optimization problems can be cast as finding an
equilibrium where:

» Marginal cost = Marginal reward

University of Virginia, Real-time Systems Laboratory

Problem with Control Theory

= Control is exerted on aggregate metrics
= Can’'t have a control loop per task
= Set point must be on global/average state
» Guarantees are needed on a per-task basis

= Real-time scheduling theory must bridge the g
such that guarantees on aggregate state imply
guarantees to individual tasks

ap

T

University of Virginia, Real-time Systems Laboratory
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Theoretical Elements of
Robust Server QoS Control

|
O
Computin
Taskz 9 = o Difference Equation
a D Models

D =
Modeling
Resource _[ IRREI E:rsflgfr?wance ™
Queues | 11 | |

Resource Scheduling Feedback Coptrol

v

Scheduling
Theory

Fine-grained Performance Guarantees without fine grained models
University of Virginia, Real-time Systems Laboratory

Robust Guarantees Under
Uncertainty

I
= Achieving desired temporal behavior without fine-
grained knowledge

Varl

A ﬁ State Control Loops
Microscopic Eeasible @
Models ;
Region| J—» \/3r3
Aggregate
Performance

Guarantees

Desired QoS
Guarantees

Aggregate State
Variables var2

: . o . Load Arrival Assumptions
University of Virginia, Real-time Systems Laboratory
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Summary:
Research Directions

|
» Thrust |: Extending schedulability theory to de

with inexact or unknown resource requiremen
such that:

» Guarantees on aggregate statguarantees on
individual task deadlines

m Thrust II: Applying results from feedback
control theory to control aggregate software
state to achieve desired performance

University of Virginia, Real-time Systems Laboratory
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Outline of Presentation

I
= A New Paradigm for Real-Time Computing?
= Advances in Aperiodic Schedulability Bounds
= A bound for aperiodic tasks
= Extensions

m Software Performance Control
= Concepts

= Case Studies
= Web Server Control
= Adaptive Web Cache Control
= ControlWare

= Future Directions in Real-Time Computing

University of Virginia, Real-time Systems Laboratory
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q Aperiodic Schedulability Bounds

Uniprocessor Results
Liquid Task Model

Aperiodic Schedulability

Bounds
I
= Consider a web server serving randomly arriving web
requests

m Each request has a deadline

= Can one invent an aggregate measurable utilization-like
metric (we call it synthetic utilizatiort)), such that all
deadlines are met as longlass below some threshold,
Umax?
= Feasible regiod < U < U,

= If SO, synthetic utilization control guarantees meeting all
deadlines

University of Virginia, Real-time Systems Laboratory




‘ General Idea
I

Computing =, . C_:_om|_oute an aggregate workload or
Tasks [ ] o utilization bound such that all tasks are
O . schedulable if bound is not exceeded.

g O » Control the aggregate workload not to
D/Q exceed the bound.
Scheduling — Flow Control ' .
Bound? B Eiff'éfiance'f T g
Feedback Control
Workload
Completed

University of Virginia, Real-time Systems Laboratory

‘ Outline

Compute the “feasibl
region” of a single
processor under a
random load arrival

Varl
A

ﬁ State Control Loops

pattern. Microscopic

. . . Models
This feasible region Feasible
has one dimension: | :D Region > Var3
synthetic utilization! Temporal
Extend to multiple Performance
processors Guarantees

Extend to an arbitrary Var2
scheduling policy

Load Arrival Assumptions

University of Virginia, Real-time Systems Laboratory
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Historical Perspective:
Utilization Bounds

|
» Consider a set of periodic tasks

» Each task invocation must finish by the end of

its period
= How to tell if all invocations will meet their
deadlines? Period=Deadline
— — —
—  —  —  —
— — —

University of Virginia, Real-time Systems Laboratory

Liu and Layland Utilization
Bound

I
= Well-known result (1973):

= Assume that each ta3kexecutes foC; every
periodP,.

» Processor utilization needed for this task is:
U, =C/P,

= The task set is schedulable by an optimal fixed-
priority scheduling policy i&; C/P; < 0.69

= Optimal fixed priority policy is rate-monotonic
(higher rate = higher priority)

University of Virginia, Real-time Systems Laboratory
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‘ Recent Results

= Feasibility conditions for aperiodics
based oraggregate metricenly

(utilization)
Jan 2002 .~ June 2002 2003
n L
33_01{ Utilization.m |50hedu" Utilization
Iization N
10087 P policy 100% Distributed

100% multiresource System

iyulable bound

generalized
schegdulable bo @

generalized
schedulable bound

o Generalized
— Multiple M“'It_'p_'e feasible
Relaxed Processors GCICIES region

Periodicity

pon®

poné’

Arbitrary
Scheduling
Policy,

University of Virginia, Real-time Systems Laboratory

Rethinking the Basic Concepts

= The task model
= The notion of synthetic utilization
» The classification of scheduling policies

= The sense of optimality of a real-time
scheduling policy

University of Virginia, Real-time Systems Laboratory
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The Task Model: Acyclic Tasks

I
Tasks have multiple invocations

Deadline of one invocation is the arrival time of the n€

No relation between the execution times and deadling
of successive invocations of a task

Execution times are greater tharegual to zero
Task 1 O = —
Task 2 = | = =
Task 3 = = | |

University of Virginia, Real-time Systems Laboratory

Equivalence Result

= Any set of aperiodic jobs can be convertes
into an equivalent set of acyclic tasks, anc
vice versa

—> Utilization bound for acyclic tasks =
utilization bound for aperiodic tasks

xt
S

University of Virginia, Real-time Systems Laboratory
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The Notion of Synthetic
Utilization

= Synthetic utilizatiorJ(t) is a function of timet
= U(t) is defined over theurrentinvocations

u) = 2,6/,

SR N ST

o I

S | e |
Ds

University of Virginia, Real-time Systems Laboratory

Schedulability Analysis

I
= Model: a mix of periodic and aperiodic tasks

s Contracts: All task invocation deadlines are met for
duration of contract

= Aperiodic Task Contract:

Startc End
U=cC/D
. Db
Contract duration
= Finite Periodic Task Contract:
Start C <—D> End
\:I—lzl—lzl—lzl_‘ U=C/D

»
»

University of Virginia, Real-time Systems LaboratoryContract duration
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Arrival-Time-Independent
Scheduling

I
» Fixed-priority scheduling:
= All invocations of a task have same
priority
» Dynamic-priority scheduling:

= Invocation priorities are assigned
arbitrarily

n Arrival-time-independent
scheduling:

= Invocation priorities are not a
function of invocation arrival times

Dynamic
Priority

Arrival-time
independent

Fixed
Priority

University of Virginia, Real-time Systems Laboratory

Why Arrival-Time Independent
Scheduling?

» Easy to implement on current non-real-tin
operating systems with fixed-priority
support (e.g., UNIX, the #1 OS for web
servers)
= Requires a finite number of priority levels

= |f priority depends on time, an infinite
number of priority levels may be needed
(e.g., EDF)

University of Virginia, Real-time Systems Laboratory
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The Sense of Optimality of a
Scheduling Policy

|
» Traditional sense of optimality:

= A task set is schedulable by an optimal policy in a
class whenever it is schedulable by some other pol
of the same class.

» No arrival-time-independent scheduling policy
optimal for aperiodic tasks

University of Virginia, Real-time Systems Laboratory

icy

S

Lack of an Optimal Policy

= Example:
Deadiine ™ Policy 1: Invocation A > Invocation B
Misstt | | o |
N N

= Policy 2: Invocation B > Invocation A
A A

;AI_l |
Deadline B B

. — | | oo |
Miss!!

University of Virginia, Real-time Systems Laboratory
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Generalized Sense of
Optimality
|

» A scheduling policy is optimal in a class if it

maximizes the schedulable synthetic utilizatior

bound among all policies in the class
= “Backward Compatibility”:

= Rate monotonic is the optimal fixed-priority policy

(for periodic tasks)
= EDF is optimal dynamic-priority policy

= New: Deadline monotonic is the optimal arrival-tim¢

independent policy

University of Virginia, Real-time Systems Laboratory

\U

Main Idea of Derivation
|

= Minimize, over all arrival patterng, the
maximumu,(t) that precedes a missed deadline

U(t)

[
Missed
deadline

University of Virginia, Real-time Systems Laboratory
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Steps of Derivation

s Consider an unschedulable task invocation in a
busy period

= Within the busy period minimize the maximum
U(t) w.r.t..
= Task invocation execution times
= Task invocation arrival times
= Task invocation deadlines

= Show that an arbitrary policy is either deadline
monotonic or has a higher utilization bound

University of Virginia, Real-time Systems Laboratory

Main Results

» A set ofn acyclic tasks is schedulable usin

an optimal arrival-time-independent policy
if:
Ut)S3+s n<3

1
L+y3(1- k)
= Deadline-monotonic scheduling is the

optimal arrival-time independent policy for
acyclic tasks

University of Virginia, Real-time Systems Laboratory

U(t) < n=3

g
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Example of Tightness

s Considem=2

|

D/2 D
- —1E

> <

[

D

U(t) = 0.75

University of Virginia, Real-time Systems Laboratory

Extensions

» Multiprocessor Model
» Liquid Tasks
» Arbitrary Scheduling Policy

University of Virginia, Real-time Systems Laboratory
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Quick-and-Dirty Multiprocessor
Derivation

» Observe that each tagkcontributesC, to the area
under thel (t) curve — see figure below.

U(t)

[
Missed
deadline

University of Virginia, Real-time Systems Laboratory

Corollary

= The total area under thg(t) curve isz C; carried
over all arrived tasks

U(t)

[
Missed
deadline

University of Virginia, Real-time Systems Laboratory
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Derivation

= Minimize, the sun® C, across all unschedulable
patterns. Say minimum G,

= Minimize curve hight while area €,
U (t)

[
Missed
deadline

University of Virginia, Real-time Systems Laboratory

Example: Deadline Monotonic
Bound for Multiprocessors

|
s Cin=Ci+m (D -C)
= Base,,,= 2D,

U(t)

bound

Base

[
Missed
deadline

University of Virginia, Real-time Systems Laboratory
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Example Continued

I
Cmin=Ci+m (D -C)
Base, .= 2D,
Ubound: (Cmin/ Bas%‘lax)/m = Ci /(ZmD) + (Di - Ci)/(ZDi)
Whenm -2 infinity, andC, - 0, the bound> 0.5

University of Virginia, Real-time Systems Laboratory

Derivation Refined

= Minimize, the sun® C, across all unschedulable
patterns. Say minimum G,

= Minimize the hight while area €, subject to
constraints on utilization curve

Ur(t)

bound

Missed
University of Virginia, Real-time Systems Laboratory deadline
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The Liquid Task Model

= A convenient model for server workload modeling

= Generally, each request has a deadline chosen
from a small set of values (e.g., one per class)

= In the liquid task model, all requests have different

computation times, b@@./D, = 0

m Reflects the case of high-performance servers
where any individual request consumes an
infinitesimal fraction of server capacity.

University of Virginia, Real-time Systems Laboratory

Main Results
|

» A set of aperiodidiquid tasks is schedulable
using an optimal arrival-time-independent
policy if:

1

1+4/3

= Deadline-monotonic scheduling is the optim;
arrival-time independent policy for liquid task
independently of the number of processors

U(t) <

(S

University of Virginia, Real-time Systems Laboratory
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Main Results
(continued)

"a A set of randomly arriving requests will
meet their delay bounds under priority-
based scheduling if:

U(t) <1+ B—-4/1+p5°

m [ is a property of the scheduling policy (the
minimum ratio of deadline of low priority
task to deadline of high priority task which
can preempt it).

m U(t) is synthetic utilization

University of Virginia, Real-time Systems Laboratory

Monitoring Synthetic Utilization

= Aperiodic Task Contracts:

= On arrival:U,= U_+ (C/D) oniract

= On expirationU, = U, — (C/D).oniract
» Periodic Task Contracts:

= On arrival:U, = U, + (C/D)contract

= On expirationU, = U, — (C/D)niract
= Admission testU, + U, < U, g
= On Processor Idle Time: sgt =0

University of Virginia, Real-time Systems Laboratory
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Synthetic versus Real
Utilization

= An important property is that:
synthetic utilization < real utilization.
- Hence, server is not underutilizaed!

= Proof: Real utilization = 1

Synthetic utilization < 0.58

University of Virginia, Real-time Systems Laboratory

Experimental Testbed and
Evaluation
I

= A real-time computing cluster is developed under
Linux

m 4 worker Linux PCs connected by 100Mbps LAN to
a front-end load distributor

Admission
Control Apache: web interface

& LAN  CGI: request processing
Incoming FEI_‘
Aperiodic tasks Load R I Elg_ll'pughput,
" Distri ; ilization,
(HTTP/TCP) Distributor 1Real-Time Mise catio
(Proxy server) “L| Server &y
Measurements

University of Virginia, Real-time Systems Laboratory
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‘ Server Utilization
[
Utilization-based admission control does not underutilize server
Cluster Utilization
120

100 %//‘
80

o0 e
40
20
0

40 50 60 70 80 90 Request
University of Virginia, Real-time Systems Laboratory Rate

Miss Ratio Profile

I
Utilization-based admission control improves task success ratio
% missed or rejected requests

90
80
70 : : r—
60 Missed Deadlines Rejected
(No AC) T~ (with AC)
50 / - No AC
40 v —=AC
30 //
20 /_/
10
0 hd hd ¥
40 50 60 70 80 90 Request
University of Virginia, Real-time Systems Laboratory Rate (I’ECI/S)
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Summary

|
» |f synthetic utilization is maintained around
0.58, then:
= All deadlines will be met
= Real utilization will be high
= Control theory can be used to maintain any
performance metric around a desired value
= Synthetic utilization set point < 0.58

University of Virginia, Real-time Systems Laboratory

Further Information

» Tarek Abdelzaher and Chenyang Lu “An
Aperiodic Utilization Bound for High-
Performance Services,” RTAS 2001, TaiPei,
Taiwan, June 2001

= Tarek Abdelzaher, Bjorn Andersson, Jan Jonss(

“A Multiprocessor Utilization Bound for Liquid
Aperiodic Tasks”, RTAS 2002, San Jose, CA,
Sept 2002

University of Virginia, Real-time Systems Laboratory
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Outline of Presentation
|
= A New Paradigm for Real-Time Computing?
= Advances in Aperiodic Schedulability Bounds
= A bound for aperiodic tasks
= Extensions

m Software Performance Control
= Concepts

= Case Studies
= Web Server Control
= Adaptive Web Cache Control
= ControlWare

= Future Directions in Real-Time Computing

University of Virginia, Real-time Systems Laboratory

Control Theory for Software
q Performance Control

Towards more robust QoS

34



Scope of Application of Control
Theory

= Any system that can be described by linear
differential equations is a candidate for control-
theoretic analysis
= Mechanical systems
= Electric circuits

Temperature control systems

Hydraulic systems

= Flow/level control in water pipes/tanks

= Desired performance is achieved by utilizing
feedback

University of Virginia, Real-time Systems Laboratory

The Concept of Software
Feedback

University of Virginia, Real-time Systems Laboratory

s Feedback control has been used in software in
different ways

= Operating systems: UNIX scheduler
= Networks: TCP congestion control

= Formal feedback control theory was generally n
used

= Software systems are very nonlinear ad hoc systems,

generally not amenable to an analytic formulation

35



Can Software be Modeled by
Difference Equations?

I
= Time-related software performance metrics such as
response time and queuing delay dependumue
state dynamic=.g., of:
= The CPU ready queue
= Semaphore queues
= Socket queues
= |/O device queues

= A gqueue acts as a capacitor (a water tank) which
integrates the difference between input and output
flows, and hence can be modeled by a differential
equation

University of Virginia, Real-time Systems Laboratory

Examples of Control Theory
Application in Computer Science

= Network flow control (TCP/IP - RED)
= C. Hollot et al. (U.Mass, INFOCOM 2001)

» Lotus Notes admission control
= S. Parekh et al. (IBM, IEEE ISINM 2001 )

= Apache Server Utilization Control
= T.F. Abdelzaher et al. (UVA, IEEE TPDS 2001)

= Apache QoS differentiation
= C.Luetal (UVA, IEEE RTAS 2001)

University of Virginia, Real-time Systems Laboratory
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What is Software Feedback
Control Used for?

|
= In a computing system, feedback control

iteratively adjustsesource allocatiorno
approach desired performance, e.g.:

= {0 maintain a given server response time, or
= t0 achieve a given server utilization
= TO maintain a given performance ratio
= Sensors: measure current software performan

= Actuators: manipulate resource allocation to
affect performance

University of Virginia, Real-time Systems Laboratory

ce

Example

|
m Control server resource allocation to achieve a
given response time (e.g., 2S)
» Delay >2s> pt
= Delay < 25> | Service rate = 1 > A

Ariving Requesss T

Request rate = A Server

‘1—> SIowe@Faster

Delay ~ TS

Hardware clock frequency
University of Virginia, Real-time Systems Laboratory And V0|tage control
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When to use Feedback

Control?
|
» Real-time schedulability theory, queuing theo

and optimization algorithms define accurate
conditions which can be used for resource
allocation and admission control to achieve
predictable desired performance.

» Feedback control is useful when the above
cannot be applied due to uncertainty in load &
resource parameters

University of Virginia, Real-time Systems Laboratory

A Methodology for Applying
Feedback Control to Software
|

» QO0S Mapping: QoS probler® Feedback problem

= Determine the controlled performance metaatpu) and its
desired valuesgt poin}

» Determine the available actuatonsp{f)
= Map the QoS control problem into a set of control loops
= Modeling:
= Model the input-output relation as a difference equation:
Outpuf = Z; & Output; + Z; b; Input
= Controller design:
= Use control theory to find functidnsuch that:
Input = f(set point — output)makes output-> set point

University of Virginia, Real-time Systems Laboratory
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QoS Guarantees as a Feedback
Problem: A Taxonomy

I { Performance ’
Assurance‘ Problems

v
Regulation Optimization Upper Bound
v
Relatlve Absolute
Guarantee Guarantee

| Delay | [ HitRatio | [Utilization |

University of Virginia, Real-time Systems Laboratory

Metrics ' Semantics! Class

QoS Guarantees as a Feedback
Problem: Absolute Guarantees

I [ Performance ’
Assurance‘ Problems

v
Regulation Optimization Upper Bound
v
Absolute Relatlve
Guarantee Guarantee

[ Delay | [ HitRatio | [ Utilization |

University of Virginia, Real-time Systems Laboratory

Metrics ' Semantics! Class
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Regulation Problems:
Absolute Guarantees

"a Absolute guarantees:

= Server guarantees a specific level of performance

for a particular class of clients
= Example 1: Admission control to maintain serve
gueue length at 10 requests
» Length > 10> overload
» Length < 10> underutilization
= Example 2: Voltage/frequency scaling to mainta
server delay at 2sec.
» Delay > 2s> overload
» Delay < 2s> too much power consumption

University of Virginia, Real-time Systems Laboratory

Absolute Guarantee Problems

|
= Level control (queue length, utilization, ...)

m Delay control (response time, wait time, ...)

What is the fundamental difference?

University of Virginia, Real-time Systems Laboratory

n
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‘ Absolute Guarantee Problems

|
= Level control (queue, utilization, ...)

= Linear

= Liquid tank model

= Level =\ (Flow, — Flow,)dt
= Delay control

= Nonlinear

= Queuing dynamics model
= Delay :CSX dt/Flowy,,

University of Virginia, Real-time Systems Laboratory

A Case Study on Level Control:

Utilization Control in Web Servers*

Utilization control can be used for:
s Overload avoidance

» Performance isolation among hosted sites

» Prioritization among client classes
= Capacity sharing

*This study has been conducted at Hewlett Packard Labs, Palo Alto, USA, by
Tarek Abdelzaher and Nina Bhatti

University of Virginia, Real-time Systems Laboratory
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i Overload Avoidance

= Goal: maintain server utilization around the
maximum load threshold (e.g., 85%)
= Above 85%—> overload
» Below 85%-> underutilization
= Load is controlled by adapting web content
= Multiple versions of content are availalalgriori
= Server load is monitored
= Delivered version is chosen based on load condition
» Degrading content quality decreases utilization

University of Virginia, Real-time Systems Laboratory | & it

Example:
-+ Image Compression

<img src="room.gif” type=DEGRADABLE>

L -
74KB GIF 8.4 KB JPEG

High QoS Low QoS
University of Virginia, Real-time Systems Laboratory | & it
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Why Feedback Control?
I

= Utilization-based admission control can maintain sery
utilization without feedback control, e.g., as follows:
» Utilization < 70%—> admit more requests (at high QoS)
= 70% < Utilization < 85%> admit more requests (at low QoS
» Utilization > 85%—> stop admitting requests

= Problem:

= Per request-admission control is inferior to per-client
admission control

= Don’t know the additional load per admitted client. How
many moreclientsto admit?

- Need a feedback-based “trial and error” approach

er

N

University of Virginia, Real-time Systems Laboratory [ e |

Utilization Control Loop

I
= Load Monitor (measures utilization)

= Utilization Controller (determines degradation)
= Content Adaptor (serves appropriate content version)

Requests

| 7

Estimated Ltilization
4]

Desired Service Wodified
Utilization Utilization | Lewvel | Content | Requests Responses [ Load 8]
Ug +® Control ler Iy Adaptor Waonitor

University of Virginia, Real-time Systems Laboratory [ e |
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Designing the Sensor:
A Model for Utilization
I

= OS utilization measurements are very noisy

s Alternative:

= Apache server was subjected to a variable request rate fol
static and dynamic content of different sizes

= At each sampling time we measured
= Request rate for static conteRt,, ;.
» Byte rate of static content selV,, .
= Request rate for dynamic conteRy,,
= Byte rate of dynamic content seWi, ,
= Recursive least squares estimator was used to correlate
measurements to server utilization

University of Virginia, Real-time Systems Laboratory

A Model for Utilization
|
U=0.75 R+ 0.035 W+ 10.4 R,yn+ 3.3 V\éyn

Farerp g Pt

m i = e =a 1= »r
1 t ; t t ¥ -t

1

Estanig ol Pugblog Faravets is
FE=E=z
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Designing the Actuator
|
= Actuator chooses content quality
= On the surface, it seems that only a finite num
of actuator outputs are possible (e.g., good
content versus degraded content)

» Linear feedback control requires a continuous
“content degradation” range.

s How to resolve the above conflict?

University of Virginia, Real-time Systems Laboratory

per

Continuous Content Adaptor

» Degrades or rejects a fraction of requests
depending on controller output, N.

‘ o

Eejection
Level

University of Virginia, Real-time Systems Laboratory [ e |
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i The Overload Avoidance Loop

Utilization
Controller
Laod Content
-'RBW ¢ URL: <server>/pathf/file.html

- oo NicdiEy Uk N Low: <server>/degraded/path/file.ht]

Respon ses

High: <server>/good/path/file.html

Requests

ml

University of Virginia, Real-time Systems Laboratory L |

Experiment:
i Efficacy of Utilization Control

» Offered Load = 300% (at t=13)
s Desired utilization = 85%
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Application of Utilization
Control in Web Servers

|
m Performance isolation

= Server resources can be partitioned among hosted sites
that two web sites hosted on the same server have their (
server shares

= Prioritization

= The server can prioritize clients without priority-based
scheduling (e.g., on standard UNIX platforms)

m EXxcess capacity sharing

= Performance isolation may be extended to allow sharing
available excess capacity

University of Virginia, Real-time Systems Laboratory [ e |

such
DWN

‘ Performance Isolation

|
= Virtual site

specification:

Utilization
Control lec
Laod Cantent :|
E Wonitor Adaptor
T =T
R}, BWjh 1

"

rateR and
bandwidthw

sU=aR+bW

Requests

m Per-site utilization

control loops

= Maximum request

University of Virginia, Real-time Systems Laboratory [ e |
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Virtual Server Utilization

Control

Desired Actual
- . Utilization irtual Sever Utilization
= Utilization of each = izmtion Gonel Loop [———
virtual server is Utittions [ rema Somar 42| Ui iston,
controlled by its own _ Hnlizaion Gonteol Leop
T . Desired Actual
utilization control loop Uizt [~ VinualSerer n | Utlizstiony
Utilization Cantrol Loop
University of Virginia, Real-time Systems Laboratory [ iy

Example:
Co-hosting Two Sites

» Sites are unaffected by overload

Total Reguest Rate

/0 3O WO /O WO 400 40 420 430 MO 450
& ] ! ! d ; ! i ; ' B0
i f f f f f f f f 5
0 i)
= =
z w+— e Site 1: Offered Load —Ta0 B
% —5—  Site 1: Delvered BW %
c --+--- Site 2: Offered Load 5
2 H -8— S8ite 2: Delivered BW T =
LY L
fal e fal
0+ = —fzo
b -5~ -SG5 E-5 B G G e S B B
o+ _ —f10
o e I R N T SO N N o
@50 260 W0 /0 WO 400 M0 430 430 MO 450

Teotal Reguest Rate

Performance | sclation

University of Virginia, Real-time Systems Laboratory
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... compared to
Co-hosting on Apache

s Sites do not achieve capacity

Total Request Rate

250 260 0 200 0 400 410 420 430 o 450
SP—t—t—t—t—t—t—Ft—t—+—{%

) &
o) i)
= =
= W0+~ - Bite 1: Offered Load —40 =
% —5—  Site 1: Delvered BW %
5 --4--- 8ite £: Offered Load 5
-% 01 -8- Site2: Delvered BW =0 %
[ ' &
i —zo
04+ ) —10
frE-ES-E e
o Juacifi 5 T S R o
/0 360 0 WO WO A0 MO 420 430 MO 450
Total Reguest Rate
Perdormance |solation
University of Virginia, Real-time Systems Laboratory BEREEEE |

Service Prioritization

» Requests have priority values depending
their class

» Each class is allocated the capacity not us
by higher-priority classes

= A separate utilization control loop is used
for each priority class
» U(desiredy= 100 -X Unigher priority)

sed

University of Virginia, Real-time Systems Laboratory [ e |
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Example:
Two Priority Classes

| . :
= Basic clients are degraded before premium

Feagetit Alte ol B Servios Tl
B 0 B B 51 M0 ED M3 40 ED B :‘:I:!l:l
T f 1 ] 1 1 t t 1

7 T t 3
5 —=—  DClalresrad Pramum Bandeadth 5
- -m— BascCima Qurdedth -
E = — Ofessd Prenum Lol e cesct®) = E
i : ¥
F ot o —m 1
a = =] i W a

1. i 7 L

i la
W ¢ A —
A -
-
- - -
pA— | | - | | e e e ’1:.?
Vi WO OES 31 OFE D OB N1 N WS

Firmgieent Fipis al Hpaz Senpis O et

P e i Hiias Claki Pedoemanss

University of Virginia, Real-time Systems Laboratory [ e |

Excess Capacity Sharing
versus Policing

= When server resources are partitioned
among sites, what if one site exceeds its
allocation while others have spare capacity?
= At low aggregate load, individual virtual
servers should be allowed to exceed capacity

= At high aggregate load, virtual servers should
be policed to capacity

University of Virginia, Real-time Systems Laboratory [ e |
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Realization of Sharing/Policing

e h.n'lu-\. T

D omd
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University of Virginia, Real-time Systems Laboratory [ el

Sharing at Low Load

» A site is allowed to use excess capacity

Q90 25 180 75 MO s 0 @5 ;O WS #g

) | | f | | f | | f 0 &
= —&—  Site 1 {Max BW=13Mb, Max Rate=100} =
.y ——  Site 1: Contracted Maximum B -
40 1— —40
z —  Site 2 {Max BW=27Mb, Max Rate=100} 3
¥ i B
% = = —=0 2
w o
o = o
0
101
o I I N IR N N N o
00 125 150 175 X0 235 0 5 00 35 350
Total Site 1 + Site 2 Rate {reg/s)
Sharing Excess Capacity {Low Background Load)
University of Virginia, Real-time Systems Laboratory L
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Policing at High Load

m A site is policed at overload

WO 75 X0 95 A0 WS A0 35 380

100

125

% f | | | | f | f |
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50
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—T10
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8haring Excess Capacity (High Background Load)

University of Virginia, Real-time Systems Laboratory

reqis

Delivered BW (Mb/s)

[ 5 e

=

Summary of Utilization Control

m Utilization control loops are of great use for

controlling throughput-like metrics in web

servers

= The problem has a control-theoretic

formulation

= The feedback control loop is successful in
providing desired performance

University of Virginia, Real-time Systems Laboratory
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A Case Study on Delay Control:

Delay Control in Web Servers*

I
» Delay is inversely proportional to flow (nonlinear

control)

m Consider a class of real-time clients with an adjustat
server resource share (i.e., service rate)

= Option 1 (feedback): Choose service rate. Measure
difference from desired delay. Adjust service rate, ..

= Option 2(queuing): Choose service rate to achieve
desired delay from equation:
» Delay =

H=—A

*This work is in collaboration with Lui Sha and Xue Liu from UIUC

le

University of Virginia, Real-time Systems Laboratory

Delay Control

|
Option 3: A combined approach
= A queuing model predicts delay from flow and

service ratelmeasurements

. Dela}/ = ﬁ | |
= A service rate is chosen to achieve target dela
= Control loop computes a service rate adjustme

to reduce residual delay deviation to zero.

y
nt

University of Virginia, Real-time Systems Laboratory Lui Sha, Xue Liy
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Queueing Model Based
Performance Control

Request
G/G/1 Model A
Ref Delay D¢ g v
Apache
Ser
Ad Ap 3 >
——» Control /-I-R " "
Measured Delay D
M. Feed forward control. Ap: Feedback control

This figure is courtesy of Lui Sha, Xue Liu

University of Virginia, Real-time Systems Laboratory Lui Sha, Xue Liy

Keeping the System
in Neighborhood of linearization

Remark: The queuing predictor linearizes the control loop

This figure is courtesy of Lui Sha, Xue Liu

University of Virginia, Real-time Systems Laboratory Lui Sha, Xue Liy
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An Apache Web Server
Experiment

_I—

0
9 .
&1 —e—G/M1
= 717
S 6 o G/MILwith PI
S 5 controller
E 4 4 H 3 o reference
4 Xp 10
s 31 3295 ﬁxb.xéﬁil%
o SXo UEXP R KGXRAXOX .
2 S dir_;__‘_r‘ nﬂtg-' X x--- GIM/1 with P controller
11
0 T T )
-1 (JJ 500 1000 1500 2000
time (sec)

Graphs shown are a subset from Queueing Model Based Network
Server Performance Control, by L. Sha, X. Liu (UIUC), Y. Lu, T.
Abdelzaher (UVA)

University of Virginia, Real-time Systems Laboratory Lui Sha, Xue Liy

Delay Control with Multiple
Classes?
|

. i . Del
s Service rate of each Vinual Server #1

Utilization Cantrol Loop

virtual server _|s m S—
controlled by its own Uslization Control Loop

ContrOI Ioop’) \w‘ Virtual Server #n \MJ

Utilization Cantrol Loop

= Unlike throughput, it is much more difficult to achieve
performance isolation between delay control loops

= Throughput is a function aly the total numbeof requests
served (not the order of service)

= Delay is a function of therderin which requests are served.
Scheduling support is required

University of Virginia, Real-time Systems Laboratory
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The rest of Part III has not been presented at ARTES 2002

QoS Guarantees as a Feedback
Problem: Relative Guarantees

I { Performance ’
Assurance‘ Problems

v
Regulation Optimization Upper Bound
¥
Absolute Relatwe
Guarantee Guarantee

oot Response
[ Delay | [ HitRatio | [Utilization |

University of Virginia, Real-time Systems Laboratory

Metrics ' Semantics! Class

Relative Guarantees

!
Relative guarantees:

= Server supports multiple classes of clients

= Different classes have different performance leve
such that a specified ratio between their
performance levels is observed
= Example: Class A clients have 1/3 the delay of
Class B clients
= Ratio > 1/3: Class A too slow
= Ratio < 1/3: Class B too slow

University of Virginia, Real-time Systems Laboratory
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Case Study: Relative Delay
Differentiation in Web Servers

= Problem statement:
= N classes of users/traffic
= Average delay of clagss Dj
= Itis required that
Di:D2: ... :.Dn=K1:K2: ... :Kn
» K1, K2, ..., Kvare specified weights

s Control-theoretical formulation?

University of Virginia, Real-time Systems Laboratory

Control-Theoretical
Formulation

= The differentiation objective
Di1:D2: ... :Dn=K1:K2: ... KN
= One feedback loop per class
= The feedback control objective
Di 3 Ki
Di+ Dot+..+Dn K1t Kzt..+Kn
= Errore:

_ Ki _ Di
8 T Ki+ Ko+, +Kn  Dit Dot. +Dn

University of Virginia, Real-time Systems Laboratory
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Control Loop Output

Adjust resource allocation of each clagy AR
AR=f (g), where

= f islinear

=« f(0)=0

The resource conservation property

% (AR) =0

Proof
% (6R)=Zf(g) =f(Z)=f(0)=0

University of Virginia, Real-time Systems Laboratory

Time Invariant Formulation

= The differentiation objective
D,=n,D,, D;=n3D;,..., B =nyD,, N, =1
s Let a;=n,n;...n/n,

= The feedback control objective
u d] - dav
= Error g =d,,- d

University of Virginia, Real-time Systems Laboratory
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Modifying Apache Architecture

[ o —
TCP socket Unix domain socket

Apache server

Modified Apache server

University of Virginia, Real-time Systems Laboratory Courtesy of Chenyang |

accept
I vt Sl
TCP listen queue ]]]

Connection Manager

Ratio

Ratio

Experimental Data (relative delay) - --- Reference

Delay Ratio

............. Process Ratio

| #premium-users 106>200 |

1 | Designed settling time
- 1i i H
1
1
] 1 ]
r— ' T 1 r 1 T T 1T T T 701 H
i 18 s b M &0 T MD %0 MW 120 0@ wa s esm | 1imMe (Sec)
(a) Adaptive Server
| #premium-users 1062200
] Basic users get shorter
& delays than premium users!
T N e e A L o T PR T i NPT
|
1)
1
! -I -'I -.I '.'l ::I. 'I!H' II' '\.!h Illl '|I‘|I I'll -I'II -.dl -.nl '-'Il Time (Sec)

‘ (b) Non-adaptive Server

[=]

f‘ourthy of Chenyang U
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Enhancing Relative Delay
Control with Queuing Theory

= As with absolute delay control, relative delay control
can be enhanced with queuing theory, by solving for
H; the set of equations:
= Delay/Delay, = (A,—H)/(A—1,)
» Delay/Delay; = (A3—Hg)/(A—Hyp)
» Myt =l
m Resources are allocated to each class, i, proportionally
tow

m Feedback control is used to adjust resource allocatipn

University of Virginia, Real-time Systems Laboratory

Case Study II:
Differentiated Web Caching

.-\..-|I'\-\.-_-_ J SOTVET _-_ 5‘
= Y

:
rd
-, -
Frasy Saryar % o T M | .:_...'.|_|.
P [T s
- IR
A e,
& S,
; 3
;
o S 5 e
=
— —
=

*Classify requests
«Different class has different level of service

University of Virginia, Real-time Systems Laboratory Courtesy of Ying Lu
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Controller Design

Allocation Heuristics Function

Crmirncdbe Cache
e, |Allocaiton | &, |8y 1 |H;
—{ Hemrisic — z H.;' .
fiz) -z
' M 1|
LW
i II I' ' I-J
Chitpul Sexsor

University of Virginia, Real-time Systems Laboratory

< Hj To design the allocation

How to map error, the
difference of set-point and
measured value, to disk spa
change of the class?

heuristicsAS(e), we specify
the desired behavior of the
closed loop
= R follows RyegiregWithin one
sampling time
R= Z'Rigesired
@1- z’la)z H,
E2 K,
H\
AS(8) =~ — (&Kl -aelk-1)
Courtesy of Ying Lu

Experimental Setup,

A pachd
Server

A pachd
Server

Epachd

Berver

Apache

Surge Ferver

Qos Fqud

University of Virginia, Real-time Systems Laboratory

Evaluation is conducted on a testbed of nine
AMD-based Linux machines interconnected
by Ethernet switch (100MHz)
Clients:
= Surge (Scalable URL Reference Generator), g
tool that generates references matching
empirical measurement
Servers:
= Apache
To test the performance of the cache under
saturation, we configure the ratio of cache
size to population of files requested by one
class to be roughly 1 to 10

e

Courtesy of Ying Lu
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Performance

Three classes
Set-point H: H,: H,=1:2:3

§ s g e s s
ot ot S
:

i T
f.. 0 i i e et
i

Tt (AP T R —

Relative Hit Rate

>H
Controller: f(e) ='T(e,[k] —ae[k-1))

- il

1 Ll

==l
. gl

4

University of Virginia, Real-time Systems Laboratory

'fl'tll - krl

Ll i

Aggregate Absolute Error

Courtesy of Ying Lu

Trace
Replager

== oS Squd

Experimental Setup,

University of Virginia, Real-time Systems Laboratory

= Clients
= replay NLANR sanitized access
logs
= classO: html files
= classl: non-html files

= Servers
= real servers on the internet

Courtesy of Ying Lu
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Latency Reduction

Backbone latency reduction

Z latency |

e
; latency ,

I

—t s = 0 includes all the pages that hit

in the cache
PR S = [includes all the requested
pages
A T O S O
e
University of Virginia, Real-time Systems Laboratory Courtesy of Ying Lu
I
Self-Tuning [ Model Online Model
Adaptor Tnput & Output | Generator
Target ggp;;ds Disk Space
Hit Ratio 95 1 Allocation Actual
Error Squi Hit Ratio
uid
——)— Contfoller -—— Actyator o+ A ——
Cache

Performance Sensor «———

Measured Relative
Hit Ratio

University of Virginia, Real-time Systems Laboratory
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Adaptive Controller
Performance for Synthetic Log

University of Virginia, Real-time Systems Laboratory

S114
gL
T 11 adaptive controller
z g-z 1 instrumented Squid
207 Dy Prcn AR At
L 064 v ! v Veeeene- reference model
Z 05 - - !

0 2000 4000 6000

time (sec)

Experiment with Adaptive Controller

S 11 )
g 1 fixed controller
g oo instrumented Squid
~ o8
5
z 07 'f\*u—m-—/\/\"—w/k\w reference model
I o6
Z 054 ‘ ‘ ‘
0 2000 4000 6000

time (sec)

Experiment with Fixed Controller

Courtesy of Ying Lu

Adaptive Controller Performance
for Empirical Log

5.

adaptive controller

=
ERR RV
?{ A0 A/\ A A . instrumented Squid
ng:: 3 % \/V\[/WAV\/\ reference model
I ’
52 ; R original squid
< ST AR
14

0 500 1000 1500 2000 2500

time (sec)

Experiment with Adaptive Controller

6

fixed controller
instrumented Squid

reference model

------- original Squid

AvgHR[0]J/AvgHR[1]

0 500 1000 1500 2000 2500

time (sec)

Experiment with Fixed Controller

University of Virginia, Real-time Systems Laboratory

Courtesy of Ying Lu
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QoS Guarantees as a Feedback
Problem: A Taxonomy

I { Performance ’
Assurance‘ Problems

v
Regulation Optimization Upper Bound
:
Absolute Relatlve
Guarantee Guarantee

[ Delay | [ HitRatio | [Utilization |

Uni

Metrics ' Semantics! Class

iversity of Virginia, Real-time Systems Laboratory

Optimization

m EXxpress the problem as one of achieving an
equilibrium where:

= Set point = Marginal cost — Marginal benefit = (
= Example:

University of Virginia, Real-time Systems Laboratory

= Marginal cost = Marginal benefit.

= Maximize power savings by optimal cache decay ir
microprocessor architectures
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QoS Guarantees as a Feedback
Problem: A Taxonomy

I { Performance ’
Assurance‘ Problems

v
Regulation Optimization Upper Bound
¥
Absolute Relatlve
Guarantee Guarantee

[ Delay | [ HitRatio | [Utilization |

University of Virginia, Real-time Systems Laboratory

Metrics ' Semantics! Class

Upper Bound Control

|
s Remember that delay control in the presence

multiple classes is a difficult problem

» Real-time scheduling theory helps:

= Translate the problem into one of utilization contro
using synthetic utilization bounds

= The control loop guarantees that all deadlines are
as long as the utilization bound is not exceeded

= The aperiodic utilization bound is used (can be
derived for any scheduling policy)

University of Virginia, Real-time Systems Laboratory

et
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ControlWare Architecture

I
API for plug-in performance sensors and actuators

Common sensor/actuator library
Engine for mapping QoS specifications to control loops
Run-time enforcement of feasible region conformance

Controlled .
Plug-in | |System || Plug-in
Sensors - Server| | Actuators

QoS API SenscI)r API Proxy Control API
I

] Loop Configuration \ Performance Control Middleware

University of Virginia, Real-time Systems Laboratory

ControlWare-Assisted
‘ QoS Provisioning Methodology

I
QoS Contract Configuration F|I§

System Control Loop
(ol L Efpie Identification Composition
Queuing
Optimization prediction

e

Template‘ ’Sensoﬂ ’Controller

App-Specific
Sensor/Actuato

University of Virginia, Real-time Systems Laboratory
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‘ QoS Mapping

m User specifies QoS problem

= Problem type: the semantics of performance
guarantee (1 template per type)
= Absolute convergence guarantee
= Relative guarantee
= Prioritization guarantee

= Problem instance: the semantics of the controllg
variable (1 sensor per instance)
= Delay
= Hit ratio

» Q0S mapper generates feedback loops

University of Virginia, Real-time Systems Laboratory

‘ ControlWare Architecture
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University of Virginia, Real-time Systems Laboratory
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Example 1: Apache Web

Server
|
s Performance

B mrgen y fenraad |

; TR
I| ! -‘"-.\_rw"'-.unww""'-”-\_._-“vn-
ﬁpl._.w SRTALTT .r'ln_-u"'.-."-.-'“'nli'll.' "'-..-'I I
ettt et 7 —i
Tires (seeond]

University of Virginia, Real-time Systems Laboratory

Example 2: Squid Cache
Server

= QOS guarantee
= relative hit ratio guarantee
mDo:D1:D2=3:2:1

= Template: relative guarantee template

= Actuator: change cache space allocated to
each class

University of Virginia, Real-time Systems Laboratory
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Example 2: Squid Cache
Server

it A
= - _'

s Performance

University of Virginia, Real-time Systems Laboratory

Conclusions

|
m A first step towards an underlying analytic

foundation and design methodology for
performance control in open software systen

= A middleware library that embodies the contt

loop prototypes
= Schedulability theory to relate aggregate stat

to fine-grained performance guarantees

ol

e

University of Virginia, Real-time Systems Laboratory
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Prior Results

www.cs.virginia.edu/~zaher/publications.html

¥« Run-time modeling tools:

= Automated profiling (RTAS '00)
= QoS Portability (IWQoS '02)

= Capacity planning and resource assignment:
= Overload/throughput control (CDC '00, IWQo0S '99)
= Performance isolation (IEEE TPDS '01)

= Delay control (RTSS '02)

= Service differentiation tools:
= Server delay differentiation (RTAS '01),
= Cache hit ratio differentiation (ICDCS '01)
= Router delay differentiation (Infocom '02)
= Prioritization (IWQoS '99)

= ControlWare (ICDCS '02)

University of Virginia, Real-time Systems Laboratory

Future Work
|

» Study the characteristic features (e.g., non-linearities
software feedback control systems

m Establish a better understanding of the limitations of
control theory in software control

= Integrate control theory with real-time scheduling
theory and queuing theory for robust fine-grained
guarantees on temporal behavior

= Implement successful performance control mechanis
in the QoS control middleware

s Extend the framework to distributed control

ms

University of Virginia, Real-time Systems Laboratory
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Outline of Presentation

I
= A New Paradigm for Real-Time Computing?
= Advances in Aperiodic Schedulability Bounds
= A bound for aperiodic tasks
= Extensions

m Software Performance Control
= Concepts

= Case Studies
= Web Server Control
= Adaptive Web Cache Control
= ControlWare

= Future Directions in Real-Time Computing

University of Virginia, Real-time Systems Laboratory

Future Directions in Real-Time
q Computing

After feedback control?
Real-Time Sensor Networks

72



Smart Dust
|

s What's next?

= A new paradigm for massively distributed computing

= 100,000s of tiny devices which can be mass-produced at
feasible prices

= Each device has
= CPU + memory
= Wireless communication capabilities
= Sensors/actuators
= Applications: environmental monitoring, surveillance
medical assistance, disaster recovery, ...

University of Virginia, Real-time Systems Laboratory

Current Hardware (Motes)

= Specifications:
= 8 bit microprocessor
= 128K ROM
= 8K RAM
= 4MHz Clock

= Price (today: $150)
= In 5 years:

= Price=> below $1
= Size-> below 1 cubic mm.

University of Virginia, Real-time Systems Laboratory
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Applications
I

= Smart Paint:
= Paint bridges and other large structures with “smart paint”

= Thousands of in-paint processors will monitor corrosion, fatig
and other bridge data reporting alarms as needed

= Surveillance:
= Thousands of nodes are dropped from the sky on a disaster
= Surveillance data is collected, such as location of survivors g
possible threats

= Wild life monitoring:

= A sensor network is currently deployed on a island off the co
of Maine, USA, to monitor bird mating season in natural habi

ue

area
nd

3
tat

University of Virginia, Real-time Systems Laboratory

Example: Surveillance with
Large Embedded Networks

|
= Large, dense networks of

sensor nodes > 10 nodes/R

= Radio radius-30 m>
surveillance over 9 ki

s 10,000 Devices

= Sensors: motion, magnetic,
temperature, light, sound,
vibration, infrared,..

o, Diameter: 100*R
10K nodes e

Figure is courtesy of Chenyang Lu

University of Virginia, Real-time Systems Laboratory
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Challenges

= New resource constraints
= Power
» Wireless bandwidth

= New task/computation models
= Distributed computational clouds
= Density-based task and resource models
= Data-centric (liquid) load flow
= New scheduling algorithms
= Communication-centric
= Distributed
= Probabilistic

University of Virginia, Real-time Systems Laboratory

Operating System Challenge:
‘ Spatially Distributed Tasks

I
» Spatial task model and resource allocation
= Environment-driven task population control
» Real-time task density allocation algorithms

Surveillance task concentration N

University of Virginia, Real-time Systems Laboratory
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Information Services Challenge:
Power/QoS trade-offs

= Middleware to control power/information-quality trads
offs in sensor networks.

U
1

Receivers o | ee 7 Goal: Find the optimal
(Staleness, o o s °, ° .
Accuracy) X oo | replica placement and
oo ° \ fo%oe. ° update propagation policy
. ° . l /ﬁ—;ta replicas ~ tO Minimize power usage
° /, nglacement'?) subject to per-receiver data
L el RVEh QoS constraints (e.g.,
° \D ° . staleness and accuracy).
Information source

(Aperiodic updates)

University of Virginia, Real-time Systems Laboratory

Networking Challenges:
A New Protocol Stack

Network layer

= Attribute-based addressing

= |D-less QoS-sensitive routing

Transport layer

= Mobile endpoints

= Group-to-group real-time communication
Multicast/intra-group communication

= Relaxed semantics suitable for real-time applications
New network programming paradigms

m Distributed testing??
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Conclusion

= Sensor networks are massively distributed
embedded sensing and control systems which
interact in real-time with a physical environment

= We have very little towards analytic tools for
predicting and controlling the temporal behavior
of such systems

» Fundamentally new system models are needed

» Fundamentally new approaches are needed for
real-time scheduling and schedulability analysis
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Final Word

I :
» Software performance guarantees will become a part of
vendor’s contractual obligations towards consumer

= The search for analytic foundations to provide such
guarantees is gaining popularity

= New models are emerging for computation

= New paradigms are needed for achieving predictable
behavior in large-scale software systems (e.g., large
servers or large distributed systems)

= Initial steps have been made to merge real-time
scheduling theory, queuing theory and feedback
control theory to produce a framework for robust Qo$
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