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Abstract

We propose a lightwei ght faul t-tol erant multicast and mem-
bership service for real-time process groups which may ex-
change periodic and aperiodic messages. The service sup-
portsbounded-time messagetransport, atomicity, and order
for multicasts within a group of communicating processes
in the presence of processor crashes and communication
failures. It guarantees agreement on membership among
the communicating processors, and ensures that member-
ship changes (e.g., resulting from processor joinsor depar-
tures) are atomic and ordered with respect to multicast mes-
sages. We provide the flexibility of an event-triggered ap-
proach with thefast message delivery time of time-triggered
protocols, such as TTP [14], where messages are deliv-
ered to the application immediately upon reception. Thisis
achi eved without compromising agreement, order and atom-
icity properties. In addition to the design and details of
thealgorithm, we describe our implementation of the proto-
col using the z-Kernel protocol architecture running on RT
Mach 3.0.

1. Introduction

Process groups are a widely-studied paradigm for design-
ing dependable distributed systems in both asynchronous
[6, 3, 24, 17] and synchronous[14, 4, 11] environments. In
thisapproach, adistributed systemisstructured as agroup of
cooperating processes which provide service to the applica
tion. A process group may be used, for example, to provide
active replication of system state or to rapidly disseminate
information from an application to a collection of processes.

Thework reported in this paper was supported in part by the Advanced Re-
search Projects Agency, monitored by the US Air Force Rome Laboratory
under Grant F30602-95-1-0044.

Two key primitivesfor supporting process groupsin adis-
tributed environment are fault-tolerant multicast communi-
cation and group membership.

Coordination of a process group must address severa
subtleissuesincluding delivering messagestothegroupina
reliable (and perhaps ordered) fashion, maintaining consis-
tent viewsof group membership, and detecting and handling
process or communication failures. It iscritica that group
members maintain a consistent view of the system state and
group membership to avoid inconsistent response to exter-
nal or application-triggered events. Most process or pro-
Cessor group communi cation services achieve agreement by
disseminating application and membership information via
multicast messages within the group. If multicast messages
are atomic and globally ordered, replicas can be kept consis-
tent when process state is determined by initial state and the
sequence of received messages.

The problem is further complicated in distributed real-
time applicationswhich operate under strict timing and de-
pendability constraints. In particular, we are concerned here
with fault-tolerant real-time systems which must perform
multicast communication and group management activities
in atimely fashion, even in the presence of faults. In these
systems, multicast messages must be received and handled
at each replicaby their stated deadlines. In addition, mem-
bership agreement must be achieved in bounded time when
processes inagroup fail or rgjoin, or when the network suf-
fers an omission or a communication failure,

In this paper, we propose an integrated multicast and
membership protocol that is suitable for the needs of hard
real-time systems, and is a so usable in a soft rea -time sys-
tem with synchronized clocks. It istermed lightweight be-
cause, in contrast to other group membership protocols, it
does not use acknowledgments for every message and mes-
sage delivery is immediate without needing more than one
“round” of message transmissions. We envision the pro-
posed protocol as part of alarger suite of middleware group
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Figure 1. A general framework for a middle-
ware group communication service

communication services that form a composable architec-
ture for the development of embedded real-time applica-
tions. Shaded blocks in Figure 1 indicate those services
whose design and implementation we present in this paper.
These services consist of two mgjor components, a timed
atomic multicast, and a group membership service. They
aretightly coupled and thus considered a single service, re-
ferredto asRTCast in theremainder of thepaper. Clock syn-
chronizationisassumed in the protocol and enforced by the
clock synchronization service. To support portability, RT-
Cast might lieatop alayer exporting an abstraction termed a
virtual networkinterface. Idedly, thisinterfacewouldtrans-
parently handle different network topologies, each having
different connectivity and timing or bandwidth character-
istics. The network is assumed to support unreliable uni-
cast. Finally, thetoplayer providesfunctional (API) support
for the real -time process group service and interfaces to the
lower RTCast protocol.

RTCast proceeds as sendersinalogical ring taketurnsin
multi casting messages over the network. A processor’sturn
comes when the logical token arrives, or when it times out
waiting for it. After itslast message, each sender multicasts
a heartbeat that is used for crash detection. The heartbeat
received from an immediate predecessor also serves as the
logica token. Destinations detect missed messages using
sequence numbers and when a processor detects a receive
omission, it crashes. Each processor, when its turn comes,
checks for missing heartbeats and eliminates the crashed
members, if any, from group membership by multicasting a
membership change message.

A key attribute of RTCast is that processes which detect
receive omissions take themselves out of the group. This
paper argues that in a real-time system bounded message
transmission time must be achieved. If amessage (or itsre-
transmission) does not reach a destination within aspecified

time bound, the destination fails to meet its deadline(s) and
should be eliminated from the group.

In the next section we discuss the related work on fault-
tolerant multicast and group membership protocols. Sec-
tions 3 and 4 present our system model and the design of
the RTCast protocol, respectively. Real-time schedul abil-
ity and admission control are described in Section 5. Sec-
tion 6 discusses the current implementation of the protocol
in the x-Kernel protocol development environment and our
PC-based devel opment testbed. Section 7 concludesthe pa-
per by discussing the limitationsof thiswork and futurere-
search directions.

2. Related wor k

Severa fault-tolerant, atomic ordered multicast and mem-
bership protocols have been proposed for use in asyn-
chronous distributed systems. 1n some of the earliest work,
Chang and Maxemchuk [7] proposed a token based ago-
rithmfor a process group where each member sendsitsmes-
sages to atoken site which orders the messages and broad-
casts acknowledgments. Destinations use the acknowledg-
ments to order messages as specified by the token site.
Though the agorithm provides good performance at low
loads, acknowledging each message before sending the next
increases latency at higher loads. Moreover, introducing
a third node (the token site) in the path of every message
makes the service less available. Failure of the token site
will delay message reception even if both the source and
destination are operational. In contrast, RTCast does not ac-
knowledge each message, and need not involve an interme-
diate node on the path of each message.

ISIS[5, 6] introduced the concept of virtua synchrony,
and integrated a membership protocol into the multicast
communication subsystem, whereby membership changes
take place in response to communication failure. 1SIS im-
plements an atomic ordered multicast on top of a vector
clock-based [15] causal multicast service, using an idea
similar to that of Chang and Maxemchuk. We integrate
membership and multicast services, but implement ordered
atomic multicast directly without constructing a partia or-
der first. The ordering task, however, is smplified by as-
suming aring network. In addition to ISIS, severa other
systems have adopted the notion of fault-tolerant process
groups, using similar abstractionsto support distributed ap-
plications. Some of these include Consul [17], Transis[3],
and Horus [24].

A number of systems choose to separate the group mem-
bership service from the fault-tolerant multicast service. As
a result, the group membership service maintains consis-
tency regarding the membership view and may assume that
separate reliable atomic multicast support is available. Ex-
amples of thisapproach arefoundinthe Strong Group Mem-



bership protocol [13] and the MGS protocol for processor
group membership [21]. Additional work on group mem-
bership protocols appearsin [2, 10, 20].

Common to the above mentioned protocols whether
strictly group membership or combining multicast and
group membership, is that they do not explicitly consider
the needs of hard real-time applications. Thus these tech-
niques are not suitable for the applicationsin which we are
interested. There are, however, several protocolsthat inte-
grate reliable multicast and group membership and also tar-
get real-time applications.

Totem [4, 18] is an example of a protocol that provides
probabilistic real-time guarantees. It is based on a token
ring, and guarantees atomic ordered delivery of messages
within two token rounds (in the absence of message 10ss).
RTCadt, on the other hand, achieves atomicity and order
within asingle round. Messages are delivered to the appli-
cation as soon asthey are received in order without the need
for acknowledgments. If one of the processors fails to re-
celve amessage and aretransmission request isissued, mes-
sage delivery will be delayed only on that processor; there-
maining ones can deliver immediately upon reception. The
intuitive reason why immediate delivery does not interfere
withatomicity in RTCast isthat processorsfailingto receive
amessage take themselves out of the group.

Rajkumar et. al. [19] present an eegant pub-
lisher/subscriber model for distributed red-time systems.
It provides a simple user interface for publishing messages
on a logical “channe”, and for subscribing to selected
channels as needed by each application. In the absence
of faults each message sent by a publisher on a channel
should be received by all subscribers. The abstraction hides
a portable, anayzable, scalable and efficient mechanism
for group communication. It does not, however, attempt to
guarantee atomicity and order in the presence of failures,
which may compromise consistency.

TTP [14] is similar to RTCast in many respects. It
uses a time-triggered scheme to provide predictable im-
mediate message delivery, membership service, and redun-
dancy management in fault-tolerant red -time systems. Un-
like TTP, however, we gain flexibility by followingan event
triggered approach, where the compl ete event schedul e need
not be known a priori, and individua events may or may
not be triggered by the progression of time. Moreover, the
design of TTPissimplified by assuming that messages sent
are either received by al correct destinations or no destina-
tion at al (which is reasonable for the redundant bus LAN
used in TTP). We aso consider the case where a sent mes-
sage is received by a proper subset of correct destinations,
which might occur in the case of receiver buffer overflow,
or message corruption on one of many linksin an arbitrary
topol ogy network.

Finally, a research effort complementary to ours is re-

portedin[8]. Whilewe consider fault tol erance with respect
to processor failure, we do not suggest a mechanism for im-
plementing fault-tol erant message communication. For ex-
ample, we do not specify whether or not redundancy is used
to tolerate link failures. On the other hand, Chen et. al. de-
scribe a combination of off-line and on-line analysis where
gpatia redundancy, temporal redundancy, or a combination
of both, may be used to guarantee message deadlines of pe-
riodic message streams on aring-based network in the pres-
ence of a number of link faults as specified for each stream.
Unlessthefault hypothesisis violated, the mechanism guar-
antees that at least one non-failed link will always be avail-
ablefor each message from its source to all destinations.

3. System model and assumptions

We consider a distributed system in which an ordered set of
processing nodes N = {N;, N, ..., N, } are organized
intoalogical ring representing asinglemulticast group. Fig-
ure 2 depicts the ring configuration. Each node runs a dae-
mon process responsible for multicast communication. The
ring is assumed to have the following properties:

P1: Each processor ; onthering has aunique identifier.

P2: For any processor pair (V;, V;) there existsa (logical)
FIFO channel C;; from N; to N; adong which N; can
send messages to N; .

P3: Message delays dong a channel are bounded by some
known constant d,,, .. Unless afailure occurs. That is,
any message sent along channel C; is either received
withind,,, ., or not received at al.

P4: Processor clocks are synchronized.

We achieve total order of messages and enforce timeliness
using the above assumptions. The specific mechanisms are
described in more detail in Sections4 and 6. The failure se-
mantics are asfollows:

A1: Processorsfail by crashing, inwhich casethe processor
halts and its failure is detectable. Send omissions are
converted to crash failures by halting a processor if it
does not receive its own message.

A2: Message receive omissions are allowed, eg., due to
transient link failures, or by discarding by the receiver,
due to corruption or buffer overflow. Permanent link
failures (resulting in network partitions) are not con-
sidered. We believe that the proper way to handle per-
manent link failuresin fault-tolerant real -time systems
isto employ hardware redundancy, for example, asin
TTP[14] or suggested in [8].
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Figure 2. The logical ring
4. Multicast and member ship service

Our primary purpose is to provide a fault-tolerant atomic
ordered multicast service for distributed real-time systems
that achieves agreement on replicated state. In atoken ring,
sent messages have anatural order defined by token rotation.
Sendersarelogicaly organized in aring and messages from
each are sequenced intheorder they are sent. We reconstruct
message order at the receivers using a protocol layer below
RTCast which detectsout-of-order arrival of messagesand
swapsthem, thusforwardingthemto R7'Cast incorrect or-
der. Section 6.1 provides more details on this layer. Note
that it does not guarantee reliability; lost messages will re-
sultingapsintheforwarded sequence. R7'Castisdesigned
to deal with such receive omissions. In the following dis-
cussion, message reception refers to reception by R7'Cast
unless otherwise stated.

RTCast ensures atomicity so that “correct” members
can reach agreement on replicated state. We formulate the
problem as one of group membership. A processor that
detects a message receive omission takes itself out of the
group, thus maintaining agreement among the remaining
ones. Each receiver may deliver each message immediately
upon receipt, yet be guaranteed that delivery isatomicto al
group members since processors which missed that message
[eft thegroup. In areal-time system one may argue that pro-
cesses waiting for a message that does not arrive will miss
their deadlines anyway, so it is acceptable to eliminate the
processor(s) which suffered receive omissions.! Our algo-
rithm allows a processor to become inconsistent with the

1A lower communication layer may support a bounded number of re-
transmissions. See Section 4.6.

msg_reception_handler ()
1 if state = RUNNI NG
if nore nsgs from sane nenber
if m ssed msgs — CRASH else
del i ver nsg
edseif msg fromdifferent nenber
if m ssed msgs — CRASH ese
check for nissed nsgs from processors
between current and | ast senders
8 if no m ssing negs
9 deliver current nsg
10  else CRASH
11 eseif join nmsg from non-nenber
12 handl e join request
13if state = JO NI NG AND
nmsg is a valid join.ack
14 if need nore join._acks
15 wait for additional join.acks
16 else state = RUNNI NG
end

~No abhwN

Figure 3. Message reception handler

group but ensures that such inconsistencies are contained.
The inconsistent processor will always crash before it com-
municates any messages. For the rest of the group thisis
identical to the case where no inconsistency ever arose, as-
suming no hidden channels.

Membership changes are communicated exclusively by
membership change messages using our multicast mecha-
nism. Since message multicast is atomic and ordered, so
are the membership changes. This guarantees agreement
on membership view. Order, atomicity and agreement are
proven more formally in [1].

Section 4.1 presents the steady state operation of the al-
gorithm (with no receive omissions, processor crashes or
membership changes). Section 4.2 then describes how re-
ceive omissions are detected and handled. Section 4.3 de-
scribes processor crashes and member eimination. Sec-
tions 4.4 and 4.5 discuss other membership changes (joins
and leaves), and the relevant i ssue of recomputing token ro-
tation time. Finally, Section 4.6 extends the design to man-
age message retransmissions.

The protocol is triggered by two different event types,
namely message reception, and token reception (or timeout).
It is structured as two event handlers, one for each event
type. Themessagereception handler (Figure 3) detectsre-
ceive omissions as described in Section 4.2, delivers mes-
sages to the application, and services protocol control mes-
sages. The token handler (Figure 4) isinvoked when the
token is received or when the token timeout expires. It de-
tects processor crashes as described in Section 4.3 and sends
messages out as described in Section 4.1.



token_handler ()
1 if (state = RUNNI NG
2 for each processor p in
current menbership view
if no heartbeat seen fromall predecessors
up to and including p
remove p fromgroup view
mul ti cast new group view
send out all queued nessages
mark the | ast nsg
send out heartbeat nsg
if (state = JO N NG
0 send out join nsg
end

w

RO ~NOO OA

Figure 4. Token handler

4.1. Steady state operation

We employ alogical token ring algorithm to control access
to the communication medium. Upon receipt of the token,
aprocessor multicasts its messages starting with a member-
ship change message, if any membership changes were de-
tected during the last round. As messages are sent they are
assigned successive sequence numbers by the sender.? The
last message sent during a particular token visit is marked
last by setting a corresponding bit. When the last message
has been transmitted the processor multicasts a heartbeat
(which has no sequence number). The heartbeat from pro-
cessor N; serves as an indication that N; was aive during
the given token visit (and therefore al its sent messages
should be received). When received by its successor N; 41,
the heartbeat also serves as the logical token, informing the
successor that itsturn has come.

Each processor N; has a maximum token hold time 7;.
A token holder rel eases the token (i.e., multicasts the heart-
beat) when it has sent al its messages, or when 7; has ex-
pired, whichever comes first. This guarantees a bounded
token rotation time, Pyoren, Which is important for mes-
sage admission control and schedulability analysis. It aso
makes it possibleto set thetimeout used to detect tokenloss.
Py oren’ isgiven by:

Pioken = Z T + (n - 1)dmaxa (1)
i=1
where n is the number of processors in the current group
membership, and d,,,... isasdefined in P3in Section 3.
Each processor must send at least one message during
each token visit. If it has no messages to send, a dummy

2Rollover problems are avoided since message communication time is
bounded; “old” messages do not surviveto be confused with newer ones.

SExpression 1 will be refined in Section 4.4 as new factors are
considered.

message is transmitted. This simplifies the detection of re-
celve omissions, since each processor knowsit must receive
from every other processor within a token round, unless a
message was lost.

4.2. M essage reception and receive omissions

Each processor maintains a message sequence vector, M,
which holds the sequence number of the last message re-
ceived from every group member (includingitself)®. Let M;
be the number of the last message received from processor
N;. The multicast protocol layer expects to receive multi-
cast messages in total order. Thus, after receiving message
number M;, thereceiver expects message number A; + 1
from N; or, if M; was marked last, the receiver expects
message number M; 1 + 1 from processor N; 1. N;41 1S
the successor of ; inthe current group membership view.
If the next message received, say my, is not the expected
message, a receive omission is detected, and the receiver
crashes.

As an optimization, we prevent receivers crashing upon
detectably “false” receive omissions. Instead of forcing a
crash, we first check whether or not the just received mes-
sage m;; isamembership change message which eiminates
the sender of the missed message, say V;, from member-
ship®. If so, m, also contains the number of N;’slast mes-
sage sent before it was eliminated. This number is attached
by the sender of the membership change message accord-
ing to its own message vector information. If this number
matches A{; inthecurrent receiver’ smessage sequence vec-
tor then the receiver is assured that al messages sent by /V;
before it was eliminated have been received, and hence the
receiver remains in the group. Otherwise, the receiver con-
cludesthat it did suffer areceive omission and it crashes.

4.3. Member ship change due to processor crashes

Each processor N; keeps track of all other group members
from which it has received a heartbeat during the current
token round. That is, it records the processors from which
it received a heartbeat since the time it sent its own and
until it either receives that of its predecessor or times out,
whichever comes first. Either case indicates that V;'sturn
to send messages has come.

When N;’sturn comes, it first determines the processors
from which it has not received a heartbeat withinthelast to-
ken round. A possible decision then isto assume that all of
them have crashed and eliminate them from group member-
ship (by multicasting a corresponding membership change

4This is different from using vector clocks [15]; here, messages carry
only their sequence number and sender id.

5We know who the sender is because we know from whom a message
ismissing
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message). It turns out a better decision isto eliminate only
thetransitive closure of immediate predecessors fromwhich
a heartbeat has not been received, if any. The rationae for
thisis best illustrated by an example. Consider Figure 5
where processor H has just timed out. Assume that  de-
terminesthat it has not received a heartbeat from processors
D, F',and G. Inthiscase H should eliminate only /' and
G. Disnot iminated sinceit would have been eiminated
by £ had it indeed been down. If £ has not eliminated D,
then it must have received a heartbeat from it, and D must
bedive, even thoughits heartbeat did not reach 4.

Note that thisa gorithm does not di stingui sh between to-
ken loss and processor failure. Thus, a correct processor
may occasionally be eliminated from the group. If aproces-
sor receives amembership messagetellingit that it has been
eliminated from the group it crashes.

4.4. Member ship change due to joinsand leaves

In the previous section we described how processors sus-
pected of having crashed are eliminated fromthegroup. The
remai ning membership changes are voluntary member joins
and member departures. A member can leave the group
simply by multi casting amembership change message eim-
inating itself from membership. When a new processor,
Npew, Wants to join a group it starts out in ajoining state
where it sends a join request message to some processor
N, in the group, which may later multicast a membership
change message on behalf of the joining processor, adding
ittothegroup. The message isreceived atomically by mem-
bers of the group who then send acknowledgments to the
joining processor, contai ning their current membership view
(with the new member added). The joining processor, now
considered amember, checks that all received acknowledg-
ments (membership views) are identical, and that acknowl-
edgments have been received from every member in that
view. If the check fails the new member crashes and at-
temptsto rgjoin later.

Note that, before joining, the new processor does not
have an assigned ot on thering. On amultipleaccess LAN
thiscauses aproblem sinceany access to the communication
medium hasto be charged to a dot assigned to some proces-
sor in the group in order to preserve bounded token rotation
time.® To addressthisproblemin our broadcast LAN imple-

51n ageneral topology network the computed value of d 42 should ac-

mentation, the group contains ajoin dot, 7, large enough
for sending ajoin message. Expression (1), which gave the
maximum token rotation time is thus refined to include 7,
asfollows:

Ptoken = Z E + (77,— 1)dmax + Tva (2)

i=1

When the member following 7, on the ring receivesthe to-
ken from the member before 7, it waits for a duration 7,
before sending its own messages. The dlot 7, isused by a
joining processor to send out itsjoin request. In the case of
multiple simultaneousjoins, processors that fail to send the
join message successfully within the assigned common dlot
wait for a random number of token rounds and retransmit
their join. A joining processor need not know the position
of T, with respect to the current group members. Instead, it
waits for a token with the join dlot set on (sent by the join
dot’s predecessor). The join request message, sent to pro-
cessor IV, containstheidentity of thejoining processor, and
the requested maximum token hold time 75, ., .

Processor NV, who receives ajoin request computes the
new P;,r., from (2), then initiates a query round in which
it multi casts a query message asking whether or not the new
Pyoren Can be accommodated by each group member, and
then waits for acknowledgments. If all acknowledgments
are positive, IV, broadcasts the membership change adding
the new member to the group.

4.5. Token rotation time

Each processor keeps a copy of variable P, which ide-
ally containsthe value of the maximum token rotation time
Pioken given by (2). P isused in admission control and
schedul ability analysis. When a processor fails and leaves
the group, P;.r.n decreases, sincethere are now fewer pro-
cessors on thering. The failed processor will often try to
rejoin very soon. Thus, to avoid updating P twicein ashort
time we may keep the old value for awhile after a crash.

P is thought of as a resource representing how much
“space” we have available on thering for processorsto take.
Each processor N; is thought to take 7; out of P. Thus,
Pyoren represents the present utilization of resource P. A
joining processor may be added to thering without the query
round described in the previous section, if Pio.n (With the
joining processor added) is still no grester than P. Oth-
erwise, the query round is necessary to give all members
a chance to check whether or not they can till guarantee
their connections’ deadlines under thenew P. Schedul abil-
ity analysisisdescribed in Section 5.

P isupdated by multicasting a corresponding message.
In the case of a join, the membership message implicitly

count for the extra traffic.



serves that purpose. When a member leaves or crashes, a
separate message isused toupdate P. Thepoint at whichthe
message is sent is a matter of policy. In the current imple-
mentation, aresource reclaimer module runs on the proces-
sor with the smallest id among thosein the current member-
ship. Since processors agree on current membership, they
also agree on who runsthe reclaimer. The modul e detects if
any baance P — Pi,1.n, remained unused for more than a
certain amount of time, after which it multicastsarequest to
reduce P by the corresponding balance.

4.6. Handling retransmissions

A valid criticism of the presented agorithm is that it
converts recelve omissions into processor crash failures
which alows rapid decomposition of the group when
the probability of message loss is high. Permitting a
bounded number of retransmissions, however, significantly
reduces | oss probability, eliminating this problem. Asmen-
tioned earlier, a communication layer below R7'Cast, the
Retransmission layer, may be responsible for (transpar-
ent) message retransmission. During normal operation this
layer simply forwards all messages up to R7'Cast in re-
ceived order. However, if a message is detected missing it
gueues up an outgoing retransmi ssion request and temporar-
ily holdsall subsequent incoming messages. If aretransmis-
sion is not received within a pre-specified number » of to-
ken rounds, the retransmission layer skips the missing mes-
sage(s), and resumes forwarding the available ones up to
RTCast (which then detects a receive omission and reacts
accordingly as described in Section 4.2).

5. Admission Control

In this section we discuss the admission control and schedu-
[ability analysis of real-time messages in the context of the
multicast a gorithm presented in the preceding section. This
modul eimplements a protocol layer abovethe RTCast layer
to regul ate traffic flow, although an application may choose
to send messages directly to RTCast if hard real -time guar-
antees are not required.

Real -time messages may be either periodic or aperiodic.
A periodic real-time message m; is described by its maxi-
mumtransmissiontimeC;, period P; and deadlined;, where
we assume that d; < P;. An aperiodic message may be
viewed as aperiodic onewhose period tendstoinfinity. Be-
fore considering a real-time message for transmission its
deadline must be guaranteed. Guaranteeing the deadline
of a periodic message means ensuring that the deadline of
each of its instances will be met, provided the sender and
receiver(s) do not fail, and the network is not partitioned.
The same applies to guaranteeing aperiodic message dead-
lines except that, by definition, the message hasonly onein-

stance. Each message instance has an arrival time, whichis
the time at which the message is presented by the applica-
tion. When an application needs to send a real-time mes-
sage it presents the message to the admission control layer
for schedulability analysis and deadline guarantee evalua-
tion. The layer checks whether or not the message can be
scheduled alongside the currently guaranteed messages, de-
noted by the set ¢, without causing itself or another mes-
sage to missitsdeadline. If so, the message is accepted for
transmission and its deadline is guaranteed. Otherwise the
message isrejected. Bandwidthisreserved for aguaranteed
periodic message by adding it to set 7, thereby affecting fu-
ture guarantee decisions. The message is not removed from
G until so instructed by the application. A guaranteed ape-
riodic message remainsin G until it is sent. Non real-time
messages are sent only after real -time messages, if time per-
mits.

In order to perform schedulability analysis, and in view
of the agorithm presented in the previous section, we can
make the following assumptions:

Assumption 1: Each sender node N; has a bounded token
hold time 7}, and a bounded token interarrival time
P—T;.

Assumption 2: The elapsed interval between the time
a message has been transmitted by the sender and
the time it has been delivered at the destination(s)
is bounded by a known constant A. (Note that
A= (r 4+ 1)P, wherer isthe maximum number of
allowable retransmissions.)

Under the above assumptionswe have a sufficient schedula
bility condition, given by the following theorem. The proof
of thetheorem isdetailed in [1].

Theorem 1 A set of messages G presented by node N; is
schedulableif >, , S+ < T;, wheren; = |(d;—A)/P].

The above schedul ability condition does not depend on de-
tail sof theunderlying communication agorithmaslong asit
providesbounds on token hold time, token interarrival time,
and message communicetion delay. Similarly, RT'Cast is
unaware of the type of admission control policy used. The
goal of thisseparation isto alow use of anumber of admis-
sion control policiesto ensure timelinesswhileleaving con-
sistency to the multicast algorithm. For example, instead of
the schedulability condition stated in Theorem 1, one may
usethe generdized rate monotonicanaysis[22], FDDI syn-
chronousbandwidth allocation anaysis[16], or delay analy-
sisfor Controller Area Networks[23], depending on the ap-
plication at hand.
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6. Implementation

The protocol presented in Section 4 isimplemented on anet-
work of Intel Pentium®-based PCs connected over a pri-
vate Ethernet. In genera, Ethernet is unsuitable for real-
timeapplicationsdueto packet collisionsand subsequent re-
transmissions that make it impossible to impose determin-
istic bounds on communication delay. However, since we
use a private Ethernet (exclusive access to the communica
tion medium), and since our token-based protocol ensures
that only one machine can send messages at any giventime
(namely, the token holder), no collisions are possible. The
Ethernet driver aways succeeds in transmitting each packet
on the first trial, making message communication delays
deterministic’. Note that detection of dropped messages,
dueto buffer overflow or data corruption, isleft to a higher
level. Our protocol detects a message omission and may
try abounded number of retransmissions, r, as described in
Section 4.6. These are accounted for as described in Sec-
tion 5. In the present implementation, retransmissions are
not supported. Each machine on the private LAN runs the
CMU Resal-Time Mach 3.0 operating system and all ma
chines are members of asinglelogicd ring. Figure 6 illus-
trates the testbed.

6.1. Protocol stack layers

We implement the communication service as a protocol de-
veloped in the x-Kernel 3.2 protocol implementation envi-
ronment[12]. The protocol stack isshownin Figure7. Each
box represents a separate protocol layer. The primary ad-
vantage of using x-Kernel isthe ability to easily reconfigure
the protocol stack according to application needs by adding
or removing corresponding protocols.

Maximum functionality is attained by configuring the
protocol stack as shown in Figure 7-(a). The ACSA layer
performs admission control and schedulability analysis (as
describedin Section 5) to guarantee hard real -time deadlines
of dynamically arriving messages and periodic connection
requests. The RTCast layer implements the multicast and

A collision may occur, however, if two processes try to use the join
slot simultaneously. We presently circumvent this problem by preventing
simultaneousjoins.

Application Level

[Retransmission ] [ Clocksync]

|

[ x-kernel transport layer ] [ x-kernel transport layer

)

J

(@  Full Configuration (b) Minimal Configuration.

Figure 7. The x-kernel protocol stack

membership service described in Section 4. The Retrans
mission layer is responsiblefor handling retransmissions as
described in Section 4.6. ClockSync provides a synchro-
ni zati on service using the probabilistic algorithm devel oped
by Crigtian [9]. It usesthe underlying unreliable messaging
service provided in the x-Kernel environment.

In soft real-time systems, non real-time systems, or
systems where hard real-time communication has been
prescheduled and guaranteed a priori, we may wish to omit
the ACSA layer, in which case the application interfaces di-
rectly to RTCast. The RTCast layer provides a subset of
ACSA's APl including message send andr ecei ve cdls,
but does not compute deadline guarantees.

If the underlying network issufficiently reliable, we may
choose not to use message retransmissions. Thiswill enable
supporting tighter deadlines, since we need not account for
retransmissions when computing worst case deadline guar-
antees. This can be done by removing the Retransmission
layer from the protocol stack.

Finally, ClockSync isneeded to implement the gap detec-
tion property and message order. In an arbitrary network,
messages may be received out of order by the machine. A
protocol layer, Order may be used to reconstruct message
order. We showed in Section 4.2 that upon message recep-
tion it is possible to detect whether it has arrived in correct
order. For example, if amessage with atimestamp¢;.,,4 ar-
rivesbeforeitspreceding one, Order may wait until ¢.,, 4+
dpmaqz, before regarding the missing message lost and for-
wardingitssuccessor(s) to R7'C'ast. If themissing message
arrives before ;.4 + dmas, it is forwarded immediately
with the rest in correct order. Note that this mechanism re-
quires the sender and receiver to have synchronized clocks.
In the special case of broadcast LANS, however, messages
areordered by the communi cation mediumand Order isnot
needed. ClockSync is also needed for receivers to enforce
timed multicast semantics, if so desired; that isto drop mes-
sages which arrive after their deadline. Soft real-time appli-
cations may not need this property.

Thus, the minimal configuration of the protocol stack
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consistsof the RTCast layer alone, asshown in Figure 7-(b).
Thisconfiguration, when used on abroadcast LAN, supports
bounded message transport delay, provides atomic ordered
multicast, and implements a group membership service that
guarantees atomi c ordered membership changes, and agree-
ment on group membership view.

6.2. RTCast message types

As mentioned in Section 1, RTCast is the essentia layer of
our group communication service. Itisimplemented by the
two event handlers, message reception handler and token
handler. Figure 8 shows the different types of messages,
and their formats, as well as the header format. Only the
atomic ordered message types and the heartbeat/token type
are illustrated. Atomic ordered types are those messages
guaranteed to be multicast atomically and in total order.

When implementing the protocol we also found it use-
ful to support unreliable messages, whose atomicity and or-
der need not be guaranteed. These messages do not have
sequence numbers and thus, their omission is undetectable,
and their order is not specified. They are useful to im-
plement voting, for example. A given sender suggests a
“proposition”, then waits to receive “votes’ from group
members before deciding whether some change should be
(atomically) enacted. Aninstance of votingin our agorithm
isto decide on a new member join when the token rotation
time P needs to be increased.

6.3 Protocol testing

Preliminary testing was performed to verify experimentally
the behavior of the implemented protocol layers. The RT-
Cast layer was tested first to verify its support for system
consistency, then the ACSA layer was added, and the system
was tested for deadline guarantees.

The RTCast protocol was tested using the x-Kernel trace
library to log the occurrence of certain major events at run-
time. Major events include; sending and receiving of mes-
sages and heartbeats, token receipt (or timeout), “rotation”
of current sender, detection of receive omissionsand proces-
sor crashes, membership changes resulting from processor
crashes, joinsand leaves, and processor statetransitions(be-
tween the running, crashed and joining states).

The system was run with event logging on the current
testbed. Logs were then verified for conformity to intended
semantics. Processor crash and receive omission failures
where instrumented by introducing a uniformly distributed
random variable for each type of instrumented failure. The
current value of each variable was used to determine if the
corresponding failure should be introduced next. These vl -
ues were computed periodically. The probability of each
failurewas controlled by specifying the subrange of the cor-
responding random variable for which the failure is intro-
duced. Crash failures were introduced by letting the failed
processor go to the crashed state, from which it later recov-
ersinto the joining state to rejoin the group. Receive omis-
sion failures were introduced simply by dropping the next
incoming message. Logs were then manually checked for
order and atomicity of multicasts and membership changes,
as well as agreement on membership view. In a subse-
guent set of experiments, the instrumented failures them-
selves were logged too, and logs were checked for correct
failure detection as well.

To test the real-time behavior of the system, the protocol
stack was configured with both ACSA and RTCast (with in-
strumented failures) present. Trace statements where used
inthe ACSA layer to record message arrival times and dead-
lines. The RTCast was used to log the receipt time of
each message. It was verified that al messages guaran-
teed by ACSA made it to al destinations by their respec-
tive deadlines, unless the destination crashed. The mes-
sages themselves, in al experiments, were generated syn-
thetically. More details regarding performance evaluation
arereportedin [1].

7. Conclusions

In this paper we presented RTCast, a new multicast and
membership protocol to support fault-tolerant real-time
applications. Our approach follows the process group
paradigm in which a group of cooperating processes per-
forms application tasks. We combine the flexibility of an
event-triggered approach with bounded message transport
and immediate message delivery upon receipt, without sac-
rificing order, atomicity, and agreement. In addition, RT-
Cast supports on-line admission and schedulability anal-
ysis of periodic and dynamically arriving aperiodic mes-
sages. Finaly, our implementation separates support for



group management and fault-tol erant multicast from that of
system timelinessby dividingfunctionality into two distinct
layers, RTCast and ACSA respectively. The design is such
that RTCast may be used doneif support for hard real-time
guarantees is not required.

As discussed in Section 1, RTCast represents part of
a larger middleware service architecture providing group
communication support for embedded real-time applica
tions. As such, our current implementation realizes a sub-
set of the suite of services outlined in Figure 1. We intend
toimprovethe current preliminary implementation and con-
tinue toward the goal of developing a composable toolkit
for provision of group communication support. Further ar-
eas of research on RTCast in particular include additional
experimentsto better characterize the performance and fail-
ure detection capability of the algorithm, investigation into
techniques to exploit broadcast networks such as FDDI by
fine-tuning the algorithms, and an extension of the protocol
to support multiple process groups running on overlapping
processors.
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