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Abstract— Traditionally, configuration of operating systems is tem which fulfils the requirements has been developed, based
done statically at compile- or link-time, but recently dynamic run- - on dynamic code loading.
time configuration has become possible. Embedded systems how- e dynamic code-loading approach has been applied to the

ever have constraints, such as limited memory and real-time re- . . . . .
quirements, that prevent many dynamically configurable operat- Arena library operating system(1] [2], in which Operating Sys-

ing systems from being used in an embedded system. This papertem Mangers (OSMs) are implemented in user-level libraries,
describes efficient dynamic loading and linking techniques em- linked to the application. Previously, a particular implementa-

ployed as part of the Arena special-purpose operating system to tion of an OSM, such as a process manager (PM) with a certain
allow embedded systems to be configured by replacing resourceSchedu“ng policy, was selected by statically linking to the ap-
managers, such as the process manager. : .

propriate PM library.

In the scheme described in this paper, the application re-
quests the loading or replacement of an OSM from a remote
system over a network. A local dynamic linker then links the

into the running application. Note that this differs from

I. INTRODUCTION

Embedded systems are special-purpose systems. They
often designed to perform very specialised tasks. Any opergli,amically-linked shared libraries [3], in that the loading and

ing system running on such a specialised system could ben iﬁing of the OSM happens during execution, rather than at
greatly from adapting to specific requirements. Therefore, co eﬁ!

i b ) q ¢ bed ication-load-tim&
igurable operating systems seem advantageous for embe an example of a possible target application of this tech-

system.s. | . icall nigue, a system allowing the replacement of the PM, has been
Previously, embedded systems were configured statically;aljemented. The application specifies a new required schedul-

compile time, rather than dynamically at run-time. ing policy and the system loads an appropriate PM over the
Static configuration tends to be more efficient at run-time, bykyork and links it into the application. Results of perfor-

less flexible than dynamic configuration. Static configurationsnce experiments are given to show that there is no measur-

is limited in that the type of specialisation needed may not Bg\. overhead in running a dynamically-linked PM, compared

known until run-time. to a statically linked PM, once the loading and linking has been

This paper concentrates on the dynamic re-configuratigipieyed. The costs of the loading and linking phases are also
of embedded systems. All the re-configurations perform en

in the experiments are applicat'ion-driven. 'Ifhat' is, the '€~ A second target application based on dynamic network pro-
configurations happen as a reaction of the application to its cyz | loading is currently being implemented.
rent state. It is however easy to adapt the techniques described

to perform re-configuration as a result of user-input.

The requirements for a dynamic configuration system for em- ) ] )
bedded operating systems are as follo@3The system should A- Dynamically Configurable Operating Systems
allow low-level resource managers to be configured to allow Many conventional monolithic operating systems allow mod-
maximum flexibility. (2) The run-time overhead should be minules to be loaded into a running kernel. Linux and its kernel
imal. (3) The memory footprint should be sma(l#4) The sys- module loader [4][5] are a readily available example. Con-
tem should not require a hardware memory management umgntional micro-kernel-based systems, such as Mach [6], place
(5) Re-configuration should be reasonably fast compared to tB&Ms in user-level servers. An OSM can theoretically be re-
lifetime of a long-lived application.(6) Real-time computing placed by stopping a server and restarting a different version

should be possible in between re-configurations. _ _ , _ _
IThere are performance improvements with dynamically-linked shared li-

EX_IStlng systems have been rewewed_ln the context of th%gry approaches that delay the resolution of certain symbols until the first
requirements and have been found unsuitable. Therefore, a sy®@rence to them is made at run-time.
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of it. However, these systems tend to be general-purpose and I1l. THE DYNAMIC OBJECTLOADER

cannot give full con'trol to applipations, due to their mlulti— A dynamic object loader (DOL) has been developed for the
application and multi-user paradigms. Another problem is thgena operating system. It resides with the OSMs at user-level.
fact that certain low-level policies, for instance in schedulingshe 0sMs access low-level mechanisms via a nano-kernel. In
cannot be modified. These systems violate requirements Iy&k arena nano-kernel, the Arena loader protocol (ALP), a very
and 6. light weight transfer protocol, resides at the top of the network
The Kernel Toolkit (KTK) [7] and Chimera [8] are system$yrotocol stack. ALP is similar to TETP [18] and is implemented
that consist of a selection of configurable components, Whignecﬂy on IP [19] in the prototype implementation. It provides
have to be present on the system all the time, meaning that {he poL with a simple send and receive interface, which al-
system might be relatively large, if high flexibility is requiredjows the transfer of modules from a remote module server. The
Therefore, there seems to be a trade off between requiremggigote system contains application serverwhich answers
1and 3 in these systems. requests for whole applications andmdule serverwhich is
Systems based on scriptingGhoices [9]), type and pointer- responsible for the transfer of modules. ALP packet types al-
safe kernel extensions (Spin [10]) or virtual machines (Infernew requests for either whole applications, whole modules or
Operating System [11], Java [12]) do not allow configuratiojndividual symbol or string tables. This ALP interface is used
of certain low-level resource managers and therefore violate i§- the DOL, which is linked into the application at user-level
quirement 1, with some of them violating other requirements & load the modules and link them into the application. Load-
well. able modules are contained in ELF relocatable object files. The
DOL can be used by the application either directly or through a
special OSM loader layer, such as the process manager switcher
B. Dynamic Code Loading Systems described below. An application loader, which resides in the

nano-kernel, communicates with the application server to load

Distributed systems, such as CORBA [13] or Jini [14] "eMge jnitial application. Subsequently, modules are loaded by the
ulate” dynamic code loading. However, the network latency @5 and the module loader. as required.

service access might be unacceptable for some real-time appli,o system keeps track of loaded modules in a linked list

cations (requirement 6). Most importantly, such distributed ag qat4 structures, each of which corresponding to one loaded
proaches do not allow low-level system manipulation (requirgsqyle. This data structure contains the name of the module,
ment 1). _ the locations and sizes of symbol and string tables and informa-

Dyninst [15] is a somewhat low-level approach to dynamigon apout all the sections of the module. Not all sections of the
code loading. It lacks flexibility, as it cannot link in arbitraryg| F relocatable file containing the module have to be loaded.

code (requirement 1). . Each module is also given a type. For example, regular modules
Probably the most suitable approaches for arbitrary dynanfie. non-OSM modules) are of tyfiREGand process managers
code loading are based on dynamic linking. of typePM

ELF systems [16] typically provide an API to the dynamic The first entry in the module list represents the main applica-
linker that can be used by the programmer to implicitly load exion, so that symbol references to the main application can be
ecutables. Apart from relying heavily on a UNIX environmentesolved. Therefore, the first entry is given the tR®EUDO
this system uses ELF shared objects, which are used for shareBefore the DOL can be used it has to be initialised, by an
libraries. These shared libraries are loaded through the memamI call, which takes the name of the main application as an
management subsystem on UNIX systems and rely heavily aifyument, so that it can request the symbol and string tables of
the fact that pages are only loaded when needed (requiremgetapplication from the module server.

4). Therefore, the components of a library tend to be combinedA “load function” is used to request the module’s section
in a few big shared object files and it is not trivial to extradieader table and section header string table from the server,
smaller sized-objects from the shared objects, such as relogattoad all loadable sections and to “mark” string and symbol
able object files from static library archives. tables by pointing to them in the module list entry. Next the

DLD [17] enhances a.out-based systems with dynamic loaglfmbol table is relocated to contain the actual location of each
ing and unloading of modules. DLD is a library package prasymbol declared inside the module. This is followed by looking
viding the ability to load relocatable object files, normally usefibr sections containing relocation information and performing
as input files for static linkers, into a running application. Theach relocation. Undefined references are resolved by patching
unlinking process relies on a garbage collector. DLD is thhe code directly, as with a static linker. This means that module
closest of all existing systems surveyed to the loading systeenmodule and module to main program references are direct.
described here. However, it was designed for UNIX systemdsconventional dynamic linker would require indirections for
and certain aspects of it, in particular the use of a garbage dblese cases. This approach however, introduces a problem on
lector, make it less useful for embedded systems with memayme machines, such as RISC machines, where branch offsets
restrictions and real-time constraints (requirement 6). do not cover the full address space. For example jumps on the



32-bit ARM architecture have to be within 32 MBytes. This canf external RAM and a Cirrus Logic CS8900A 10Mbps eth-
be solved by introducing indirections in the few cases in whiarnet chip. Two implementations of the PM were used for the
the problem occurs. For references from the main applicatierperiments. PMRR implements a cooperative round-robin and
to a loaded module a “symbol lookup” routine which returns BMTS a time-slicing scheduling policy.
“symbol handle” is provided. The purpose of the first experiment was to investigate the
Unloading can be done by module name, or by module typsjerheads of the loading and linking process. It measured the
allowing a module of a certain type to be removed, withodime taken to load a PM dynamically. This included separate
knowing the module’s name. measurements for network transport times and link times. A
low resolution timer was used (resolution = 1ms).
Table | shows the the total times for the loading and link-
ing process. The first set of measurements are the times taken

RUN-TIME
The loadina f Kd ibed ab b diol to load the PM as the initial PM, the second set of measure-
€ loading framework described above can be used to Or"?\%nts represent the time taken to replace one PM with the PM

regular modules, to extend the functionality of a program, or Ebecified. Consequently, the “replacement” results in table I in-

replace parts of the program with different implementations_. clude the time taken to unload the original PM and copy data

“Gructures between PMs. As can be seen, this extra processing

SN, . .
creased the total time of the loading of PMRR b to 6%.
can be provided for handling transfer of state between OSI\;I?;5 I ng y Up >

. ; able Il shows the relative costs of the network transfer and
versions. As a case study a process manager switcher (P|Yi| ing phases of code loading

has been implemented. It provides a framework for switching The purpose of the second experiment was to measure the
between PMs. h ¢ . intert h_overheads of executing the dynamically-loaded PMs. It con-
In Arena a PM has to conform to a defined interface. Thiggieq of comparing the dynamically-loaded versions of the two

interface provides the application with a consistent way of Crz, s managers with the statically linked versions. The times

ating, yielding, suspending and switching threads. taken to execute certain interface functions were measured and
_ The PM also allows the application and other OSMS 10 reg, y\nared. A high resolution timer was used (resolution = 10
ister event handler threads for hardware events (e.g. mterrum
Application threads and event handler threads are sched §4‘able Il shows the durations gfminit  routine invoca-
from a central scheduling routine, implemented by the PM. o pminit  is executed once at the start-up of a PM in-
The PMS provides a routine to load an initial PM, taking thg;on-a  The “dynamic initial load” and the “dynamic replace-
scheduling policy required as an argument. A PM switcher rOpene figures in Table 11l both represent the time taken for
tine can then be used to replace an existing PM with a new i'{S‘r’rLinit of a PM instance which has been dynamically in-
plementation. The routine causes the currently executingthretquorated into an application. “Dynamic initial load” refers
to be saved and moves into a special thread context, with its %YNoading a PM into an application which previously had no

associated data structure and stack. First, all Arena event hgm In contrast, "dynamic replacement” refers to loading a PM
dlers are unregistered, so that no event handler can modify a running application with an existing PM. The order of

internal PM state during the replacement process. Next, all i9e, ynitde difference between the initial and replacement fig-
internal PM data structures representing threads are saved. b represents the cost of copying existing PM state into the
new PM is loaded using the DOL and the interface of the PN\ pM instance.

is established using the DOL's symbol lookup routine for each
provided function. The PM is initialised with the saved thread

IV. REPLACING OPERATING SYSTEM MANGERS AT

data structures. Finally, the switch thread terminates and forces ’ H PMRR ‘ PMTS ‘
the execution of the new PM’s scheduling routine. initial load || 263ms | 265ms

The PMS uses the DOL to link-in PMs directly, by patching replacement| 279ms| 277ms
code. However in order to do the initial static link of the appli- TABLE |

cation, indirections to the external interface of the PM must be
used. For this reason, the PMS provides a collection of pointers
to functions, which are assigned to the particular implementa-
tions of the PM functions at load-time. The application uses

PM LOAD TIMES

these main program to module indirections. ’ H PMRR ‘ PMTS ‘
network transfer| 200ms| 200ms
V. PERFORMANCE linking 65ms | 62ms
TABLE Il

A. Experimental Setup

Two performance experiments were run on an Atmel
AT91M40800-based development board (32MHz), with 4MB

PM LOADING NETWORK TRANSFER AND LINK TIMES



Table IV gives durations of the other PM routines invessystem at run-time. A system has been developed which al-
tigated. The figures focreatelnitialThread , cre- lows the loading of relocatable pieces of code into the running
ateThread andyieldThread  show that there is no mea-system. To demonstrate the flexibility and performance of the
surable execution-time overhead introduced by the dynangiode loading system, a system which can dynamically load and
loading procedure. replace PMs has been implemented.

Figures for each routine are identical for both PM types and The replacement of PMs is only one application of the DOL.
for statically and dynamically loaded PMs. The figure obtainesn investigation into the dynamic loading of network protocols
for yieldThread  duration gives a measure of the cost of this planned. One possible use of this is to allow embedded de-

central PM scheduling and dispatching routine. vices to participate in Grid computing [20]. It is planned to
develop a system in which an embedded system can selectively
B. Discussion of Results load and unload protocols according to current application net-
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