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1 Introduction it is quite natural to base the communication and interac-

tion among sentient objects on an event-based communi-

Classical event/object models are usually software of@tion model. Moreover, typical properties of event-based
ented. As such, when transported to a real-time, efiodels, such as anonymous and non-blocking communi-
bedded systems setting, their harmony is cluttered by gfiion, are highly desirable in systems where sentient ob-
conflict between, on the one side, send/receive of “sdff€ts can bg mobile and where interactions are naturally
ware” events (message-based), and on the other sideVf{y dynamic. On the other hand, the need to address
put/output of “hardware” or “real-world” events, registerimeliness or real-time requirements becomes a challeng-
based. In a recent paper we introduced @eneric- iNg issue, which, in our opinion, can only be faced with
Events Architecture (GEAR), which allows the seam-the use of appropriate architectural constructs.

less integration of physical and computer information However, before describing such constructs, let us clar-
flows. The GEAR architecture introduces the unifyinfy some fundamental ideas underlying the construction
concept ofgeneric eventbe it derived from the booleanof systems composed of sentient objects.

indication of a door opening sensor, from the electrical

signal embodying a network packet (at the WLAN aerial)

or from the arrival of a temperature event message. In tgs .

paper we review some of the key issues of GEAR, in pg=1 Component-based system construction

ticular those related with information flow and support fOé . . . ]
real-time sentient applications. entient objects can take several different forms: they

%n simply be software-based components, but they can

GEAR defines an event layer that is responsible fi : ;
event propagation in the whole system, through seve? 0 comprise mechanical and/or hardware parts, amongst

Event Channels (EC)n fact, this layer plays a funda-" ich the very sensorial apparatus that substantiates “sen-

: ; - -~ tience”, mixed with software components to accomplish
mental role in securing the functional and non-functlonégeir task. We refine this notion by considering a sen-

(e.g. reliability and timeliness) properties of the envisag nt obi . - ;
o . object as an encapsulating entity, a component with
applications. This paper proposes BOSMIC (COop- internal logic and active processing elements, able to re-

erating SMart deviCes) middleware for the event layer, eive, transform and produce new events. This interface

showing how it integrates with the GEAR architecture. f& : N
particularly interesting issue, also discussed in this pap ides the internal hardware/software structure of the ob

is that COSMIC event channels can be of several s;%% t, which may be complex, and shields the system from

. X e low-level functional and temporal details of control-
chrony classes, ranging from non real-time to hard re hg a specific sensor or actuatorp

time classes. . . :
Furthermore, given the inherent complexity of the en-
visaged applications, the number of simultaneous input
2 System Model and Communica- events and the internal size of sentient objects may be-
. . come too large and difficult to handle. Therefore, it should
tion Abstractions be possible to consider the hierarchical composition of
sentient objects so that the application logic can be sep-

In this paper we consider a component-based systafted across as few or as many of these objects as nec-
model that incorporates some of the ideas developecegfary. On the other hand, composition of sentient ob-
the context of the IST CORTEX project. A fundamenri€Cts should normally be constrained by the actual hard-
tal idea underlying the approach is that applications c¥@re component's structure, preventing the possibility of
be composed of a (possibly large) number of smart cogfbitrarily composing sentient objects. This is illustrated
ponents that are able to sense their surrounding envirBhEigure 1, where a sentient object is internally composed
ment and interact with it. These components are referf@iga few other sentient objects, each of them consuming
to assentient objectsa metaphor elaborated in CORand producing events, some of which only internally prop-
TEX [7] and inspired on the generic conceptsetient agated.
computingntroduced in [2]. Sentient objects acceptinput To give an example of sucbomponent-awar@bject
events from a variety of different sources (including senemposition we consider a scenario of cooperating robots.
sors, but not constrained to that), process them, and grech robot is made of several components, corresponding,
duce output events, whereby they actuate on the envirfgr-instance, to axis and manipulator controllers. Together
ment and/or interact with other objects. In consequengéth the control software, each of these controllers may
be a sentient object. On the other hand, a robot itself is a
*This work was partially supported by the EC, through project ISBeNtient object, composed of the several controller objects
2000-26031 (CORTEX). inside his body.
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e ; ; N Now an important question is about how to represent and
‘ ! disseminate events in a large scale networked world. It
e ‘ 3 is clear that the event layer should be universal, i.e. po-
§ tentially every sentient object can talk to every other sen-
poeeec NN - | tient object using the event channel (EC) dialect. How-
! | ‘ ever, there are substantial obstacles originating from the
components heterogeneity in such a large-scale setting.
| Object's body radar, Firstly, the components may have severe performance
T mmTemmsmomsssoooeoooooeooooooooooooooooooooeoooooed constraints, particularly because we want to integrate
) i ) _. Smart sensors and actuators in such an architecture. Sec-
Figure 1: Component-aware sentient object compositigfhdly, the bandwidth of the participating networks may
vary largely. Thirdly, the networks may have widely dif-
ferent reliability and timeliness characteristics. At the
2.2 The role of smart sensors abstraction level of sentient objects, such heterogeneity
is reflected by the notion dfody-vs-environmentAt the
Besides the advantages of structuring large scale se@twork level, we introduced thH&AN-of-CANsstructure
tient computations, the component-based model of séxmodel the different networks.
tient objects is also motivated by the availability of smart The notion of body and environment is derived from
sensor and actuators. These devices encapsulate hiwslrecursively defined component-based object model. A
ware, software and mechanical components and provistsly is similar to a cell membrane and represents a quality
a set of well-specified functions which are closely r@f service container for the sentient objects inside. On the
lated to the interaction with the environment. Differemietwork level, it may be associated with the components
from a general-purpose node which can execute any peoupled by a certain CAN. A CAN defines the dissemi-
gram, smart components are dedicated to a certain funation quality which can be expected by the cooperating
tion which complies to their sensing and actuating capsbjects.
bilities. The built-in computational components network The notions of body-environment and WAN-of-CANs
attachment enable the implementation of a well-definggs very useful when defining interaction properties
high-level interface that does not just provide raw trangeross such boundaries. Their introduction obeyed to our
ducer data, but a pre-processed, application-related sej@fef that a single mechanism to provide quality mea-
events, which can also be disseminated. sures for interactions is not appropriate.
Smart components translate events of the environment
to an appropriate form available at the event layer or, vice ] o
versa, transform a system event into an actuation. 4  Architectural Building blocks for a
smart Components we can assume that: generic event System

reception

e Smart components have dedicated resources to
form a specific function.

e These resources are not used for other purposes
ing normal real-time operation.

e No local temporal conflicts occur that will chang
the observable temporal behaviour.

e The functions of a component can usually only be W& _propose the Generic-Events Architecture
changed during a configuration procedureywhigh (SEAR), depicted in Figure 2, which we briefly describe

not performed when the component is involved it} what follows (for a more detailed description please
critical operations. refer to [9]). The L-shaped structure is crucial to ensure

o An observation of the environment astiame,valu¢ SOMe Of the properties described.

pair can be obtained with a bounded jitter in time.  Environment: The physical surroundings, remote and
close, solid and etherial, of sentient objedBody: The

Many predictability and scheduling problems arisghysical embodiment of a sentient object (e.g., the hard-
from the fact, that very low-level timing behaviours haverare where a mechatronic controller resides, the physical
to be handled on a single processor. Here, temporal structure of a car). Note that due to the compositional ap-
capsulation of activities is difficult because of the posgioach taken in our model, part of what is 'environment’
ble side effects when sharing a single processor resoutoea smaller object seen individually, becomes 'body’ for
Consider the control of a simple IR-range detector whiehlarger, containing object. In fact, the body is the ‘inter-
is used for obstacle avoidance. On a single central procesl environment’ of the object. This architecture layering
sor, this critical activity has to be coordinated with margllows composition to take place seamlessly, in what con-
similar, possibly less critical functions. In a smart compaerns information flowTranslation Layer: The layer re-
nent, all the low-level timing behaviour can be optimizesponsible for physical event transformation from/to their
and encapsulated. Thus we can assume temporal encapative form to event channel dialect, between environ-
lation similar to information hiding in the functional do-ment/body and an event channel. Essentially one doing
main. The main responsibility to provide timeliness guapbservation and actuation operations on the lower side,
antees is shifted to the event layer where these eventsaare doing transactions of event descriptions on the other.
disseminated. Smart sensors thus lead to network ceninent Layer: The layer responsible for event propaga-
system model as presented in the following sections. tion in the whole system, through seveElent Chan-

R we mentioned above, in order to apply event-based
bject-oriented models on real-time cooperative and em-
dded systems it is necessary to use adequate architec-
tural constructs, which allow the enforcement of certain
(?‘equired properties.



Sentient Sentient which demonstrates the expressiveness of the model with
Object Object regard to the necessary forms of information encountered

" in real-time cooperative and embedded systems.
Obiect " Regular Network Saiect .
produce m consume ~Smart sensors produce events which report on the en-
: : c°mm_s\ vironment. Body sensors produce events which report on
the body. They are disseminated by the local Event layer
module, on an event channel (EC) propagated through
the Regular Network, to any relevant remote Event layer
modules where entities showed an interest on them, nor-
mally, sentient objects attached to the respective local
Event layer modules. Sentient objects consume events
[ o — | ———— they are interested in, process them, and produce other
Layer Layer Layer events. Some of these events are destined to other sentient
@ X< YN® < Y Y objects. They are published on an EC using the same EC
dialect that serves, e.g., sensor originated events. Smart

Body actuators, on the other hand, merely consume events pro-
Red) duced by sentient objects, whereby they accept and exe-
\Environment Environment. = Environment Cute actuation commands.
(inctuding operational network] The model offers opportunities to solve a long lasting
Figure 2: Generic-Events architecture. problem in real-time, computer control, and embedded

systems: the inconsistency between message passing and
the feedback loop information flow subsystems.

nels (EC): In concrete terms, this layer is a kind of mid-

dleware that provides important event-processing servi ea . . . .

which are crucial for any realistic event-based system. I%)r Events in a real-time mobile scenario
example, some of the services that imply the processinﬁ . . . .

of events may include publishing, subscribing, discrin! implementation of the event layer is provided by the
ination (zoning, filtering, fusion, tracing), and queuindzOSMIC (COoperating SMart deviCes) middieware.
Communication Layer: The layer responsible for ‘wrap-EVents are disseminated in a publisher/subscriber style,
ping’ events (as a matter of fact, event descriptions in g@lch is particularly swtable pecause it supports genera-
dialect) into carrierevent-message® be transported to tiVe, anonymous communication and does not create any
remote places. For example, a sensing event generate@jicial control dependencies between producers of in-
a smart sensor is wrapped in an event-message and ation and the consumers. This decoupling in space
seminated, to be caught by whoever is concerned. @ references or names of senders or receivers are needed
same with an actuation event produced by a sentient #-communication) and the flow decoupling (no control
ject, to be delivered to a remote smart actuator. Likewideansfer occurs with a data transfer) are crucial properties
this may apply to an event-message from one sentient ipmaintain autonomy of components and dynamic inter-
ject to anotherRegular Network: This is represented in@ctions.

the horizontal axis of the block diagram by the Communi- Differently from simple messages, an event includes
cation layer, which encompasses the usual LAN, TCP/the context in which it has been generated and quality at-
and real-time protocols, desirably augmented with refributes defining requirements for dissemination. This is
able and/or ordered broadcast and other protocols.  particularly important in an open, dynamic environment

The GEAR introduces some innovative ideas in di¥Nere an event may travel over multiple networks. An
tributed systems architecture. While serving an objeR¥ent instance is specified asvent:= (subject, con-
model based on production and consumption of genéﬁgtattrl_buteLlst, qualityattributeList, contents A sub-
events, it treats events produced by several sources (€At defines the type of event and thus is related to the
vironment, body, objects) in a homogeneous way. TH¥eNt contents. It supports anonymous communication
is possible due to the use of a common basic dialect fjid IS used to route an event. Attributes are complemen-
talking about events and due to the existence of the Traffdy 0 the event contents. The context attributes describe
lation layer, which performs the necessary translation §8¢ environment in which the event has been generated,
tween the physical representation of a real-time entity ai@- @ location, an operational mode or a time of occur-
the EC compliant format. Crucial to the architecture [§NC€: The quality attributes specify timeliness and de-
the Event layer, which uses Event Channels to pm%ndabnlty aspects in terms @falidity interval, omission
gate events through Regular Network infrastructures. THedre¢ pairs. The validity interval defines the point in

Event layer is realized by the COSMIC middleware, d4ne after which an event becomes temporally inconsis-
described in the next section. tent [5]. The temporal validity carried in the respective

event attribute allows to define a transmission deadline
in a synchronous network. If no transmission deadlines

3 Interaction Model can be enforced in a network, it enables a consumer of an
event to decide whether an event still is temporally con-
3.1 General Information Flow sistent, i.e. represents a valid time-value entity.

Event channels in our system are abstractions of the
The flow of information (external environment and cominderlying network. Publishers and subscribers interact
putational part) is seamlessly supported by the L-shapgd an unidirectional event channel by pushing events
architecture. It occurs in a number of different way# the channel and receiving notifications. An event



channel is defined byeventchannel:= (subject, qual- 4 Related work

ity _attributeList, handlers The subject determines the

event types which may be issued to the channel. In copany event-based systems have been introduced for large
trast to the attributes of an event, which describe the pregstems, requiring quite complex infrastructures. These
erties of a single individual occurrence of an event, tkgent systems do not consider stringent quality aspects
attributes of the event channel reflect the properties |ie timeliness and dependability issues. Secondly, they
the underlying communication network and disseminare not created to support inter-operability between tiny
tion scheme. These attributes include latency specifiginart devices with substantial resource constraints. In [1]
tions, dissemination constraints and reliability paramgreal time event system for CORBA has been introduced.
ters. Our goal is to handle the temporal specificationsBse events are routed via a central event server which
(bound, coveragepairs [8] orthogonal to the more techniprovides scheduling functions to support the real-time re-
cal questions of how to achieve a certain synchrony prafuirements. Such a central component is not available in
erty of the dissemination infrastructure. A more detailegh infrastructure envisaged in our system architecture and
description of the event channels can be found in [3].  the developed middleware is a quite complex and unsuit-
able to directly integrating smart devices. The efforts to
implement CORBA for the CAN-Bus suffer from lack-
ing any support for timeliness. A new scheme to integrate

The abstraction of event channels allows to specify chaipart devices in a CORBA environment is proposed in
nel attributes on the level of the event system and in ter#ffs @nd has lead to the proposal of a standard by the Ob-
of the application requirements. These channel proplct Management Group (OMG). In contrast to the event
ties have to be mapped to the protocols of the regufgfannel model introduced in this paper, all communica-
networks. Obviously, in a large scale WAN-of-CANSION inside a cluster relies ona single technical solution
environment, an abstract network layer cannot provigé@ Synchronous communication channel. Secondly, al-
the same quality of service for all message dissemifdough the temporal behaviour of a single cluster is rig-

tions. Additionally, because harder guarantees req rously defined, no model to specify temporal properties
more resources. even on a CAN it is beneficial to ditQr cluster-to-CORBA or cluster-to-cluster interactions is

tinguish messages with different dissemination requifovided.
ments. Based on our previous work on predictable pro-
tocols for the CAN-Bus [6], we defined an abstract nggleferences
work layer to which the channel classes could be map
Stra'ghtforward,ly' Wwe QIStIHQUISh three ev_ent Channﬁh T. Harrison, D. Levine, and D. Schmidt. The design and perfor-
C,lasses according to thelr_synchrony properties: hard r€al-mance of a real-time corba event service. Pioceedings of the
time channels, soft real-time channels and non-real-time 1997 conference on Object Oriented Programming Systems, Lan-
channels. guages and Applications (OOPSL Apges 184-200, Atlanta, Geor-
Hard real-time channels guarantee event propagationgia, USA, 1997. ACM Press.
within the validity interval in the presence of a specifieg) a. Hopper. The clifford paterson lecture, 1999 sentient com-
Pol:’rp]g?dr ?gacirzﬁse'%céﬁ?giax\éeegsaenz raedscﬁgl\:)antg)”r; Se’)():(r;)?(me puting. Philosophical Transactions of the Royal Society London
- 358(1773):2349-2358, August 2000.
the CAN priority scheme. Events published in soft real- . Lo .
time chanpnels Z\re scheduled accgrding to deadlinesaﬂ%-i/'l.Ka'ser’ C. Mitieri, C. Brudna, and C. Pereira. COSMIC: A
. - - P iddleware for Event-Based Interaction on CAN. Mmoc. 2003
rlve.d from their tempqral validity as specified in the evem. IEEE Conference on Emerging Technologies and Factory Automa-
attributes. Soft real-time event messages exploit the pri- . -7 icp o, Portugal, September 2003
ority mechanism of the CAN-Bus [6]. However, dead- ' ’ ’ C _
lines cannot be guaranteed in overload situations. In th&deH- Kopetz, M. Holzmann, and W. Elmenreich. A Universal Smart
cases, the temporal validity of an event allows to detect Transducer_lnterface:_ TTP/Alnternanonal Journal of Computer
a temporal inconsistency and provides awareness for theSYStém. Science Engineeridg(2), March 2001.
application. Non-real-time channels do not assume dhly H. Kopetz and P. Verssimo. Real-time and Dependability Concepts.

temporal specification and disseminate events in a best ef-In S. J. Mullender, editoDistributed Systems, 2nd EditiopACM-
fort manner. Press, chapter 16, pages 411-446. Addison-Wesley, 1993.

The middleware to support dissemination of events[@ M.A. Livani and J. Kaiser. Evaluation of a hybrid real-time bus
completely distributed. Because we aim at integrating scheduling mechanism for can. Fth Int. Workshop on Paral-
smart components directly in the system, implementation lel and Distributed Real-Time Systems (WPDRTS'&jn Juan,
must consider the respective performance and memoryPuerto Rico, April 1999.
constraints. A first version of our COSMIC middleware; rere Meier (Ed.). Preliminary definition of cortex programming
(COoperating SMart deviCes) has been implemented andmodel. CORTEX project, IST-2000-26031, Deliverable D2, March
is running on CAN-Bus networks connected to wireless 2002.

TCP/IP networks. So far, this version of COSMIC en;

: h . . P. Veiissimo and A. Casimiro. The Timely Computing Base model
ables seamless interaction via events in a WAN-of-CA 4 and architecturelransaction on Computers - Special Issue on Asyn-

but does not yet support quality attributes of event chan- ., .010us Real-Time Systerbd (8):916-930, August 2002.
nels. A new version which includes quality and context

attributes has been implemented for RT-Linux. It is culdl P- Veissimo and A. Casimiro. Event-driven support of real-time
rently been tested and evaluated on a CAN-Bus before Wesentient objects. IRroceedings of the 8th IEEE International Work-
will port it on the micro-controllers. Future work will in-  Shop on Object-oriented Real-time Dependable Systemadala-
clude quality of service enforcement for channels which 12" Mexico, January 2003.

span multiple CANs.

3.3 Synchrony Classes



