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 Motivation

* |rrelevant features used in classification tasks are the root cause of adversarial examples.
oo » * The feature spaces are unnecessarily too large in deep learning tasks: e.g. raw image pixels.
g € * We may reduce the search space of possible perturbations available to an adversary using Feature Squeezing.
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Bit Depth Reduction the space is 4096x smaller. Spatial Smoothing

e Combining with Adversarial Training
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» Detecting Adversarial Examples
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* False positive rates ~5%

* Adaptive Adversary
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« Conclusion

 Feature Squeezing is effective against static adversary, though it is simple and inexpensive.

 Feature Squeezing could be used in many domains where deep learning is used, such as voice recognition.

 Feature Squeezing is not immune to adaptive adversary, but it substantially changes the challenge an adversary faces.
* Reproduce our results and compare with other works with EvadeML-Zoo: https://EvadeML.org/zoo




