


last time

deadlock prevention
consistent lock order
give up/revoke resources voluntarily
avoiding holding resource + waiting for another

monitors = lock + shared data + condition variable(s)
condition variable = list of waiting threads
wait (add self to list), broadcast (wake up list), signal (wake up one)
while (F(shared data) == cannot continue) { cond_wait(cv, lock) }



quiz Q1B

threadl will wait for thread2 to unlock

if it starts lock(int) anytime thread2 has the int lock
would be changed by removing locks marked B

if it starts lock(ptr) anytime thread2 has the ptr lock
would NOT be changed by removing locks marked B



quiz Q2

error in question: old_pointer = global_ptr line not meant to be
repeated



quiz Q6B

BookTicket(2, {A, B})
lock(A) lock(B) ..unlock(B) unlock(A)

ChangeTicket(<B>, 0, A)
lock(A) if(..) { lock(B) ..unlock(B) } unlock(A)

consistent lock order! — no deadlock



bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;
}
Consume () {
pthread_mutex_lock(&lock);
while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock);
}

item = buffer.dequeue();
pthread_cond_signal(&space_ready);
pthread_mutex_unlock(&lock);
return item;



bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;
}
Consume () {
pthread_mutex_lock(&lock);
while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock);
}

item = buffer.dequeue();
pthread_cond_signal (&space_ready);
pthread_mutex_unlock(&lock);
return item;



bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pfhrnnd caond sional (Rdata readwv) -

., P{correct (but slow?) to replace with:
Consun pthread_cond_broadcast(&space_ready);

1 . 0" - "
Pl (just more “spurious wakeups”)
pthread_cond_wa1t(&jrta_ready, % TOCK);

}
item = buffer.dequeue();
pthread_cond_signal (&space_ready);
pthread_mutex_unlock(&lock);
return item;



bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }

buffer.enqueue(item);
pthread_cond_signal(é«data_ready) ; correct but slow to replace

pthread_mutex_unlock (&lock) ; data_ready and space_ready
} with ‘combined’ condvar ready

Consume () {
pthread_mutex_lock(&lock); and use broadcast

while (buffer.empty()) { (just more “spurious wakeups”)

pthread_cond_wait(&data_ready, &lock])j
}
item = buffer.dequeue();
pthread_cond_signal(&space_ready) ;
pthread_mutex_unlock(&lock);
return item;



monitor pattern

pthread_mutex_lock(&lock) ;
while (!condition A) {
pthread_cond_wait(&condvar_for_A, &lock);
+
... /* manipulate shared data, changing other conditions */
if (set condition A) {
pthread_cond_broadcast(&condvar_for_A);
/* or signal, if only one thread cares */

}
if (set condition B) {

pthread_cond_broadcast(&condvar_for_B);
/* or signal, if only one thread cares */

}

pthread_mutex_unlock(&lock)



monitors rules of thumb
never touch shared data without holding the lock

keep lock held for entire operation:
verifying condition (e.g. buffer not full) up to and including
manipulating data (e.g. adding to buffer)

create condvar for every kind of scenario waited for
always write loop calling cond_wait to wait for condition X

broadcast/signal condition variable every time you change X



monitors rules of thumb

never touch shared data without holding the lock

keep lock held for entire operation:
verifying condition (e.g. buffer not full) up to and including
manipulating data (e.g. adding to buffer)

create condvar for every kind of scenario waited for
always write loop calling cond_wait to wait for condition X

broadcast/signal condition variable every time you change X

correct but slow to..
broadcast when just signal would work
broadcast or signal when nothing changed
use one condvar for multiple conditions



mutex/cond var init/destroy

pthread_mutex_t mutex;

pthread_cond_t cv;

pthread_mutex_init(&mutex, NULL);
pthread_cond_init(&cv, NULL);

// —=OR--

pthread_mutex_t mutex = PTHREAD_MUTEX_INITIALIZER;
pthread_cond_t cv = PTHREAD_COND_INITIALIZER;

// and when done:

pthread_cond_destroy(&cv);
pthread_mutex_destroy(&mutex) ;



wait for both finished

// MISSING: init calls, etc.
pthread_mutex_t lock;

bool finished[2];

pthread_cond_t both_finished_cv;

void WaitForBothFinished() {
pthread_mutex_lock(&lock) ;
while (_______ __ ) {
pthread_cond_wait(&both_finished_cv, &lock);
}
pthread_mutex_unlock(&lock) ;
}

void Finish(int dindex) {
pthread_mutex_lock(&lock) ;
finished[index] = true;

pthread_mutex_unlock (&lock) ;
1
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wait for both finished

// MISSING: init calls, etc.
pthread_mutex_t lock;

bool finished[2];

pthread_cond_t both_finished_cv;

void WaitForBothFinished() {
pthread_mutex_lock(&lock) ;
while (

A. finished[0] && finished[1]
B. finished[0] || finished[1]
C. !'finished[0] || !finished[1]
D. finished[0] != finished[1]
E. something else

_____ ) {

pthread_cond_wait(&both_finished_cv, &lock);

}
pthread_mutex_unlock(&lock) ;

}

void Finish(int dindex) {
pthread_mutex_lock(&lock) ;
finished[index] = true;

pthread_mutex_unlock (&lock) ;
1




wait for both finished

// MISSING: init calls, etc.

pthread_mutex_t lock; N othrend 1 o L(@both fimished ov)
B . . pthread_cond_s1igna oth_finished_cv
Biﬁle:;nlz:gdi[:z:lbc’)th find B. pthread_cond_broadcast(&both_finished_cv)
- - - C.if (finished[1-index])
. . L. pthread_cond_singal(&both_finished_cv);
void WaitForBothFinished p. if (finished[1-index])
pthread_mutex_lock (&lo pthread_cond_broadcast (&both_finished_cv);
while (_____ | E. something else

pthread_cond_wait(&both_tinished_cv, &LOCK),
}
pthread_mutex_unlock(&lock) ;
}

void Finish(int dindex) {
pthread_mutex_lock(&lock) ;
finished[index] = true;

pthread_mutex_unlock(&lock) ;
1



monitor exercise: barrier

suppose we want to implement a one-use barrier; fill in blanks:

struct BarrierInfo {
pthread_mutex_t lock;
int total_threads; // initially total # of threads
int number_reached; // initially 0

void BarrierWait(BarrierInfo *b) {
pthread_mutex_lock(&b->1lock);
++b->number_reached;
if (b->number_reached == b->total_threads) {

pthread_mutex_unlock(&b->1ock) ;

11



monitor exercise: barrier

struct BarrierInfo {
pthread_mutex_t lock;
int total_threads; // initially total # of threads
int number_reached; // initially 0
pthread_cond_t cv;

s

void BarrierWait(BarrierInfo *b) {
pthread_mutex_lock(&b->1ock) ;
++b->number_reached;

if (b->number_reached == b->total_threads) {
pthread_cond_broadcast(&b->cv);
} else {

while (b->number_reached < b->total_threads)
pthread_cond_wait(&b->cv, &b->lock);
}
pthread_mutex_unlock(&b->1lock);

11



beyond locks
in practice: want more than locks for synchronization

for waiting for arbtirary events (without CPU-hogging-loop):

monitors
semaphores

for common synchornization patterns:

barriers
reader-writer locks

higher-level interface:
transactions

12



transactions
transaction: set of operations that occurs atomically

idea: something higher-level handles locking, etc.:

BeginTransaction();

int FromOldBalance = GetBalance(FromAccount);
int ToOldBalance = GetBalance(ToAccount);
SetBalance(FromAccount, FromOldBalance - 100);
SetBalance(ToAccount, FromOldBalance + 100);
EndTransaction() ;

idea: library/database/etc. makes “transaction” happens all at
once

13



consistency / durability

“happens all at once” = could mean:

locking to make sure no other operations interfere (consistency)

making sure on crash, no partial transaction seen (durability)

(some systems provide both, some provide only one)

we'll just talk about implementing consistency

14



implementing consistency: simple

simplest idea: only one run transaction at a time

15



implementing consistency: locking
everytime something read /written: acquire associated lock

on end transaction: release lock

if deadlock: undo everything, go back to BeginTransaction(), retry
how to undo?
one idea: keep list of writes instead of writing
apply writes only at EndTransaction()

16



implementing consistency: locking
everytime something read /written: acquire associated lock

on end transaction: release lock

if deadlock: undo everything, go back to BeginTransaction(), retry
how to undo?
one idea: keep list of writes instead of writing
apply writes only at EndTransaction()

16



implementing consistency: optimistic
on read: copy version # for value read

on write: record value to be written, but don't write yet

on end transaction:

acquire locks on everything
make sure values read haven't been changed since read

if they have changed, just retry transaction

17



the cache coherency problem

<
¢ |

Y

MEM1

CPU1 CPU2
address |value address |value
OxA300 (100 Ox9300 |172
OxC400 (200 OxA300 |100
OXE500 (300 OxC500 |200

CPU1's cache

CPU2’'s cache
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the cache coherency problem

<
¢ |

»
| -

MEAMl

WHen does this change?

CPU1's cache

CPU1 CPU2
address |value address |value
OxA300 H66101 Ox9300 |172
OxC400 (200 OxA300 100,
OXE500 (300 OxC500 200!\\

When does this change?

CPU1 writes 101 to 0xA3007

18



modifying cache blocks in parallel

typical memory access — less than cache block
e.g. one 4-byte array element in 64-byte cache block

what if two processors modify different parts same cache block?
4-byte writes to 64-byte cache block

typically how caches work — write instructions happen one at a
time:
processor ‘locks’ 64-byte cache block, fetching latest version
processor updates 4 bytes of 64-byte cache block
later, processor might give up cache block

19



modifying things in parallel (code)

void *sum_up(void *raw_dest) {
int *dest = (int *) raw_dest;
for (int i = 0; i < 64 * 1024 * 1024; ++i) {
*dest += datali];
}

}

__attribute__((aligned(4096)))
int array[1024]; /* aligned = address is mult. of 4096 */

void sum_twice(int distance) {
pthread_t threads[2];
pthread_create(&threads[0], NULL, sum_up, &array[0]);
pthread_create(&threads[1], NULL, sum_up, &array[distance]);
pthread_join(threads[0], NULL);
pthread_join(threads[1], NULL);

20



performance v. array element gap

(assuming sum_up compiled to not omit memory accesses)

500000000

400000000 +

300000000 A

200000000 A

time (cycles)

100000000 A

0 T T T T T T
10 20 30 40 50 60

distance between array elements (bytes)

70

21



false sharing

synchronizing to access two independent things

two parts of same cache block

solution: separate them

22



life homework (pseudocode)

for (int time = 0; time < MAX_ITERATIONS; ++time) {
for (int y = 0; y < size; ++y) {
for (int x = 0; x < size; ++x) {
to_grid(x, y) = computeValue(from_grid, x, y);
}

}
swap(from_grid, to_grid);

23



life homework

compute grid of values for time ¢ from grid for time ¢t — 1
compute new value at 7, based on surrounding values

parallel version: produce parts of grid in different threads

use barriers to finish time ¢ before going to time ¢ + 1

24



recall: sockets
open connection then ..

read+write just like a terminal file

doesn’t look like individual messages

“connection abstraction”

25



mailbox model

mailbox abstraction: send/receive messages

machine
A

B: “Hello” Fftm B: "Hello®

> he network >
Send(B, “Hello”) w Recv() = "“Hello"”

A sends “letter” to B
“envelope” tells network it's addressed to B
data in this example: “Hello”

machine
B

26



mailbox model

mailbox abstraction: send/receive messages

machine
A

B: “Hello” (ft\/\/_\ B: “Hello”

> he network >
Send(B, “Hello”) W Recv() = "“Hello"”

network does its best to get message to B

machine
B

26



mailbox model

mailbox abstraction: send/receive messages

machine
A

L TTTT]

B: “Hello" M B: “Hello

> the network >
Send(B, “Hello”) w Recv() = "“Hello"”

queue (‘outgoing mailbox’) of messages
from sending program
waiting to be sent

machine
B

26



mailbox model

mailbox abstraction: send/receive messages

machine
A

L TTTT]

B: “Hello”

Send(B, “Hello")

[
>

M B: “Hello”
the network >
w Recv() = "Hello"

queue (‘incoming mailbox’) of messages
not yet received by
receiving program

machine
B

L [ITT]

26



connections over mailboxes
real Internet: mailbox-style communication
send “letters” (packets) to particular mailboxes

have “envelope” (header) saying where they go

“best-effort”
no gaurentee on order, when received
no gaurentee on if received

sockets implemented on top of this

27



conections

machine
A

Conn = Connect(B)

[
>

(messages to start new ‘connection’)

Conn = Accept()

<
<«

(messages to verify conpection is made)
Send(Conn, “2 42 =7")

[
>

“2 4+ 2 =7" = Recv(Conn)

Send(B, “4")

<

Ry Recv(Conn)

machine
B

28



layers

application

HTTP, SSH, SMTP, ...

application-defined meanings

transport

TCP, UDP, ..

reach correct program,
reliablity /streams

network IPv4, IPv6, .. reach correct machine
(across networks)

link Ethernet, Wi-Fi, ... coordinate shared wire/radio

physical encode bits for wire/radio

29



layers

application

HTTP, SSH, SMTP, ...

application-defined meanings

transport

TCP, UDP, ..

reach correct program,
reliablity /streams

network IPv4, IPv6, .. reach correct machine
(across networks)

link Ethernet, Wi-Fi, ... coordinate shared wire/radio

physical encode bits for wire/radio
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network limitations/failures
messages lost

messages delayed /reordered

messages limited in size

messages corrupted

31



network limitations/failures
messages lost

messages delayed /reordered

messages limited in size

messages corrupted
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dealing with network message lost

“The meeting |
machine "¢ Is at 12pm machine
A B
machine machine
A B

33



handling lost message: acknowledgements

machine
A

“The meeting is at 12pm.”

Got it!

machine
B

34



handling lost message

machine

A

machine

B
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handling lost message

machine

A

“timeout”
A doesn’t get reply
after waiting too long

machine

B
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handling lost message

“timeout”
A doesn’t get reply
after waiting too long

machine “The me machine

AWB

<

= Got it!




exercise: lost acknowledgement

machine

A

“The meeting is at 12pm.”

N

N

exercise: how to fix this?

o w>

Got it!

machine A needs to send “Got ‘got it!" "
machine B should resend “Got it!" on its own

machine A should resend the original message on its own
none of these

machine

B

36



answers

send “Got ‘got it!" "7
same problem: Now send ‘Got Got Got it'?

resend “Got it!"” own its own?
how many times? — B doesn’t have that info

resend original message?
yes!
as far as machine A can be, exact same situation as losing original
message

37



lost acknowledgements

machine
A

“The meeting is at 12pm.”

N

/ '\ Got it!

machine
B
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lost acknowledgements

machine
A

“The meeting is at 12pm.”

N

'\ Got it!

A’s going to need to resend this message!
Can't tell it really was received!

machine
B

38



lost acknowledgements

machine
A

“The meeting is at 12pm.”

N

/ '\ Got it!

“The meeting is at 12pm.”

Got it!

B needs to handle receiving message twice!
Sockets: you only get a copy of the data once.

| machine

B

38



backup slides
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exercise (1)

int values[1024];

int results[2];

void *sum_front(void *ignored_argument) {
results[0] = 0;
for (int i = 0; i < 5125 ++1)

results[0] += values[i];

return NULL;

}

void *sum_back(void *ignored_argument) {
results[1l] = 0;
for (int i = 5125 i < 1024; ++1)

results[1l] += values[i];

return NULL;

}

int sum_all() {
pthread_t sum_front_thread, sum_back_thread;
pthread_create(&sum_front_thread, NULL, sum_front, NULL);
pthread_create(&sum_back_thread, NULL, sum_back, NULL);
pthread_join(sum_front_thread, NULL);
pthread_join(sum_back_thread, NULL);
return results[0] + results[1l];

40



exercise (2)

struct ThreadInfo { int *values; int start; int end; int result };
void *sum_thread(void *argument) {

int

ThreadInfo *my_info = (ThreadInfo *) argument;

int sum = 0;

for (int i = my_info->start; i < my_info->end; ++i) {
my_info->result += my_info->values[i];

}

return NULL;

sum_all(int *values) {

ThreadInfo info[2]; pthread_t thread[2];

for (int i = 0; i < 2; ++1) {
info[i].values = values; info[i].start = i*512; info[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, (void *) &info[i]);

1

for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);

return info[@].result + info[l].result;

41



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;

}

Consume () {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;

42



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

rule: never touch buffer
without acquiring lock

otherwise: what if two threads
simulatenously en/dequeue?
(both use same array/linked list entry?)
(both reallocate array?)

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
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unbounded buffer producer/co

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);
pthread_cond_signal(&data_ready);

nsumer

pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

< other thread
item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;

check if empty
if so, dequeue

okay because have lock

42



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {

EE?;:?%::EEL‘;}?EES‘TOCk); wake one Consume thread
. J . ., .

pthread_cond_signal(&data_ready) ; ¢—— if any are waiting
pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
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unbounded buffer producer/consumer

pthread_mutex_t lock; Thread 1 Thread 2
pthread_cond_t data_ready; Produce()
UnboundedQueue buffer; -.lock
..enqueue
Produce(item) { ~.signal
pthread_mutex_lock(&lock) ; -.unlock
buffer.enqueue (item); Consume()
pthread_cond_signal(&data_ready) ~lock
pthread_mutex_unlock(&lock); ..empty? no
} .dequeue
Consume () { ..unlock
pthread_mutex_lock(&lock) ; return

while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) }
return item;

0 iterations: Produce() called before Consume()
1 iteration: Produce() signalled, probably

2+ iterations: spurious wakeup or ..?
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unbounded buffer producer/consumer

pthread_mutex_t lock; Thread 1 Thread 2
pthread_cond_t data_ready; Consume()
UnboundedQueue buffer; .lock
..empty? yes
Produce (item) { ..unlock /start wait
pthread_mutex_lock(&lock); Produce() waiting for
buffer.enqueue (item) ; ~.lock data_ready
pthread_cond_signal(&data_ready); ~€nqueue
pthread_mutex_unlock(&lock); ..signal stop wait
} ..unlock lock
Consume () { ..empty? no
pthread_mutex_lock(&lock) ; ..dequeue
while (buffer.empty()) { .unlock
pthread_cond_wait(&data_ready, &loc return

item = buffer.dequeue();
pthread_mutex_unlock(&lock) }
return item;

0 iterations: Produce() called before Consume()

1 iteration: Produce() signalled, probably

2+ iterations: spurious wakeup or ..?
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unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);

pthread_cond_signal(&data_rea|-

pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_r

item = buffer.dequeue();

Thread 1 Thread 2 Thread 3
Consume()
..lock
..empty? yes
..unlock/start wait
Produce() waiting for
.lock data_ready Consume()
enqueue B waiting for
..signal stop wait lock
..unlock o lock
waiting for empty? no
lock ..dequeue
..unlock
..lock return
..empty? yes
..unlock /start wait

pthread_mutex_unlock(&lock) ) [U iterations: Produce() called before Lonsume()
1 iteration: Produce() signalled, probably

return item;

2+ iterations: spurious wakeup or ...7

2
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unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

in pthreads: signalled thread not
gaurenteed to hold lock next

alternate design: |
signalled thread gets lock next
called “Hoare scheduling”

not done by pthreads, Java,

item = buffer.dequeue();

pthread_cond_wait(&data_r

Thread 1 Thread 2 Thread 3
Consume()
..lock
..empty? yes
..unlock/start wait
; Produce() waiting for
.lock data_ready Consume()
h_real--enqueue waiting for
k) |--signal stop wait lock
..unlock . lock
waiting for empty? no
; lock ..dequeue
..unlock
..lock return
..empty? yes

..unlock /start wait

pthread_mutex_unlock(&lock) ) [U iterations: Produce() called before Lonsume()
1 iteration: Produce() signalled, probably

return item;

2+ iterations: spurious wakeup or ...7

2
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Hoare versus Mesa monitors

Hoare-style monitors
signal ‘hands off’ lock to awoken thread

Mesa-style monitors

any eligible thread gets lock next
(maybe some other idea of priority?)

every current threading library | know of does Mesa-style

43



producer/consumer signal?

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock);
buffer.enqueue(item);
/* GOOD CODE: pthread_cond_signal (&data_ready); */
/* BAD CODE: */
if (buffer.size() == 1)

pthread_cond_signal(&item);

pthread_mutex_unlock(&lock) ;

}

Consume () {
pthread_mutex_lock(&lock);
while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock);
}

item = buffer.dequeue();

i~ mnamnA it~y m T A~ 70T A~ .
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bad case (setup)

thread 0 1 2 3
Consume():
lock
empty? wait on cv | Consume():
lock
empty? wait on cv
Produce():
lock Produce():

44



bad case

thread 0 1 2 3
Consume():
lock
empty? wait on cv | Consume():
lock
empty? wait on cv
Produce():
lock Produce():
wait for lock
enqueue

wait for lock

gets lock
dequeue

size = 17 signal
unlock

gets lock

enqueue

size # 1: don't signal
unlock
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monitor exercise: ConsumeTwo
suppose we want producer/consumer, but..

but change Consume() to ConsumeTwo() which returns a pair of
values

and don't want two calls to ConsumeTwo() to wait...

with each getting one item

what should we change below?

pthread_mutex_t lock; Consume() {
pthread_cond_t data_ready; pthread_mutex_lock (&lock);
UnboundedQueue buffer; while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock
Produce(item) { 3
pthread_mutex_lock(&lock) ; item = buffer.dequeue();
buffer.enqueue(item); pthread_mutex_unlock(&lock) ;
pthread_cond_signal(&data_ready); return -item;

pthread_mutex_unlock(&lock) ; } 45
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monitor exercise: solution (1)

(one of many possible solutions)
Assuming ConsumeTwo replaces Consume:

Produce() {

}

pthread_mutex_lock(&lock) ;
buffer.enqueue(item);

if (buffer.size() > 1) { pthread_cond_signal(&data_ready); }
pthread_mutex_unlock(&lock);

ConsumeTwo () {

pthread_mutex_lock(&lock);

while (buffer.size() < 2) { pthread_cond_wait(&data_ready, &lock); }
iteml = buffer.dequeue(); item2 = buffer.dequeue();
pthread_mutex_unlock(&lock) ;

return Combine(iteml, 1item2);
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monitor exercise: solution (2)

(one of many possible solutions)
Assuming ConsumeTwo is in addition to Consume (using two CVs):

Produce() {
pthread_mutex_lock(&lock);
buffer.enqueue(item);
pthread_cond_signal(&one_ready);
if (buffer.size() > 1) { pthread_cond_signal(&two_ready); }
pthread_mutex_unlock(&lock) ;

Consume() {
pthread_mutex_lock(&lock);
while (buffer.size() < 1) { pthread_cond_wait(&one_ready, &lock); }
item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
1
ConsumeTwo () {
pthread_mutex_lock(&lock);
while (buffer.size() < 2) { pthread_cond_wait(&two_ready, &lock); }

iteml = buffer.dequeue(); item2 = buffer.dequeue();
nthraead miitevy 11inloaclk(2]1Aack)
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monitor exercise: slower solution

(one of many possible solutions)
Assuming ConsumeTwo is in addition to Consume (using one CV):

Produce() {
pthread_mutex_lock(&lock);
buffer.enqueue(item);
// broadcast and not signal, b/c we might wakeup only ConsumeTwo() otherwise
pthread_cond_broadcast(&data_ready);
pthread_mutex_unlock(&lock) ;

Consume() {
pthread_mutex_lock(&lock);
while (buffer.size() < 1) { pthread_cond_wait(&data_ready, &lock); }
item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
1
ConsumeTwo () {
pthread_mutex_lock(&lock);
while (buffer.size() < 2) { pthread_cond_wait(&data_ready, &lock); }

iteml = buffer.dequeue(); item2 = buffer.dequeue(); 48
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monitor exercise: ordering
suppose we want producer/consumer, but..
but want to ensure first call to Consume() always returns first

(no matter what ordering cond_signal/cond_broadcast use)

pthread_mutex_t lock; Consume() {

pthread_cond_t data_ready; pthread_mutex_lock (&lock);

UnboundedQueue buffer; while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock

Produce(item) { }
pthread_mutex_lock(&lock) ; item = buffer.dequeue();
buffer.enqueue(item); pthread_mutex_unlock(&lock) ;
pthread_cond_signal(&data_ready); return item;
pthread_mutex_unlock(&lock) ; }

}
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monitor ordering exercise: solution

(one of many possible solutions)

struct Waiter {
pthread_cond_t cv;
bool done;
T dtem;

}

Queue<Waiter*> waiters;

Produce(item) {
pthread_mutex_lock(&lock) ;
if (lwaiters.empty()) {

Waiter *waiter = waiters.dequeue();

waiter->done = true;
waiter->item = item;
cond_signal(&waiter->cv);
++num_pending;

} else {
buffer.enqueue(item);

}

npthread mutex unlock(&lock)

Consume() {
pthread_mutex_lock(&lock);
if (buffer.empty()) {

}
}

Waiter waiter;

cond_init(&waiter.cv);

waiter.done = false;

waiters.enqueue (&waiter);

while (!waiter.done)
cond_wait(&waiter.cv, &lock);

item = waiter.item;

else {

item = buffer.dequeue();

pthread_mutex_unlock(&lock):
return item;
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

listen(server_socket_fd, MAX_NUM_WAITING);

int socket_fd = accept(server_socket_fd, NULL);
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Lister INADDR_ANY: accept connections for any address | can!
alternative: specify specific address

int sg
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Lis]bind to 127.0.0.17 only accept connections from same machine

iht| what we recommend for FTP server assignment
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Llisten(sery choose the number of unaccepted connections

int socket_fd = accept(server_socket_fd, NULL);
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connection setup: client — manual addresses
int sock_fd;

server = /* code on later slide */;
sock_fd = socket(
AF_INET, /* IPv4 */
SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP
)
if (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 52



connection setup: client — manual addresses
int sock_fd;

server = /* code on later slide */;
sock_fd = socket(
AF_INET, /* IPv4 */
SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP

specify IPv4 instead of IPv6 or local-only sockets

:’g specify TCP (byte-oriented) instead of UDP (‘datagram’ oriented)

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 52

)
:




connection setup: client — manual addresses

int sock_fd;

server = /* cod htonl/s = host-to-network long/short

sock_fd = sockq petwork byte order = big endian
AF_INET, /*

SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP

)o
5F (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 52



connection setup: client — manual addresses

int sock_fd;

server = /|struct representing IPv4 address + port number

sock_fd = | declared in <netinet/in.h>
AF_INE . :
sock s|see man 7 ip on Linux for docs

IPPROTO_TCP

)o
5F (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 52



echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1", '"443") */
const char *hostname; const char *portname;

struct addrinfo *server;
struct addrinfo hints;
int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET; /* for IPv4 */

/* or: */ hints.ai_family = AF_INET6; /* for IPv6 */

/* or: */ hints.ai_family = AF_UNSPEC; /* I don't care */
hints.ai_flags = AI_PASSIVE;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }
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connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1",
const char *hostname; const char *portname;

struct addrinfo
struct addrinfo
int rv;

memset (&hints, 0
hints.ai_family
/* or: */ hints.
/* or: */ hints.
hints.ai_flags

rv = getaddrinfo
if (rv 1=0) { /

*server;
hints;

, sizeof(hints));

= AF_INET; /* for IPv4 */
ai_family =

ai_familv = AF UNSPFC: /* T don'

1144311) */

AF_INET6; /* for IPv6 */
t care */

hostname could also be NULL
means “use all possible addresses”
only makes sense for servers

rver) ;
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connection setup: server, address setup

/* example (hos
const char *hos

struct addrinfo
struct addrinfo
int rv;

memset (&hints,
hints.ai_family
/* or: */ hints
/* or: */ hints

tname, portname) = ("127.0.0.1", '"443") */

tname; const char *portname;

*server;
hints;

0, sizeof(hints));

= AF_INET; /* for IPv4 */
.ai_family = AF_INET6; /* for IPv6
ai familv = AF UNSPEC: /* T don't

*/

care */

hints.ai_flags

rv = getaddrin
if (rv 1= 0) {

portname could also be NULL
means “choose a port number for me”
only makes sense for servers

er) ;
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connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1", "443") */
const char *ho " ; T
Al_PASSIVE: “I'm going to use bind

struct addrinfo *server,
struct addrinfo hints;
int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET; /* for IPv4 */

/* or: */ hints.ai_family = AF_INET6; /* for IPv6 */

/* or: */ hints.ai_family = AF_UNSPEC; /* I don't care */
hints.ai_flags = AI_PASSIVE;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }
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connection setup: server, addrinfo

struct addrinfo *server;
. getaddrinfo(...)

int server_socket_fd = socket(
server->ai_family,

server->ai_sockttype,
server->ai_protocol

)

if (bind(server_socket_fd, ai->ai_addr, ai->ai_addr_len)) < 0) {
/* handle error */
}

listen(server_socket_fd, MAX_NUM_WAITING);

int socket_fd = accept(server_socket_fd, NULL);

55



connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server->ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server->ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server->ai_prototcol
// ai_protocol = IPPROTO_TCP or .

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server->ai_addr, server->ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd):
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connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server->ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server->ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
se - 3 4 4 1
/A addrinfo contains all information needed to setup socket
3% (sod €t by getaddrinfo function (next slide)

if (cof handles IPv4 and IPv6 < 0) {
/*| handles DNS names, service names

}

freeaddrinfo(server);
DoClientStuff(sock_fd); /* read and write from sock_fd */
close(sock fd):



connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server->ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server->ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server->ai_prototcol
// ai_protocol = IPPROTO_TCP or .

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server->ai_addr, server->ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd):
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connection setup: client, using addrinfo

int sock_fd;
struct addr

Vel S Lok L Tl

ai__addr points to struct representing address
sock_fd = sqtype of struct depends whether IPv6 or IPv4
server-1l_-_ —
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server->ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server->ai_prototcol
// ai_protocol = IPPROTO_TCP or .

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server->ai_addr, server->ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd): 56



connection setup: client, using addrinfo

int sock_fd;
st———————=
since addrinfo contains pointers to dynamically allocated memory,

SO{ call this function to free everything

// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server->ai_socktype,

// ai_socktype = SOCK_STREAM (bytes) or ...
server->ai_prototcol

// ai_protocol = IPPROTO_TCP or .

Lok L L Tl el

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server->ai_addr, server->ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd): 56



connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */
const char *hostname; const char *portname;

struct addrinfo *server;

struct addrinfo hints;

int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_UNSPEC; /* for IPv4 OR IPvé */

// hints.ai_family = AF_INET4; /* for IPv4 only */
hints.ai_socktype = SOCK_STREAM; /* byte-oriented --- TCP */

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */
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connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */
const char *hostname; const char *portname;

struct addrinfo *server;

struct addrinfo hints;

int rv;

memset(&hints, 0, sizeof(hints));

hints.ai fam11y = AF_UNSPEC; /* for IPV4 OR IPv6 */
// hints.qg * S

NB: pass pointer to pointer to addrlnfo to fill in
hints.ai_sOCKTYpPE = SUCK_SIREAM; /~ Dyte-oOrtented --—- ITCP */
rv = getaddrinfo(hostname, portname, &hints, &server);

if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */

57



connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */

???St AF_UNSPEC: choose between IPv4 and IPv6 for me
struct| AF_INET, AF_INET®6: choose IPv4 or IPV6 respectively

structlece
int rv;
memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_UNSPEC; /* for IPv4 OR IPvé */
// hints.ai_family = AF_INET4; /* for IPv4 only */

..... A |

hints.ai_socktype = SOCK_STREAM; /* byte-oriented --- TCP */
rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */
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connection setup: multiple server addresses

struct addrinfo *server;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }

for (struct addrinfo *current = server; current != NULL;
current = current->ai_next) {
sock_fd = socket(current->ai_family, current->ai_socktype, curr
if (sock_fd < 0) continue;
if (connect(sock_fd, current->ai_addr, current->ai_addrlen) ==
break;

}
close(sock_fd); // connect failed

}
freeaddrinfo(server);
DoClientStuff(sock_fd);

close(sock_fd);
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connection setup: multiple server addresses

struct addrinfo *server;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }

for (struct addrinfo *current = server; current != NULL;
current = current->ai_next) {
sock_fd = socket(current->ai_family, current->ai_socktype, curr
if (sock_fd < 0) continue;
if (connect(sock_fd, current->ai_addr, current->ai_addrlen) ==
break;

}
3 clof addrinfo is a linked list
freeadd{ name can correspond to multiple addresses
Bi’gl;‘ig example: redundant copies of web server
example: an IPv4 address and |IPv6 address 58




connection setup: old lookup function

/* example hostname, portnum= "www.cs.virginia.edu", 443*/
const char *hostname; int portnum;

struct hostent *server_-ip;
server_ip = gethostbyname(hostname);

if (server_ip == NULL) { /* handle error */ }

struct sockaddr_in addr;

addr.s_addr = *(struct in_addr*) server_ip->h_addr_1list[0];
addr.sin_port = htons(portnum);

sock_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);
connect(sock_fd, &addr, sizeof(addr));
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aside: on server port numbers

Unix convention: must be root to use ports 0—-1023
root = superuser = ‘adminstrator user’ = what sudo does

so, for testing: probably ports > 1023
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