Review



Quiz week 13, Q2

* Suppose a 5-stage pipelined processor, similar to the design discussed in
lecture, executes a program with 100 million instructions. It there were no
hazards, this program would execute in about 100 million cycles.

* Suppose that we do not have forwarding (also known as bypassing) from the
memory stage to the execute stage. 30% of the program's instructions use
the data cache, either loading a value of from data cache or storing a value.
Of the those data cache using instructions, 70% are loads. 10% of those
loads are followed by an instruction that has a data dependency on the load.

* Assuming no cache misses, we’d expect the program to execute around __%
slower than the ideal 100 million cycle case.

* Answer: 2.1
* 21% of instructions are loads, 10% of those will have a 1-cycle stall, so0 2.1%

* 1 cycle stall because EX stage needs the load result of the instruction just in

front of it, but that won’t be ready for another cycle _—
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Quiz week 13, Q4

* Suppose we start with the 5-staged pipelined processor with forwarding and
branch prediction discussed in lecture, but make some modifications:

* We want a larger L1 data cache, whose access time doesn’t fit into one cycle.
(Or else the entire pipeline would have to run at a slower clock speed). So we
break the memory stage into two stages. So our pipeline consists of F-D-E-
M1-M2-W. Assume the two part memory stages use the same inﬁuts and
outputs as an unsplit memory stage, and they need the inputs (the address to
access and any value to store{ near the beginning of the memory part 1 stage
and only have outputs (any value loaded) near the end of the memory part
stage.

* Q4: Suppose the processor design change described above increases the
data cache hit rate from 90 to 99% for the programs being run, and a cache
miss costs 100 cycles. But this change also causes 10% of the instructions
the processor runs to take an extra cycle from stalling (because of a data
hazard involving the M2 stage) when previously no instructions required
stalling. Which of the following best describes how much the decision help or
hurt performance? |
* Original: 90% of instructions take 1 cycle; 10% take 100 cycles 39 70 OM/S
e So for Ninstructions, we need +.0*N*1 + 0.1*N*100=1+10=11 N
* New? /

[ON=[+0.3%0. 1Ny 100 = 1) = {4y



Quiz week 13, Q4

* Suppose we start with the 5-staged pipelined processor with forwarding and
branch prediction discussed in lecture, but make some modifications:

* We want a larger L1 data cache, whose access time doesn’t fit into one cycle.
(Or else the entire pipeline would have to run at a slower clock speed). So we
break the memory stage into two stages. So our pipeline consists of F-D-E-
M1-M2-W. Assume the two part memory stages use the same inﬁuts and
outputs as an unsplit memory stage, and they need the inputs (the address to
access and any value to store{ near the beginning of the memory part 1 stage
and only have outputs (any value loaded) near the end of the memory part
stage.

* Q4: Suppose the processor design change described above increases the
data cache hit rate from 90 to 99% for the programs being run, and a cache
miss costs 100 cycles. But this change also causes 10% of the instructions
the processor runs to take an extra cycle from stalling (because of a data
hazard involving the M2 stage) when previously no instructions required
stalling. Which of the following best describes how much the decision help or
hurt performance?

* Original: 90% of instructions take 1 cycle; 10% take 100 cycles

« So for N instructions, we need +0*N* 1+ 0 1N*100=(1+1O)N=1N L{/(/
+ New: 1.07N*1+0.01*N*100 + 0.1*N*1 = (1+1+. )N = 2
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TLB/cache access
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Networking — key concepts

* Mailbox model with acks (different versions of protocol, eg what’s
In the slides vs. what we did in lab)

* How simple mailbox model needs to be modified to deal with
disruptions in delivery (lost messages, reordered messages,
repeated messages) W\W {oo

* What the different network layers do

* How a message to a server name (e.g., portal.cs.virginia.edu) finds
the correct IP address

* How routers route packets from source to destination



Crypto key concepts

« Symmetric encryption ) deg lor encoqhon? Hhe

+ and MACs N e for, s P20 DosYT

* Asymmetric encryption pead L
- And signatures oend meseasy, == e g \r/ ;m# i M\ﬁw&

* And certificates and how certificate authorities prove validity of a party’s
public key (assuming you trustithe certificate)

* How replay/protocol attacks work and how to prevent them

° f‘\ﬁo@é@*
See also secure channels lab Seqin Ww% =) Mc«ﬂ\ﬂﬁw P buj
+ Diffie-Hellman and TLS 7 RN
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a threading race

#include <pthread.h>

#include <stdio.h>

void *print_message(void *ignored_argument) {
printf("In the thread\n");
return NULL;

int main() {
printf("About, to start thread\n");
pthread_t the_thread;
/* assume does not fail */
pthread_create(&the_thread, NULL, print_message, NULL);
printf("Doneystarting,thread\n");
return 0;

}
My machine: outputs In the thread about 4% of the time.



d race

returning from main exits the entire process (all its threads)
same as calling exit; not like other threads

race: main's return O or print_message's printf first?

> time

main: printf/pthread_create/printf/return

print_message: printf/return

return from main
ends all threads
in the process



fixing the race (version 1)

#include <pthread.h>
#include <stdio.h>
void *print_message(void *ignored_argument) {

int

printf("Inythe thread\n");
return NULL;

main() {

printf("About_ to start thread\n");

pthread_t the_thread;

/* missing: error checking */
pthread_create(&the_thread, NULL, print_message, NULL);
printf("Done,starting thread\n");
pthread_join(the_thread, NULL); /* WAIT FOR THREAD */
return 0;



pthread__join, pthread__exit

R = pthread_join(X, &P): wait for thread X, copies return
value into P

like waitpid, but for a thread

thread return value is pointer to anything

R = 0 if successful, error code otherwise

pthread_exit: exit current thread, returning a value

like exit or returning from main, but for a single thread
same effect as returning from function passed to pthread_create

10



sum example (only globals)

int values[1024]; 1int results[2];
void *sum_front(void *ignored_argument) {
int sum = 0;
for (int i = 0; i < 512; ++i) { sum += values[i]; }
results[0] = sum;
return NULL;
}
void *sum_back(void *ignored_argument) {
int sum = 0;
for (int i = 512; i < 1024; ++i) { sum += values[i]; }
results[1] = sum;
return NULL;

int sum_all() {
pthread_t sum_front_thread, sum_back_thread;
/* missing: error handling */
pthread_create(&sum_front_thread, NULL, sum_front, NULL);
pthread_create(&sum_back_thread, NULL, sum_back, NULL);

pthread_join(sum_front_thread, NULL); pthread_join(sum_back_thread, NULL);

return results[0] + results[1l];
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sum example (only globals)

int values[1024]; int resulq Values, results: global variables — shared
void *sum_front(void *ignored_argument) 1

int sum = 0;

for (int i = 0; i < 512; ++i) { sum += values[i]; }

results[0] = sum;

return NULL;

}

void *sum_back(void *ignored_argument) {
int sum = 0;
for (dint i
results([1]
return NULL;

512; i < 1024; ++i) { sum += values[i]; }
sum;

int sum_all() {
pthread_t sum_front_thread, sum_back_thread;
/* missing: error handling */
pthread_create(&sum_front_thread, NULL, sum_front, NULL);
pthread_create(&sum_back_thread, NULL, sum_back, NULL);
pthread_join(sum_front_thread, NULL); pthread_join(sum_back_thread, NULL);
return results[0] + results[1l];



sum exampl\_ fanlv aolahale)

int values[1024]; -n
void *sum fromt(void | NAPPeN to be the same except for some numbers

}

two different functions

int sum = 0;
for (int i = 0; i < 512; ++i) { sum += values[i]; }
results[0] = sum;

return NULL;

void *sum_back(void *ignored_argument) {

int

int sum = 0;
for (int i
results([1]
return NULL;

512; i < 1024; ++i) { sum += values[i]; }
sum;

sum_all() {

pthread_t sum_front_thread, sum_back_thread;

/* missing: error handling */

pthread_create(&sum_front_thread, NULL, sum_front, NULL);
pthread_create(&sum_back_thread, NULL, sum_back, NULL);
pthread_join(sum_front_thread, NULL); pthread_join(sum_back_thread, NULL);
return results[0] + results[1l];

13



sum values returned from threads
via global array instead of return value
jgfdvilﬂ (partly to illustrate that memory is shared,
int partly because this pattern works when we don'’t join (later))

results[0] = sum;
return NULL;
}
void *sum_back(void *ignored_argument) {
int sum = 0;
for (int i = 512; i < 1024; ++i) { sum += values[i]; }
results[1] = sum;
return NULL;

int sum_all() {
pthread_t sum_front_thread, sum_back_thread;
/* missing: error handling */
pthread_create(&sum_front_thread, NULL, sum_front, NULL);
pthread_create(&sum_back_thread, NULL, sum_back, NULL);
pthread_join(sum_front_thread, NULL); pthread_join(sum_back_thread, NULL);
return results[0] + results[1l];

13



thread__sum memory layout

Used by OS

main thread stack

sum_front_thread stack

sum_back_thread stack

Heap / other dynamic

Code / Data

OxFFFF FFFF FFFF FFFF
OxFFFF 8000 0000 0000

OXTF..

values, results (global)

OX0000 0000 0040 0000
14



thread__sum memory layout

Used by OS

OxFFFF FFFF FFFF FFFF

OxFFFF 8000 0000 0000

OXTF..

main thread stack

sum__front thread

PC

sum_front_thread stack

sum_back_thread stack

registers

sum__back thread

PC

Heap / other dynamic

values, results (global)

Code / Data

v

registers

sum__back

E sum

_front
Ox00VWY TLWVLY 0040 OOOO
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sum example (to global, with thread IDs)

int values[1024];
int results[2];
void *sum_thread(void *argument) {
int id = (int) argument;
int sum = 0;
for (int i = 4d * 512; i < (id + 1) * 512; ++1) {
sum += values[i];
}

results[id] = sum;
return NULL;

int sum_all() {
/* missing: error handling */
pthread_t thread[2];
for (int i = 0; i < 2; ++1) {
pthread_create(&threads[i], NULL, sum_thread, (void *) 1);
}
for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);
return results[0] + results[1];



sum example (to global, with thread IDs)

int
int

void *sum_thread(void *argume

int

values[1024]; .
results[2]; values, results: global variables — shared

int id = (int) argument;

int sum = 0;

for (int i = 4d * 512; i < (id + 1) * 512; ++1) {
sum += values[i];

}

results[id] = sum;
return NULL;

sum_all() {
/* missing: error handling */
pthread_t thread[2];
for (int i = 0; i < 2; ++1) {
pthread_create(&threads[i], NULL, sum_thread, (void *) 1);
}
for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);
return results[0] + results[1];
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sum example (info struct)

int values[1024];
struct ThreadInfo {
int start, end, result;

}s
void *sum_thread(void *argument) {
struct ThreadInfo *my_info = (struct ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) { sum += values[i]; }
my_info->result = sum;
return NULL;
}

int sum_all() {

pthread_t thread[2]; struct ThreadInfo info[2];

for (int i = 0; i < 2; ++i) {
info[i].start = i*512; +dinfo[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, &info[i]);

}

for (int i = 0; i < 2; ++i) { pthread_join(threads[i], NULL); }

return info[0@].result + info[l].result;

16



sum example (info struct)

int values[1024]; | yalyes: global variable — shared
struct ThreadInfo

int start, end, result;

}s
void *sum_thread(void *argument) {
struct ThreadInfo *my_info = (struct ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) { sum += values[i]; }
my_info->result = sum;
return NULL;
}

int sum_all() {

pthread_t thread[2]; struct ThreadInfo info[2];

for (int i = 0; i < 2; ++i) {
info[i].start = i*512; +dinfo[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, &info[i]);

}

for (int i = 0; i < 2; ++i) { pthread_join(threads[i], NULL); }

return info[0@].result + info[l].result;



sum example (info struct)

int values[1024];
struct ThreadInfo {
int start, end, result;

};

void *sum_thread(void *argument) {
struct ThreadInfo *my_-info = _(struct ThreadInfo *) arsument:
int sum = 0; . . . )
for (int i > my_info-sstart; | My—info: pointer to sum_all’s stack |
my_info->result = sum; only okay because sum_all waits!
return NULL; —

}

int sum_all() {

pthread_t thread[2]; struct ThreadInfo info[2];

for (int i = 0; i < 2; ++i) {
info[i].start = i*512; +dinfo[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, &info[i]);

}

for (int i = 0; i < 2; ++i) { pthread_join(threads[i], NULL); }

return info[0@].result + info[l].result;



sum example (info struct)

int values[1024];
struct ThreadInfo {
int start, end, result;

}s
void *sum_thread(void *argument) {
struct ThreadInfo *my_info = (struct ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) { sum += values[i]; }
my_info->result = sum;
return NULL;
}

int sum_all() {

pthread_t thread[2]; struct ThreadInfo info[2];

for (int i = 0; i < 2; ++i) {
info[i].start = i*512; +dinfo[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, &info[i]);

}

for (int i = 0; i < 2; ++i) { pthread_join(threads[i], NULL); }

return info[0@].result + info[l].result;

16



thread_sum memory layout (info struct)

Used by OS

——mrai—thread-stack——

threads[0] stack

threads[1] stack

Heap / other dynamic

Code / Data

OxFFFF FFFF FFFF FFFF

OxFFFF 8000 0000 0000

OXTF...

info array
my__info j
my__info

values (global)

Ox0000 0000 0040 0000

17



sum example (to main stack)

struct ThreadInfo { int *values; int start; int end; int result };
void *sum_thread(void *argument) {
ThreadInfo *my_info = (ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) {
sum += my_info->values[i];
}

my_info->result = sum;
return NULL;

int sum_all(int *values) {

ThreadInfo info[2]; pthread_t thread[2];

for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, (void *) &info[i]);

}

for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);

return info[0@].result + info[l].result;



sum example (to main stack)

struct ThreadInfo { int *values; int start; int end; int result };
void *sum_thread(void *argument) {
ThreadInfo *my_info = (ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) {
sum += my_info->values[i];
}

my_info->result = sum;
return NULL;

int sum_all(int *values) {

ThreadInfo info[2]; pthread_t thread[2];

for (int i = 0; i < 2; ++i) {
info[i].values = values; +info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, (void *) &info[i]);

}

for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);

return info[0@].result + info[l].result;



sum example (to main stack)

struct ThreadInfo { int *values; int start; int end; int result };
void *sum_thread(void *argument) {
ThreadInfo *my_info = (ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) {
sum += my_info->values[i];
}

my_info->result = sum;
return NULL;

int sum_all(int *values) {

ThreadInfo info[2]; pthread_t thread[2];

for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, (void *) &info[i]);

}

for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);

return info[0@].result + info[l].result;



sum example (to main stack)

struct ThreadInfo { int *values; int start; int end; int result };
void *sum_thread(void *argument) {
ThreadInfo *my_info = (ThreadInfo *) argument;
int sum = 0;
for (int i = my_info->start; i < my_info->end; ++i) {
sum += my_info->values[i];
}

my_info->result = sum;
return NULL;

int sum_all(int *values) {

ThreadInfo info[2]; pthread_t thread[2];

for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&threads[i], NULL, sum_thread, (void *) &info[i]);

}

for (int i = 0; i < 2; ++1)
pthread_join(threads[i], NULL);

return info[0@].result + info[l].result;



program memaory

Used by OS

first thread stack

second thread stack

Heap / other dynamic

Code / Data

(to main stack)

OxFFFF FFFF FFFF FFFF

OxFFFF 8000 0000 0000

A array == values (stack? heap?)
my__info j
my.__info

Ox0000 0000 0040 0000
19



sum example (on heap)

struct ThreadInfo { pthread_t thread; int *values; int start; 1int end; int result
void *sum_thread(void *argument) {

}

struct ThreadInfo *start_sum_all(int *values) {
struct ThreadInfo *info = calloc(2, sizeof(struct ThreadInfo));
for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&info[i].thread, NULL, sum_thread, (void *) &info[i]);
}

return info;

int finish_sum_all(ThreadInfo *info) {
for (int i = 0; i < 2; ++1)
pthread_join(info[i].thread, NULL);
int result = info[0@].result + 1info[l].result;
free(info);
return result;



sum example (on heap)

struct ThreadInfo { pthread_t thread; int *values; int start; 1int end; int result
void *sum_thread(void *argument) {

}

struct ThreadInfo *start_sum_all(int *values) {
struct ThreadInfo *info = calloc(2, sizeof(struct ThreadInfo));
for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&info[i].thread, NULL, sum_thread, (void *) &info[i]);
}

return info;

int finish_sum_all(ThreadInfo *info) {
for (int i = 0; i < 2; ++1)
pthread_join(info[i].thread, NULL);
int result = info[0@].result + 1info[l].result;
free(info);
return result;



sum example (on heap)

struct ThreadInfo { pthread_t thread; int *values; int start; 1int end; int result
void *sum_thread(void *argument) {

}

struct ThreadInfo *start_sum_all(int *values) {
struct ThreadInfo *info = calloc(2, sizeof(struct ThreadInfo));
for (int i = 0; i < 2; ++i) {
info[i].values = values; info[i].start = i*512; -+info[i].end = (i+1)*512;
pthread_create(&info[i].thread, NULL, sum_thread, (void *) &info[i]);
}

return info;

int finish_sum_all(ThreadInfo *info) {
for (int i = 0; i < 2; ++1)
pthread_join(info[i].thread, NULL);
int result = info[0].result + info[l].result;
free(info);
return result;



thread_sum memory (heap version)

Used by OS

main thread stack

first thread stack

second thread stack

:==F*EEH5=7535¥*R§F=diﬁ?a?¥ﬁ¥F==

Code / Data

OxFFFF FFFF FFFF FFFF

OxFFFF 8000 0000 0000

OXTF..

my__info

my.__info

info array ==———= values (stack? heap?)

Ox0000 0000 0040 0000

21



what’s wrong with this?

/* omitted: headers */

void *create_string(void *ignored_argument) {
char string[1024];
ComputeString(string);
return string;

}

int main() {
pthread_t the_thread;
pthread_create(&the_thread, NULL, create_string, NULL);
char *string_ptr;
pthread_join(the_thread, (void**) &string_ptr);
printf("string,isy%s\n", string_ptr);

22



program memaory

Used by OS

main thread stack

second thread stack

third thread stack

Heap / other dynamic

Code / Data

OxFFFF FFFF FFFF FFFF
OxFFFF 8000 0000 0000

OXTEF..

dynamically allocated stacks
char stringl[] allocated here
string_ptr pointed to here

..stacks deallocated when
threads exit/are joined

OXO000 0000 0040 0000 ’3



program memaory

Used by OS

main thread stack

second thread stack

third thread stack

Heap / other dynamic

Code / Data

OxFFFF FFFF FFFF FFFF
OxFFFF 8000 0000 0000

OXTEF..

dynamically allocated stacks
char stringl[] allocated here
string_ptr pointed to here

..stacks deallocated when
threads exit/are joined

OXO000 0000 0040 0000 ’3



thread joining
pthread_join allows collecting thread return value

if you don't join joinable thread, then memory leak!

24



thread joining
pthread_join allows collecting thread return value

if you don't join joinable thread, then memory leak!

avoiding memory leak?
always join...or

“detach” thread to make it not joinable

24



pthread__detach

void *show_progress(void * ...) { ... }
void spawn_show_progress_thread() {
pthread_t show_progress_thread;
pthread_create(&show_progress_thread, NULL,
show_progress, NULL);

/* instead of keeping pthread_t around to join thread later: */
pthread_detach(show_progress_thread) ;
}

int main() {
spawn_show_progress_thread() ;

do_othel detach = don't care about return value, etc.
} system will deallocate when thread terminates

25



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;

}

Consume () {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;

51



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

rule: never touch buffer
without acquiring lock

otherwise: what if two threads
simultaneously en/dequeue?
(both use same array/linked list entry?)
(both reallocate array?)

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
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unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock) ;
buffer.enqueue(item);

pthread_cond_signal(&data_ready); -
pthread_mutex_unlock(&lock); check if not empty
} .
Consume() T if so, dequeue
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock); Okay because have lock

} < other threads cannot dequeue here
item = buffer.dequeue(); q

pthread_mutex_unlock(&lock) ;
return item;



unbounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready;
UnboundedQueue buffer;

Produce(item) {

EE?;E?%::EEL‘;}?EES‘TOCk); wake one Consume thread
. J . ., .

pthread_cond_signal(&data_ready) ; ¢+———— jf any are waiting
pthread_mutex_unlock(&lock) ;

}

Consume() {
pthread_mutex_lock(&lock) ;
while (buffer.empty()) {

pthread_cond_wait(&data_ready, &lock);

item = buffer.dequeue();
pthread_mutex_unlock(&lock) ;
return item;
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bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;
}
Consume () {
pthread_mutex_lock(&lock);
while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock);
}

item = buffer.dequeue();
pthread_cond_signal(&space_ready);
pthread_mutex_unlock(&lock);
return item;

53



bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pthread_cond_signal(&data_ready);
pthread_mutex_unlock(&lock) ;
}
Consume () {
pthread_mutex_lock(&lock);
while (buffer.empty()) {
pthread_cond_wait(&data_ready, &lock);
}

item = buffer.dequeue();
pthread_cond_signal (&space_ready);
pthread_mutex_unlock(&lock);
return item;
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bounded buffer producer/consumer

pthread_mutex_t lock;
pthread_cond_t data_ready; pthread_cond_t space_ready;
BoundedQueue buffer;
Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
nthread caond sional (Rdata readwv) -

correct (but slow?) to replace with:
pthread_cond_broadcast (&space_ready) ;

(just more “spurious wakeups”)
pthread_cond_wa1t(&jrta_ready, %TocK);

}
item = buffer.dequeue();
pthread_cond_signal (&space_ready);
pthread_mutex_unlock(&lock);
return item;



bounded buffer producer/consumer

pthread_mutex_t lock;

pthread_cond_t data_ready; pthread_cond_t space_ready;

BoundedQueue buffer;

Produce(item) {
pthread_mutex_lock(&lock);
while (buffer.full()) { pthread_cond_wait(&space_ready, &lock); }
buffer.enqueue(item);
pthread_cond_signal(&data_ready) ; correct but slow to replace
pthread_mutex_unlock (&lock) ; data_ready and space_ready

} with ‘combined’ condvar ready

Consume () {
pthread_mutex_lock(&lock); and use broadcast

while (buffer.empty()) { (just more “spurious wakeups”)
pthread_cond_wait(&data_ready, &lock])j

}

item = buffer.dequeue();
pthread_cond_signal(&space_ready);
pthread_mutex_unlock(&lock);
return item;
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monitor pattern

pthread_mutex_lock(&lock) ;
while (!condition A) {
pthread_cond_wait(&condvar_for_A, &lock);
+
... /* manipulate shared data, changing other conditions */
if (set condition A) {
pthread_cond_broadcast(&condvar_for_A);
/* or signal, if only one thread cares */

}
if (set condition B) {

pthread_cond_broadcast(&condvar_for_B);
/* or signal, if only one thread cares */

}

pthread_mutex_unlock(&lock) 54



monitors rules of thumb
never touch shared data without holding the lock

keep lock held for entire operation:
verifying condition (e.g. buffer not full) up to and including
manipulating data (e.g. adding to buffer)

create condvar for every kind of scenario waited for
always write /oop calling cond_wait to wait for condition X

broadcast/signal condition variable every time you change X
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monitors rules of thumb

never touch shared data without holding the lock

keep lock held for entire operation:
verifying condition (e.g. buffer not full) up to and including
manipulating data (e.g. adding to buffer)

create condvar for every kind of scenario waited for
always write /oop calling cond_wait to wait for condition X

broadcast/signal condition variable every time you change X

correct but slow to..
broadcast when just signal would work
broadcast or signal when nothing changed
use one condvar for multiple conditions 55



reader/writer problem
some shared data
only one thread modifying (read+write) at a time

read-only access from multiple threads is safe
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reader/writer problem
some shared data
only one thread modifying (read+write) at a time

read-only access from multiple threads is safe

could use lock — but doesn’t allow multiple readers
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reader/writer locks
abstraction: lock that distinguishes readers/writers

operations:
read lock: wait until no writers
read unlock: stop being registered as reader
write lock: wait until no readers and no writers
write unlock: stop being registered as writer

61



reader/writer locks
abstraction: lock that distinguishes readers/writers

operations:
read lock: wait until no writers
read unlock: stop being registered as reader
write lock: wait until no readers and no writers
write unlock: stop being registered as writer
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pthread rwlocks

pthread_rwlock_t rwlock;
pthread_rwlock_1init(&rwlock, NULL /* attributes */);

pthread_rwlock_rdlock(&rwlock) ;
.. /* read shared data */
pthread rwlock_unlock (&rwlock) ;

pthread_rwlock_wrlock (&rwlock);
. /* read+write shared data */
pthread rwlock_unlock (&rwlock) ;

pthread_rwlock_destroy(&rwlock) ;

Before pthread rwlocks, you used to have to implement these protocols using
condvars, ensuring one reader at a time; no writers concurrent with readers; the last
reader out signaled a waiting writer; and when a writer departed, it broadcast to all the
waiting readers
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