virtual memory 3



changelog

13 Feb 2023: two-level page tables: replace wrong 0x300-0x300
with 0x300-0x3FF



last time
dividing addresses into page number (PN) + page offset (PO)

storing page tables in memory
represent page table entry (row) as integer
array of those integers
page table base register = start of address

(1-level) page table lookup

access entry from memory at (PTBR + virtual PN X entry size)
array lookup

check valid bit/etc. in entry
use physical page number from entry combined with page offset
access memory at that location

(started) multi-level page tables
tree-like structure



huge page tables
huge virtual address spaces!

impossible to store PTE for every page

how can we save space?



Heap / other dynamic

Writable data

Code + Constants

most pages are invalid



saving space
basic idea: don’t store (most) invalid page table entries

use a data structure other than a flat array
want a map — lookup key (virtual page number), get value (PTE)

options?
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saving space
basic idea: don’t store (most) invalid page table entries

use a data structure other than a flat array
want a map — lookup key (virtual page number), get value (PTE)

options?

hashtable
actually used by some historical processors
but never common

tree data structure
but not quite a search tree



search tree tradeoffs

lookup usually implemented in hardware

lookup should be simple
solution: lookup splits up address bits (no complex calculations)

lookup should not involve many memory accesses

doing two memory accesses is already very slow
solution: tree with many children from each node

(far from binary tree's left/right child)



two-level page tables
two-level page tables for 65536 pages (16-bit VPN; 256 entries/table)

PTE for VPN 0x008—>
PTE for VPN 0x01
first-level page table PTE for VPN 0x02

for VPN 0x0-OxFF 4

second-level page tables

PTE for VPN 0x03

for VPN 0x100-0Ox1FF

IPTE for VPN OxFF |

for VPN 0x200-0x2FF

»PTE for VPN 0x300

for VPN 0x300-0x3FF

lfor VPN 0xFF00-OxFFFF |

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

I~=—r—r— N\ IR —~ ~r—r— |

actual data for p
(if PTE valid)



two-level page tables
two-level page tables for 65536 pages (16-bit VPN; 256 entries/table)

PTE for VPN 0x008—>
PTE for VPN 0x01
first-level page table PTE for VPN 0x02

for VPN 0x0-OxFF 4

second-level page tables

PTE for VPN 0x03

for VPN 0x100-0x1FF X

actual data for p
(if PTE valid)

for VPN 0x200-0x2FF X

invalid entries represent big holes

»PTE for VPN 0x300

for VPN 0x300-0x3FF

lfor VPN 0xFF00-OxFFFF |

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

I~=—r—r— N\ IR —~ ~r—r— |



two-level page tables

two-level page t

L~ first-level pag

for VPN 0x0-0xH
for VPN 0x100-(
for VPN 0x200-(
for VPN 0x300-(

lfor VPN 0xFFQO0

hles for ARR3A naces (1A-hit \VPN- 2RA pn’rripq/‘rnhlp)

first-level page table

VPN range

OX0000-0XxOOFF
OXx0100-0xO1FF
Ox0200-0x02FF
OXx0300-0xO3FF
Ox0400-0x04FF

OxFFOO-OXFFFF

valid

physical page #
(of next page table)

d)

0x22343

OX00000

OX00000

0x33454

PR ook

OXFFO43

1

OxFFO45

[PTE for VPN Ux303 ]|

I~=—r—r—

N\ IR —~ ~r—r— |

for p
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two-level page t
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two-level page tables

two-level page tables for 65

first-level page table

for VPN 0x0-OxFF 1
for VPN 0x100-Ox1FF X
for VPN 0x200-0x2FF X

36 naces (16-hit VPN- 256 entries/table

for VPN 0x300-0x3FF

lfor VPN OxFF00-OxFFFF |

a second-level page table
physical page #

VPN valid (of data)

Ox300 | 0 1 |0x42443
Ox301| O 1 |0x4A9DE
0x302| 0O 1 |0x5C001
Ox303| 0 1 |0x00000
Ox304 | 0O 1 |0x6C223
OX3FF | - 1 |Ox00000

[PTE for VPN Ux303 ]|

o*
o
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* N N\ IR —~ ~r—r— |

or p
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36 naces (16-hit VPN- 256 entries/table

for VPN 0x300-0x3FF

lfor VPN OxFF00-OxFFFF |

a second-level page table
physical page #

VPN valid (of data)

Ox300 | 0 1 |0x42443
Ox301| O 1 |0x4A9DE
Ox302| 0O 1 |0x5C001
Ox303| 0 1 |0x00000
Ox304 | 0O 1 |0x6C223
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two-level page tables
two-level page tables for 65536 pages (16-bit VPN; 256 entries/table)

PTE for VPN 0x008—>
PTE for VPN 0x01
first-level page table PTE for VPN 0x02

for VPN 0x0-OxFF 4

second-level page tables

PTE for VPN 0x03

for VPN 0x100-0Ox1FF X

IPTE for VPN OxFF |

for VPN 0x200-0x2FF X

»PTE for VPN 0x300

for VPN 0x300-0x3FF

lfor VPN 0xFF00-OxFFFF |

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

I~=—r—r— N\ IR —~ ~r—r— |

actual data for p
(if PTE valid)



two-level page table lookup

virtual address
111 0101 01 00 1011 00J00 1101 1111\

VPN — split into two parts (one per level)

this example: parts equal sized — common, but not required



two-level page table lookup

page table virtual address

base register 375767 0 1011 00 00 1101 1111]
]

&oooo




two-level page table lookup

page table virtual address

base register 375767 0 1011 00 00 1101 1111]
&OOOO cause fault?

Y
X
PTE | | valid, etc?
size yy
Y lit
spli
ﬂ PTE parts
Ist PTE 1 |
addr. -
v physical address

memory (really cache)




two-level page table lookup

page table virtual address

base register 175157 07 00 1011 0000 T101 1111]
| 10000 cause fault?

Y Y
X X
PTE | | valid, etc? PTE
size yy phys phys | size
page addr
\4 lit : X :
spli P F,
— ﬂ PTE parts | i?zg:
Ist PTE 1 2nd PTE |
addr. addr. .
" physical address

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase register 7975767 01 00 10|11 00 00 1101 1111]
&OOOO cause fault? cause fault?
:Z Y
X
PTE | | valid, etc? pTE | | valid, etc?
Size J\ phys phys | size J\
page addr
l] split P x : split
> PTE parts | if‘zg: ’F PTE parts
Ist PTE 1 2nd PTE 1
ddr. addr. [1101 0011- 11
¥ physicaladdress

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase reg'Sterlll 0101 01 00 10|11 T S — .
&OOOO cause fault? cause fault? '
:Z Y
X
PTE | | valid, etc? pTE | | valid, etc?
Size J\ phys phys | size J\
page addr
l] split P x : split
> PTE parts | ifzg: ’F PTE parts ;
yy Jy A4
1Satd;’TE Q“ddg’TE [1101 0011 11 00 1101 1111]
Ir. a r.
¥ physicaladdress

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase reg'Sterlll 0101 01 00 10|11 T S — .
&OOOO cause fault? cause fault? '
:Z Y
X
PTE | | valid, etc? pTE | | valid, etc?
Size J\ phys phys | size J\
page addr
l] split P x : split
> PTE parts | ifzg: ’F PTE parts ;
yy Jy A4
1st PTE 2nd PTE [1101 0011 11 00 1101 1111]
addr. addr. 3
17 ¥ physmal‘address

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase reg'Sterlll 0101 01 00 10|11 T S — :
&OOOO cause fault? cause fault? '
== SEEbbbt S : Y
X l x
(| PTE | | valid, etc? | pTE | | valid, etc?
|| S1z€ J\ phys phys | size J\
l page addr
L lit ¥ X 5 ¢ split
‘ sp Ly
1) | PTE parts [T P ’ PTE parts :
. MstpTE - ‘ nd PTE 4 Y
first-level page table lookup addr. 1101 0011 11 00 1101 1111]
Y | ¥ physicalyaddress

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase reg'Sterlll 0101 01 00 10|11 T S — .
&OOOO cause fault? cause fault? ;
X : |
PTE | | valid, etc? | pTE | | valid, etc? |,
sibde J\ phys phys ' | size J\ 1
page addr ! l
l] split e P split }
> PTE parts | ifzg: | ’F PTE parts _l ;
Tst PTE 4 2ed PTE[ - Frs i!
S dr, second-level page table lookup 001101 1111
* \ | puyama"address

memory (really cache)




two-level page table lookup

page talble virtual address
base reg'Sterlll 0101 01 00 10|11 T S — .
&OOOO cause fault? cause fault? :
| — A ain ; . A
| X : | % }
(| PTE | | valid, etc? | i pTE | | valid, etc? |,
|| size 7y phys phys' | size JY 1
} page addr ! 1
! Y K [ X i R !
| split . P split }
| ] |pre parts [ | P2&= ] |pre parts ! _
! LT ___ I_____ ! P r____. Y
Ist F . 2
. first-level B second-level L01 0011 11 00 1101 1111]
¥ | ¥ | physicalyaddress

memory (really cache)




two-level page table lookup

bpage talble virtual address
ase reg'Sterlll 0101 01 00 10|11 T S — :
&OOOO cause fault? cause fault? :
Y v
>< . 1
PTE have physical page number i etc?
>2€ | need address of first byte of page ¥
! w || <] it
spli P : spli
> ﬂ PTE parts | psfzgee ’ PTE parts _
p\ Py A4
1st PTE 2nd PTE [1101 0011 11 00 1101 1111]
addr. addr. -
v physicaladdress

memory (really cache)




two-level page table lookup

page talble virtual address
base reg'Sterlll 0101 01 00 10|11 T S — :
&OOOO cause fault? cause fault? :
B sl SRR e T PP EE TRy Ty 3
1 " 1
g = % 1
+| PTE | | valid, etc? pTE | | valid, etc? E
g s'Z¢ J\ phys phys | size J\ '
i page addr 1
D split : X : split :
: p L . 1
':’B] PTE parts | if‘zg: ' PTE parts | ;
Mt PTE|" """ I REEE “=-Tond PTE """ 4 1357 -
ddr. MMU addr. [1101 0011- 11 00 1101 1111]
¥ physicalyaddress

memory (really cache)




another view

page table entry —‘

»

second-level
page table

physical page

VPN part 1 VPN part 2 page offset
first-level
i page table L page table entry :

-

Y

page table base register

10



multi-level page tables

VPN split into pieces for each level of page table

top levels: page table entries point to next page table
usually using physical page number of next page table

bottom level: page table entry points to destination page

validity checks at each level

11



x86-64 page table splitting

48-bit virtual address

12-bit page offset (4KB pages)

36-bit virtual page number, split into four 9-bit parts

page tables at each level: 2” entries, 8 bytes/entry
deliberate choice: each page table is one page

12



note on VPN splitting

indexes used for lookup parts of the virtual page number
(there are not multiple VPNs)

13



emacs.exe

Emacs (run by user mst3k)

Used by OS

Stack

Heap / other dynamic

Writable data

emacs.exe (Code + Constants)

14



emacs.exe

Emacs (run by user mst3k)

Used by OS

Stack

Heap / other dynamic

Writable data

emacs.exe (Code + Constants)

0S’s memory

14



emacs (two copies)

Emacs (run by user mst3k)

Used by OS

Emacs (run by user xyz4w)

Used by OS

Stack

Stack

Heap / other dynamic

Writable data

Heap / other dynamic

emacs.exe (Code + Constants)

Writable data

emacs.exe (Code + Constants)

15



emacs (two copies)

Emacs (run by user mst3k)

Used by OS

Emacs (run by user xyz4w)

Used by OS

Stack

Stack

Heap / other dynamic

Writable data

Heap / other dynamic

Writable data

emacs.exe (Code + Constants)

emacs.exe (Code + Constants)

same data?

15



two copies of program

would like to only have one copy of program

what if mst3k's emacs tries to modify its code?

would break process abstraction:
“illusion of own memory"

16



permissions bits

page table entry will have more permissions bits

can access in user mode?
can read from?

can write to?

can execute from?

checked by MMU like valid bit
page table (logically)

virtual page # valid? user? write? exec? physical page #

0000 00000 0 0] 0] 00 OO0 OO0
0000 0001 1 1 1 0 10 0010 0110
0000 0010 __1 1 1 0 00 000 1100
0000 OOll 1 1 0] 1 11 0000 0011
1111 llllI I 1 o T 1 T 0 Jo011101000 |

17



assignment (1)
translate() + page_allocate()

page table where “physical” addresses = your program addresses
and virtual addreses = your function arguments

allocate memory with posix_memalign

fill in multi-level page table structure

also: code style, Makefile, README, LICENSE

18



assignment (2)

multiple deadlines, most points in last

code review in lab + fixup time after

LICENSE
want you to understand — “free” code has conditions
not a law class — I'm not qualified to say what conditions are legally

enforceable, etc.

understanding expectations authors have about how code should/should
not be used

many things | would do without legal requirements

19



space on demand

Program Memory

Used by OS

Stack

Heap / other dynamic

Writable data

Code + Constants

20



space on demand

Program Memory

Used by OS

used stack space (12 KB)

Stack

Heap / other dynamic

Writable data

Code + Constants

wasted space? (huge??)

20



space on demand

Program Memory

Used by OS

used stack space (12 KB)

Stack

—

OS would like to allocate space only if needed

Hea

J/ OLHCT Uyliattic

Writable data wasted space? (huge??)

Code + Constants

20



allocating space on demand

%rsp = OX7TFFFCO00

// requires more stack space
A: pushqg %rbx

B: movqg 8(%rcx), %rbx
C: addq %rbx, %rax

VPN

Hclolololok
X X X X X
SNENENENEN
T
T
T
MMOOW

valid?

physical

page

9

Ox200D

Ox

1234

Ox

1234

Ox]

(234

N~NOOMm™m

21



allocating space on demand
%rsp = OX7TFFFCO00

VPN

// requires more stack space

A: pushg ’°—>rbx page fault! OX7FFFB
OXTFFFC

B: movqg 8(%rcx), %rbx Ox7FFFD

C: addq %rbx, %rax OX7TFFFE
OX7TFFFF

pushq triggers exception
hardware says “accessing address OX7FFFBFF8"
OS looks up what's should be there — “stack”

valid?

physical

page

0]

Ox200D

Ox

1234

Ox

1234

Ox]

(234

N~

21



allocating space on demand
%rsp = OX7TFFFCO00

hysical
L . VPN valid? Eaée
requires, more Sstac Space
Aipusha %rbx | restarted OX7FFFB [ 1 Ox200D8
o OXTFFF 1 |Ox2
B: movq 8(%rcx), %rbx OxT7FFFD Ox] 234_@
C: addq %rbx, %rax OXTFFFE 0x12347
e OXTFFFF 0x12345

in exception handler, OS allocates more stack space
OS updates the page table
then returns to retry the instruction

21



allocating space on demand
note: the space doesn’t have to be initially empty

only change: load from file, etc. instead of allocating empty page
loading program can be merely creating empty page table

everything else can be handled in response to page faults
no time/space spent loading/allocating unneeded space

22



mmap

Linux/Unix has a function to “map” a file to memory

int file = open("somefile.dat", O_RDWR);

// data i1s region of memory that represents file
char *data = mmap(..., file, 0);

// read byte 6 from somefile.dat
char seventh_char = data[6];

// modifies byte 100 of somefile.dat
data[100] = 'x';
// can continue to use 'data' like an array

23



swapping almost mmap

access mapped file for first time, read from disk
(like swapping when memory was swapped out)

write “mapped” memory, write to disk eventually
(like writeback policy in swapping)
use “dirty” bit

extra detail: other processes should see changes
all accesses to file use same physical memory

24



Linux maps: list of maps

$ cat /proc/self/maps

00400000—-0040b000 r—xp 00000000 08:01 48328831
00602000—-0060b0OO r—p 00002000 08:01 48328831
0060b000—-0060c000 rw—p 0000bOOO 08:01 48328831
01974000—-01995000 rw—p 00000000 00:00 O

7f60c718b00O—-7f60c7490000
7f60c7490000—-7f60c764€000
7f60c764e000—-7f60c784e000
7f60c784e000—-7f60c7852000
7f60c7852000—-7f60c7854000
7f60c7854000—-7f60c7859000
7f60c7859000—-7f60c787c000
7f60c7a39000—-7f60c7a3bo00O
7f60c7a7af00—-7f60c7a7b000O
7f60c7a7b000—-7f60c7a7c000
7f60c7a7cO00—-7f60c7a7doOOO
7f60c7a7dOOO—-7f60Cc7a7e000
7ffc5d2b2000—-7ffc5d2d3000
7ffc5d3b000O—-7ffc5d3b3000
7ffc5d3b3000—-7ffc5d3b5000

—>p
r—xp
—P
r—p
rw—p
rw—p
r—xp
rw—p
rw—p
—p
rw—p
rw—p
rw—p
—p
r—xp

00000000 08:01
00000000 08:01
001be000® 08:01
001be000 08:01
001c2000 08:01
00000000 00:00
00000000 08:01
00000000 00:00
00000000 00:00
00022000 08:01
00023000 08:01
00000000 00:00
00000000 00:00
00000000 00:00
00000000 00:00

77483660
96659129
96659129
96659129
96659129
0
96659109
0
0
96659109
96659109
0
0
0
0

/bin/cat

/bin/cat

/bin/cat

[heap]
/usr/lib/locale/locale—archive
/lib/x86_64—1inux—gnu/libc—2.1
/1ib/x86_64—1inux—gnu/libc—2.1
/lib/x86_64—1inux—gnu/libc—2.1
/lib/x86_64—1inux—gnu/libc—2.1

/1lib/x86_64—linux—gnu/1ld—2.19.
/1ib/x86_64—1inux—gnu/1d—2.19.
/1ib/x86_64—1inux—gnu/1d—2.19.:
[stack]

[vvar]
[vdso]

ffffffffffeooooo—ffffffffff601000 r—xp 00000000 00:00 O [vsyscall]

25



Linux

maps: list of maps

$ cat /proc/self/maps

00400000—0040b000 r—xp 00000000 08:01 48328831 /bin/cat
0060a000—0060b0OO_r—p 00002000 _08:01 48328331 bin/cat
0060b0OO— . .
019740004 OS tracks list of struct vm_area_struct with:
7f60c718bd H H .

Pacr 8 (shc?wn in this output):

7feoc7esed  virtual address start, end

7f60c784¢e0 o

7f60c78526 permissions

7f60c78540 . . . .

7teecrssed  Offset in backing file (if any)

r1eocra3sd  pointer to backing file (if any)

7f60c7a7bg

7f60c7a7cy

7f60c7a7de (not shown);

7ffc5d2b2d . . .

7ffcsdsbod  info about sharing of non-file data

7ffc5d3b3e

FFFFFFFfFfe00000—fFFfFFfFff601000 r—xp 00000000 00:00 0 [vsyscall]

cale—archive
gnu/libc—2.1
gnu/libc—2.1
gnu/libc—2.1
gnu/libc—2.1

gnu/1d—2.19.:

gnu/1d—2.19.
gnu/1d—2.19.:

25



page tricks generally
deliberately make program trigger page/protection fault

but don’t assume page/protection fault is an error

have seperate data structures represent logically allocated memory
e.g. “addresses OX7TFFF8000 to OX7TFFFFFFFF are the stack”

page table is for the hardware and not the OS

26



hardware help for page table tricks

information about the address causing the fault

e.g. special register with memory address accessed
harder alternative: OS disassembles instruction, look at registers

(by default) rerun faulting instruction when returning from
exception

precise exceptions: no side effects from faulting instruction or after

e.g. pushq that caused did not change %rsp before fault
e.g. can't notice if instructions were executed in parallel

27



swapping
early motivation for virtual memory: swapping

using disk (or SSD, ...) as the next level of the memory hierarchy
how our textbook and many other sources presents virtual memory

OS allocates program space on disk
own mapping of virtual addresses to location on disk

DRAM is a cache for disk

28



swapping
early motivation for virtual memory: swapping

using disk (or SSD, ...) as the next level of the memory hierarchy
how our textbook and many other sources presents virtual memory

OS allocates program space on disk
own mapping of virtual addresses to location on disk

DRAM is a cache for disk
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swapping components

“swap in" a page — exactly like allocating on demand!
OS gets page fault — invalid in page table
check where page actually is (from virtual address)
read from disk
eventually restart process

“swap out” a page
OS marks as invalid in the page table(s)
copy to disk (if modified)

29



HDD/SDDs are slow

HDD reads and writes: milliseconds to tens of milliseconds

minimum size: 512 bytes
writing tens of kilobytes basically as fast as writing 512 bytes

SSD writes and writes: hundreds of microseconds
designed for writes/reads of kilobytes (not much smaller)
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HDD/SDDs are slow

HDD reads and writes: milliseconds to tens of milliseconds

minimum size: 512 bytes
writing tens of kilobytes basically as fast as writing 512 bytes

SSD writes and writes: hundreds of microseconds
designed for writes/reads of kilobytes (not much smaller)
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swapping timeline

program A pages program B page
L 1

page fault

EETI
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swapping timeline
program A paj

OS needs to choose page to replace gram B page

hopefully copy on disk is already up-to-date?

/ v e\

1w Loay, )
S %(ee SQ R SRSERS
s oo 5
0

page fault start read

Aﬁsk
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swapping timeline
program A pages

first step of replacement: program B page

mark evicted page invalid in page table

/o ~— R)
9 C
Jeg (e sQ"‘ LT
Ao
ACLE™ |

i
N

page fault start read

4sk
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swapping timeline

program A pag

other processes can run while reading page
OS will get interrupt when disk is done

ogram B page

page fault

v
log oy
)
‘\C“ed‘ &‘_.-
start read interrupt

.
.
L
.
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swapping timeline
program A pages

process A's page table updated program B page

and restarted from point of fault

v
o, ey
—
page fault start read interrupt

|
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do we really need a complete copy?

bash

Used by OS

new copy of bash

Used by OS

Stack

Stack

Heap / other dynamic

Writable data

Heap / other dynamic

Code + Constants

Writable data

Code + Constants

32



do we really need a complete copy?

bash new copy of bash
Used by OS Used by OS
Stack Stack
Heap / other dynamic Heap / other dynamic
Writable data Writable data
Code + Constants Code + Constants

shared as read-only



do we really need a complete copy?

bash new copy of bash
Used by OS Used by OS
Stack Stack
Heap / other dynamic Heap / other dynamic
Writable data Writable data
Code + Constants can't be shared? Code + Constants




trick for extra sharing

sharing writeable data is fine — until either process modifies it

example: default value of global variables
might typically not change
(or OS might have preloaded executable’s data anyways)

can we detect modifications?
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trick for extra sharing

sharing writeable data is fine — until either process modifies it

example: default value of global variables
might typically not change
(or OS might have preloaded executable’s data anyways)

can we detect modifications?

trick: tell CPU (via page table) shared part is read-only

processor will trigger a fault when it's written

33



copy-on-write and page tables

VPN valid? Write?phySIcal
page
Ox00601 1 1 |0x12345
Ox00602 1 1 |0x12347
Ox00603 1 1 |0x12340
Ox00604 1 1 |Ox200DF
Ox00605 1 1 [OxX200AF




copy-on-write and page tables

VPN

0x00601
0x00602
Ox00603
0x00604
Ox00605

valid?write?phyzcaI

Ox12345

Ox12347

0x12340

OXx200DF

P R|R (R ¢

loolo|lo|el:

OX200AF

VPN

0x00601
0x00602
0x00603
0x00604
0x00605

copy operation actually duplicates page table
both processes share all physical pages
but marks pages in both copies as read-only

vaIid?V\/rite?phySeICaI

Ox12345

Ox12347

0x12340

Ox200DF

HISSATENIE S E

lololo|lo|el:

OX200AF
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copy-on-write and page tables

VPN valid? Write?phyzIcal VPN valid? write?physeIcal

Ox00601 1 0O |0x12345 Ox00601 1 0O |0x12345
Ox00602 1 0 [0x12347 Ox00602 1 0 [0x12347
Ox00603 1 0 [0x12340 Ox00603 1 0 [0x12340
Ox00604 1 0O |Ox200DF Ox00604 1 0O [OX200DF
Ox00605 1 0 |Ox200AF |Ox00605 1 0O |Ox200AF

when either process tries to write read-only page
triggers a fault — OS actually copies the page

34



copy-on-write and page tables

VPN

0x00601
0x00602
Ox00603
0x00604
Ox00605

hysical hysical
valid? Write?p yzlca VPN valid? Write?p yselca
1 0O |0x12345 Ox00601 1 0O |0x12345
1 0 [0x12347 Ox00602 1 0 [0x12347
1 0 [0x12340 Ox00603 1 0 [0x12340
1 0O |Ox200DF Ox00604 1 0O [OX200DF
1 0] 1 1

OX200AF

[0X00605

Ox300FD

after allocating a copy, OS reruns the write instruction

34



backup slides
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2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

phy5|ca|b : phy5|ca|b .
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3[00 91 72 13

Ox04-7|44 55 66 77 0x24-7|D4 F5 36 07
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©0C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 6C




2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

physical bytes physical bytes 0x131 =1 0011 00601

addresses addresses Ox20 + 4 x1 = Ox24
0x00-3|00 11 22 33 0x20-3|00 91 72 13 | pTE 1 value:

Ox04-7/44 55 66 77 0x24-7[D4 F5 36 07 | 9xD4 = 1101 0100
Ox08-B(88 99 AA BB 0x28-B|89 9A AB BC | pPN 110, valid 1

OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3[1A 2A 3A 4A Ox30-3(BA OA BA 0OA
0x14-7(1B 2B 3B 4B 0Ox34-7\DB 0B DB 0B
Ox18-Bf1C 2C 3C 4C Ox38-BJEC 0C EC 0C
Ox1C-F[1C 2C 3C 4C Ox3C-F|FC 6C FC 0C
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2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

physical bytes physical bytes 0x131 =1 0011 0601

addresses addresses Ox20 + 4 x1 = Ox24
0x00-3|00 11 22 33 0x20-3|00 91 72 13 | pTE 1 value:

Ox04-7/44 55 66 77 0x24-7[D4 F5 36 07 | 9xD4 = 1101 0100
Ox08-B(88 99 AA BB 0x28-B|89 9A AB BC | pPN 110, valid 1

OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO | PTE 2 addr:

0x10-3(1A 2A 3A 4A Ox30-3[BAOABAOA| 110 000 + 110 x 1 = 0x36
Ox14-7|1B 2B 3B 4B Ox34-7|DB OB DB OB | PTE 2 value: ®xDB
Ox18-Bf1C 2C 3C 4C Ox38-B|EC 0C EC 0C
Ox1C-F[1C 2C 3C 4C Ox3C-F|FC 0C FC 0C

36



2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

phyS|ca|b tes phyS|ca|b tes Ox131 =1 0011 0001

addresses addresses 0x20 4+ 4 x1 = Ox24
Ox00-3(00 11 22 33 0x20-3[|00 91 72 13 | PTE 1 value:

Ox04-7/44 55 66 77 Ox24-7|D4 F5 36 07 | 9xD4 = 1101 0100
0x08-B[88 99 AABB| ©x28-B[89 9A AB BC | PPN 110, valid 1

OxOC-F|CC DD EE FF| Ox2C-F|CD DE EF FO | PTE 2 addr:

Ox10-3[1A 2A 3A 4A| 0Ox30-3[BA OABA OA| 110 000 + 110 x 1 = 0x36
O0x14-7(1B 2B 3B 4B| 0x34-7|DB OB DB OB | PTE 2 value: OxDB
Ox18-B[1C 2C 3C 4C| ©x38-B|EC 0C EC 0C | PPN 110; valid 1

Ox1C-F[1C 2C 3C 4C| ©x3C-F|FC 0C FC 0C | M[110 001 (6x31)] = Ox0A




2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

phyS|ca|b tes phyS|ca|b tes Ox131 =1 0011 0001

addresses addresses 0x20 4+ 4 x1 = Ox24
Ox00-3(00 11 22 33 0x20-3[|00 91 72 13 | PTE 1 value:

Ox04-7/44 55 66 77 Ox24-7|D4 F5 36 07 | 9xD4 = 1101 0100
0x08-B[88 99 AABB| ©x28-B[89 9A AB BC | PPN 110, valid 1

OxOC-F|CC DD EE FF| Ox2C-F|CD DE EF FO | PTE 2 addr:

Ox10-3[1A 2A 3A 4A| 0Ox30-3[BA OABA OA| 110 000 + 110 x 1 = 0x36
O0x14-7(1B 2B 3B 4B| 0x34-7|DB OB DB OB | PTE 2 value: OxDB
Ox18-B[1C 2C 3C 4C| ©x38-B|EC 0C EC 0C | PPN 110; valid 1

Ox1C-F[1C 2C 3C 4C| ©x3C-F|FC 0C FC 0C | M[110 001 (6x31)] = Ox0A




2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

phyS|ca|b tes phyS|ca|b tes Ox131 =1 0011 O

addresses addresses 0x20 4+ 4 x1 = Ox24
Ox00-3(00 11 22 33 0x20-3[|00 91 72 13 | PTE 1 value:

Ox04-7{44 55 66 77 0x24-7|D4 F5 36 07 | 9xD4 = 1101 0100

Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC | PPN , valid 1
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO | PTE 2 addr:
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA 000 + 110 x 1 = 0x36

Ox14-7|1B 2B 3B 4B| 0x34-7|DB OB DB 0B | PTE 2 value: ©xDB
0x18-B[1C 2C 3C 4C| 0x38-B|EC OC EC OC | PPN 110; valid 1
Ox1C-F[1C 2C 3C 4C| ©0x3C-F|[FC 0C FC 0C | M[110 (0x31)] = Ox0A




2-level splitting
O-bit virtual address

6-bit physical address

8-byte pages — 3-bit page offset (bottom bits)
9-bit VA: 6 bit VPN + 3 bit PO
6-bit PA: 3 bit PPN + 3 bit PO

8 entry page tables — 3-bit VPN parts
9-bit VA: 3 bit VPN part 1; 3 bit VPN part 2
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2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register @x08; translate virtual address OxXOFB

phy5|ca|b : phy5|ca|b .
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3|DO D1 D2 D3

Ox04-7|44 55 66 77 0x24-7|D4 D5 D6 D7
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©0C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 6C




2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;
page table base register @x08; translate virtual address OxXOFB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox0F3 =011 111 011
(PTE 1 addr: ©6x08 +

PTE size times 011 (3))

PTE 1: 0xBB at Ox0B

PTE 1: PPN 101 (5) valid 1
PTE 2: OxF0O at Ox2F

PTE 2: PPN 111 (7) valid 1
111 011 = Ox3B — 0x0C
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2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;
page table base register @x08; translate virtual address OxXOFB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox0F3 =011 111 011
(PTE 1 addr: ©6x08 +

PTE size times 011 (3))

PTE 1: OxBB at Ox0B

PTE 1: PPN 101 (5) valid 1
PTE 2: OxF0O at Ox2F

PTE 2: PPN 111 (7) valid 1
111 011 = Ox3B — 0x0C
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2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;
page table base register @x08; translate virtual address OxXOFB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox0F3 =011 111 011
(PTE 1 addr: ©6x08 +

PTE size times 011 (3))

PTE 1: 0xBB at Ox0B

PTE 1: PPN 101 (5) valid 1
PTE 2: OxFO at Ox2F

PTE 2: PPN 111 (7) valid 1
111 011 = Ox3B — 0x0C
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2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;
page table base register @x08; translate virtual address OxXOFB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox0F3 =011 111 011
(PTE 1 addr: ©6x08 +

PTE size times 011 (3))

PTE 1: 0xBB at Ox0B

PTE 1: PPN 101 (5) valid 1
PTE 2: OxF0O at Ox2F

PTE 2: PPN 111 (7) valid 1
111 011 = Ox3B — 0x0C
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2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address ©x109

phyS|ca|b : phyS|ca|b ‘
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3|DO D1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 D5 D6 D7
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 5A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB OB DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©OC EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 0C




2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address ©x109

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
Ox14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 5A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

0Ox24-7
0x28-B
O0x2C-F
0x30-3
Ox34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB ©B DB OB

EC 0C EC 0C

FC 0C FC 0C

Ox109 = 100 011 001
(PTE 1 at:

0x10 + PTE size times 4 (100))
PTE 1: 0x1B at 0x14

PTE 1: PPN 000 (0) valid 1
(second table at:

0 (000) times page size = 0x00)
PTE 2: 9x33 at 0x03

PTE 2: PPN 001 (1) valid 1
001 001 = Ox09 — Ox99 39



2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address ©x109

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
Ox14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 5A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

0Ox24-7
0x28-B
O0x2C-F
0x30-3
Ox34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB ©B DB OB

EC 0C EC 0C

FC 0C FC 0C

Ox109 = 100 011 001
(PTE 1 at:

0x10 + PTE size times 4 (100))
PTE 1: Ox1B at 0x14

PTE 1: PPN 000 (0) valid 1
(second table at:

0 (000) times page size = 0x00)
PTE 2: 9x33 at 0x03

PTE 2: PPN 001 (1) valid 1
001 001 = Ox09 — Ox99 39



2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address ©x109

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
Ox14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 5A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

0Ox24-7
0x28-B
O0x2C-F
0x30-3
Ox34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB ©B DB OB

EC 0C EC 0C

FC 0C FC 0C

Ox109 = 100 011 001
(PTE 1 at:

0x10 + PTE size times 4 (100))
PTE 1: 0x1B at 0x14

PTE 1: PPN 000 (0) valid 1
(second table at:

0 (000) times page size = 0x00)
PTE 2: Ox33 at Ox03

PTE 2: PPN 001 (1) valid 1
001 001 = Ox09 — Ox99 39



2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address ©x109

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
Ox14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 5A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

0Ox24-7
0x28-B
O0x2C-F
0x30-3
Ox34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB ©B DB OB

EC 0C EC 0C

FC 0C FC 0C

Ox109 = 100 011 001
(PTE 1 at:

0x10 + PTE size times 4 (100))
PTE 1: 0x1B at 0x14

PTE 1: PPN 000 (0) valid 1
(second table at:

0 (000) times page size = 0x00)
PTE 2: 9x33 at 0x03

PTE 2: PPN 001 (1) valid 1
001 001 = Ox09 — Ox99 39



2-level exercise (3)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register @x08; translate virtual address Ox00B

phy5|ca|b : phy5|ca|b .
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3|DO D1 D2 D3

Ox04-7|44 55 66 77 0x24-7|D4 D5 D6 D7
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©0C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 6C




2-level exercise (3)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
page table base register @x08; translate virtual address Ox00B

physical

addresses

0x00-3
Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses

0x20-3
Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

OXOF3 = 000 001 011
PTE 1: 0x88 at Ox08

PTE 1: PPN 100 (5) valid 0
page fault!
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2-level exercise (3)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
page table base register @x08; translate virtual address Ox00B

physical

addresses

0x00-3
Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses

0x20-3
Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

OXOF3 = 000 001 011
PTE 1: 0x88 at Ox08

PTE 1: PPN 100 (5) valid 0
page fault!
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2-level exercise (4)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register @x08; translate virtual address Ox1CB

phy5|ca|b : phy5|ca|b .
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3|DO D1 D2 D3

Ox04-7|44 55 66 77 0x24-7|D4 D5 D6 D7
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©0C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 6C




2-level exercise (4)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
page table base register @x08; translate virtual address Ox1CB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox1CB =111 001 011
PTE 1: OxFF at Ox0OF
PTE 1: PPN 111 (7) valid 1
PTE 2. 0x0C at Ox39

PTE 2: PPN 000 (0) valid 0
page fault!
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2-level exercise (4)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
page table base register @x08; translate virtual address Ox1CB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox1CB =111 001 011
PTE 1: OxFF at Ox0OF
PTE 1: PPN 111 (7) valid 1
PTE 2. 0x0C at Ox39

PTE 2: PPN 000 (0) valid 0
page fault!
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2-level exercise (4)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
page table base register @x08; translate virtual address Ox1CB

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

1C 2C 3C 4C

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO D1 D2 D3

D4 D5 D6 D7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox1CB =111 001 011
PTE 1: OXFF at OXOF
PTE 1: PPN 111 (7) valid 1
PTE 2: 0x0C at Ox39

PTE 2: PPN 000 (0) valid 0
page fault!
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE
page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

phy5|ca|b : phy5|ca|b .
addresses e addresses e
Ox00-3(00 11 22 33 Ox20-3|DO E1 D2 D3

Ox04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
Ox08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B 0x34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC ©0C EC 0C
Ox1C-F|AC BC DC EC Ox3C-F|FC 0C FC 6C




2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
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0x14-7
0x18-B
Ox1C-F

bytes
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physical

addresses
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Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376
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addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77
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CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC
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addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC
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addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
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bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE 1st byte: (MSB) 2-bit PPN, valid bit; rest unused

page table base register Ox10; translate virtual address Ox376

physical

addresses
Ox00-3

Ox04-7
Ox08-B
Ox0C-F
0x10-3
0x14-7
0x18-B
Ox1C-F

bytes

00 11 22 33

44 55 66 77

88 99 AA BB

CC DD EE FF

1A 2A 3A 4A

1B 2B 3B 4B

1C 2C 3C 4C

AC BC DC EC

physical

addresses
Ox20-3

Ox24-7
0x28-B
Ox2C-F
Ox30-3
0x34-7
Ox38-B
Ox3C-F

bytes

DO E1 D2 D3

D4 E5 D6 E7

89 9A AB BC

CD DE EF FO

BA OA BA OA

DB 0B DB 0B

EC 0C EC 0C

FC 0C FC 0C

Ox376 =110 111 0110
PTE 1: 0x10 + 6 x 2 = Ox1C:
AC BC

PTE 1: PPN 106 valid 1

PTE 2: 0x20 + 7 x 2 = Ox2E:
EF FO

PTE 2: PPN 11 valid 1

11 0110 = Ox36 — DB
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swapping versus caching
“cache block” = physical page

fully associative
every virtual page can be stored in any physical page

replacement/cache misses managed by the OS

normal cache hits happen in hardware

hardware's page table lookup
common case that needs to be very fast
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fast copies

Unix mechanism for starting a new process: fork()
creates a copy of an entire program!

(usually, the copy then calls execve — replaces itself with

another program)

how isn't this really slow?
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

listen(server_socket_fd, MAX_NUM_WAITING);

int socket_fd = accept(server_socket_fd, NULL);
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Lister INADDR_ANY: accept connections for any address | can!
alternative: specify specific address

int sg
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Lis]bind to 127.0.0.17 only accept connections from same machine

iht| what we recommend for FTP server assignment
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connection setup: server, manual

int server_socket_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = INADDR_ANY; /* "any address I can use" */
/* or: addr.s_addr.in_addr = INADDR_LOOPBACK (127.0.0.1) */
/* or: addr.s_addr.in_addr = htonl(...); */

addr.sin_port = htons(9999); /* port number 9999 */

if (bind(server_socket_fd, &addr, sizeof(addr)) < 0) {
/* handle error */
b

Llisten(sery choose the number of unaccepted connections

int socket_fd = accept(server_socket_fd, NULL);
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connection setup: client — manual addresses
int sock_fd;

server = /* code on later slide */;
sock_fd = socket(
AF_INET, /* IPv4 */
SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP
)
if (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 46



connection setup: client — manual addresses
int sock_fd;

server = /* code on later slide */;
sock_fd = socket(
AF_INET, /* IPv4 */
SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP

specify IPv4 instead of IPv6 or local-only sockets

:’g specify TCP (byte-oriented) instead of UDP (‘datagram’ oriented)

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 46

)
:




connection setup: client — manual addresses

int sock_fd;

server = /* cod htonl/s = host-to-network long/short

sock_fd = sockq petwork byte order = big endian
AF_INET, /*

SOCK_STREAM, /* byte-oriented */
IPPROTO_TCP

)o
5F (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 46



connection setup: client — manual addresses

int sock_fd;

server = /|struct representing IPv4 address + port number

sock_fd = | declared in <netinet/in.h>
AF_INE . :
sock s|see man 7 ip on Linux for docs

IPPROTO_TCP

)o
5F (sock_fd < 0) { /* handle error */ }

struct sockaddr_in addr;

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = htonl(2156872459); /* 128.143.67.11 */

addr.sin_port = htons(80); /* port 80 */

if (connect(sock_fd, (struct sockaddr*) &addr, sizeof(addr)) {
/* handle error */

h;

DoClientStuff(sock fd): /* read and write from sock fd */ 46



echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




echo client/server

void client_for_connection(int socket_fd) {
int n; char send_buf[MAX_SIZE]; char recv_buf[MAX_SIZE];
while (prompt_for_input(send_buf, MAX_SIZE)) {
n = write(socket_fd, send_buf, strlen(send_buf));
if (n != strlen(send_buf)) {...error?...}
n = read(socket_fd, recv_buf, MAX_SIZE);
if (n <= 0) return; // error or EOF
write(STDOUT_FILENO, recv_buf, n);

}

void server_for_connection(int socket_fd) {
int read_count, write_count; char request_buf[MAX_SIZE];
while (1) {
read_count = read(socket_fd, request_buf, MAX_SIZE);
if (read_count <= 0) return; // error or EOF
write_count = write(socket_fd, request_buf, read_count);
if (read_count != write_count) {...error?...}




connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1", '"443") */
const char *hostname; const char *portname;

struct addrinfo *server;
struct addrinfo hints;
int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET; /* for IPv4 */

/* or: */ hints.ai_family = AF_INET6; /* for IPv6 */

/* or: */ hints.ai_family = AF_UNSPEC; /* I don't care */
hints.ai_flags = AI_PASSIVE;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }

48



connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1",
const char *hostname; const char *portname;

struct addrinfo
struct addrinfo
int rv;

memset (&hints, 0
hints.ai_family
/* or: */ hints.
/* or: */ hints.
hints.ai_flags

rv = getaddrinfo
if (rv 1=0) { /

*server;
hints;

, sizeof(hints));

= AF_INET; /* for IPv4 */
ai_family =

ai_familv = AF UNSPFC: /* T don'

1144311) */

AF_INET6; /* for IPv6 */
t care */

hostname could also be NULL
means “use all possible addresses”
only makes sense for servers

rver) ;
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connection setup: server, address setup

/* example (hos
const char *hos

struct addrinfo
struct addrinfo
int rv;

memset (&hints,
hints.ai_family
/* or: */ hints
/* or: */ hints

tname, portname) = ("127.0.0.1", '"443") */

tname; const char *portname;

*server;
hints;

0, sizeof(hints));

= AF_INET; /* for IPv4 */
.ai_family = AF_INET6; /* for IPv6
ai familv = AF UNSPEC: /* T don't

*/

care */

hints.ai_flags

rv = getaddrin
if (rv 1= 0) {

portname could also be NULL
means “choose a port number for me”
only makes sense for servers

er) ;
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connection setup: server, address setup

/* example (hostname, portname) = ("127.0.0.1", "443") */
const char *ho " ; T
Al_PASSIVE: “I'm going to use bind

struct addrinfo *server,
struct addrinfo hints;
int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_INET; /* for IPv4 */

/* or: */ hints.ai_family = AF_INET6; /* for IPv6 */

/* or: */ hints.ai_family = AF_UNSPEC; /* I don't care */
hints.ai_flags = AI_PASSIVE;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }
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connection setup: server, addrinfo

struct addrinfo *server;
. getaddrinfo(...)

int server_socket_fd = socket(
server—>ai_family,
server—>ai_sockttype,
server—>ai_protocol

)

if (bind(server_socket_fd, ai—>ai_addr, ai—>ai_addr_len)) < 0) {
/* handle error */
}

listen(server_socket_fd, MAX_NUM_WAITING);

int socket_fd = accept(server_socket_fd, NULL);
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connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server—>ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server—>ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server—>ai_prototcol
// ai_protocol = IPPROTO_TCP or .
)
if (sock_fd < 0) { /* handle error */ }
if (connect(sock_fd, server—>ai_addr, server—>ai_addrlen) < 0) {
/* handle error */
}

freeaddrinfo(server);
DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd):
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connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server—>ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server—>ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
se - 3 4= 4 1
/A addrinfo contains all information needed to setup socket
3% (sod €t by getaddrinfo function (next slide)

if (cof handles IPv4 and IPv6 < 0) {
/*| handles DNS names, service names

}
freeaddrinfo(server);
DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd):



connection setup: client, using addrinfo

int sock_fd;
struct addrinfo *server = /* code on next slide */;

sock_fd = socket(
server—>ai_family,
// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server—>ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server—>ai_prototcol
// ai_protocol = IPPROTO_TCP or .
)
if (sock_fd < 0) { /* handle error */ }
if (connect(sock_fd, server—>ai_addr, server—>ai_addrlen) < 0) {
/* handle error */
}

freeaddrinfo(server);
DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd):
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connection setup: client, using addrinfo

int sock_fd;
struct addr

Vel S Lok L Tl

ai__addr points to struct representing address

sock_fd = sqtype of struct depends whether IPv6 or IPv4
server—

// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server—>ai_socktype,

// ai_socktype = SOCK_STREAM (bytes) or ...
server—>ai_prototcol

// ai_protocol = IPPROTO_TCP or .

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server—>ai_addr, server—>ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd): 50



connection setup: client, using addrinfo

int sock_fd;
st———————=
since addrinfo contains pointers to dynamically allocated memory,

SO{ call this function to free everything

Lok L L Tl el

// ai_family = AF_INET (IPv4) or AF_INET6 (IPv6) or ...
server—>ai_socktype,
// ai_socktype = SOCK_STREAM (bytes) or ...
server—>ai_prototcol
// ai_protocol = IPPROTO_TCP or .

)

if (sock_fd < 0) { /* handle error */ }

if (connect(sock_fd, server—>ai_addr, server—>ai_addrlen) < 0) {
/* handle error */

}

freeaddrinfo(server);

DoClientStuff(sock_fd); /* read and write from sock_fd */

close(sock fd): 50



connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */
const char *hostname; const char *portname;

struct addrinfo *server;

struct addrinfo hints;

int rv;

memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_UNSPEC; /* for IPv4 OR IPvé */

// hints.ai_family = AF_INET4; /* for IPv4 only */
hints.ai_socktype = SOCK_STREAM; /* byte-oriented --- TCP */

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */
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connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */
const char *hostname; const char *portname;

struct addrinfo *server;

struct addrinfo hints;

int rv;

memset(&hints, 0, sizeof(hints));

hints.ai fam11y = AF_UNSPEC; /* for IPV4 OR IPv6 */
// hints.qg * S

NB: pass pointer to pointer to addrlnfo to fill in
hints.ai_sOCKTYpPE = SUCK_SIREAM; /~ Dyte-oOrtented --—- ITCP */
rv = getaddrinfo(hostname, portname, &hints, &server);

if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */
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connection setup: lookup address

/* example hostname, portname = "www.cs.virginia.edu'", '"443" */

???St AF_UNSPEC: choose between IPv4 and IPv6 for me
struct| AF_INET, AF_INET®6: choose IPv4 or IPV6 respectively

structlece
int rv;
memset (&hints, 0, sizeof(hints));

hints.ai_family = AF_UNSPEC; /* for IPv4 OR IPvé */
// hints.ai_family = AF_INET4; /* for IPv4 only */

..... A |

hints.ai_socktype = SOCK_STREAM; /* byte-oriented --- TCP */
rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv !'= 0) { /* handle error */ }

/* eventually freeaddrinfo(result) */
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connection setup: multiple server addresses

struct addrinfo *server;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }

for (struct addrinfo *current = server; current != NULL;
current = current—>ai_next) {
sock_fd = socket(current—>ai_family, current—>ai_socktype, curr
if (sock_fd < 0) continue;
if (connect(sock_fd, current—>ai_addr, current—>ai_addrlen) ==
break;

}
close(sock_fd); // connect failed

}
freeaddrinfo(server);
DoClientStuff(sock_fd);

close(sock_fd);
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connection setup: multiple server addresses

struct addrinfo *server;

rv = getaddrinfo(hostname, portname, &hints, &server);
if (rv = 0) { /* handle error */ }

for (struct addrinfo *current = server; current != NULL;
current = current—>ai_next) {
sock_fd = socket(current—>ai_family, current—>ai_socktype, curr
if (sock_fd < 0) continue;
if (connect(sock_fd, current—>ai_addr, current—>ai_addrlen) ==
break;

}
3 clof addrinfo is a linked list
freeadd{ name can correspond to multiple addresses
Bi’gl;‘ig example: redundant copies of web server
example: an IPv4 address and |IPv6 address 52




connection setup: old lookup function

/* example hostname, portnum= "www.cs.virginia.edu", 443*/
const char *hostname; int portnum;

struct hostent *server_-ip;
server_ip = gethostbyname(hostname);

if (server_ip == NULL) { /* handle error */ }

struct sockaddr_in addr;

addr.s_addr = *(struct in_addr*) server_ip—>h_addr_1list[0];
addr.sin_port = htons(portnum);

sock_fd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP);
connect(sock_fd, &addr, sizeof(addr));
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aside: on server port numbers

Unix convention: must be root to use ports 0—-1023
root = superuser = ‘adminstrator user’ = what sudo does

so, for testing: probably ports > 1023
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