TLBs



memory HW

random memory image
page tables with 1-byte page entries

answer: 2-byte values read (or replaced) or “fault”

3 attempts per set of problems
submitting only right and blank answers — doesn’t count as attempt

keep getting new sets of problems until you get it right



cache accesses and multi-level PTs

four-level page tables — four cache accesses per memory access
L1 cache hits — typically a couple cycles each?

so add 8 cycles to each memory access?

not acceptable



program memory active sets

Used by OS

OxFFFF FFFF FFFF FFFF

OXFFFF 8000 0000 0000

OXTEF..
Stack

Heap / other dynamic

Writable data
Code + Constants

small areas of memory active at a time
one or two pages in each area?

Ox0000 0000 0040 0000



page table entries and locality

page table entries have excellent temporal locality
typically one or two pages of the stack active
typically one or two pages of code active

typically one or two pages of heap/globals active

each page contains whole functions, arrays, stack frames, etc.



page table entries and locality

page table entries have excellent temporal locality
typically one or two pages of the stack active
typically one or two pages of code active

typically one or two pages of heap/globals active
each page contains whole functions, arrays, stack frames, etc.

needed page table entries are very small



page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache

TLB

physical addresses

bytes from memory

tens of bytes per block
usually thousands of blocks

virtual page numbers

page table entries

one page table entry per block
usually tens of entries



page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache TLB

physical addresses virtual page numbers

bytes from memory page table entries

tens of bytes per block one pageﬂ/zable entry per block
usually thousands of hlacks | usually té s of entries

only caches the page table lookup itself
(generally) just entries from the last-level page table




page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache TLB

physical addresses virtual page numbers

bytes from memory page table entries

tens of bytes per block one page table entry per block
usually thousands of blocks usuaW entries

not much spatial locality between page table entries
(they're used for kilobytes of data already)




page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache TLB

physical addresses virtual page numbers

bytes from memory page table entries

tens of bytes per block one page table entry per block
usually thousands of blocks | usually tens of entries

few active page table entries at a time
enables highly associative cache designs




TLB and the MMU (1)

address

from ———»

program

MMU
(‘page table walk’ logic)

A

Y

L1 Cache/Memory




TLB and the MMU (2)

virtual address fault?
[11°0201 01 00 1101 1111] cause Ttault!

/

E :-_> TLB check valid
page table  ------ v i and kernel bit
i o i A
base register L PTiES'Ze L (O N
1 OX10000 r----+ + |

> split PTE parts i
X v
+[1101 0011 11 00 1101 1111]

1

1

1

1

! 1
-1 1
1

1

1

1

physical| address

i

Y

data or instruction cache




TLB and the MMU (2)

virtual address
|11 QlOl 01001101 1111

cause fault?

E :-_> TLB check valid
page table - v i and kernel bit
w o ! J\
base register . FUIE Sr T e
------------ r,v,, 1
10x10000 r----> +1 > split PTE parts
1 ' A

| A4
' +[1101 0011 11 00 1101 1111]

TLB hit: TLB accesses replaces page table access

y L

sical

address

A

'

data or instruction cache




TLB and the MMU (2)

virtual address
|11 0101 01 00 1101 1111|

cause fault?

/

|: TLB : check valid
page table v and kernel bit
" J\
pase register | "TE 5%
0x10000 [— + »| split PTE parts '
P\ A4
(1101 0011 11 00 1101 1111]

physical| address

Y

data or instruction cache




TLB and the MMU (2)

TLB miss: page table access happens

cause fault?

(11 0101 01 00 1101 1111

Y

page table

check valid

and kernel bit

E

base register

x PTE size

i
0x10000 [— +

_|
LT
0]

e mmemme - »| split PTE parts
A

AW Y
(1101 0011 11 00 1101 1111]
physical| address

Y

data or instruction cache




TLB and the MMU (2)

TLB miss: TLB gets a copy of the page table entry

(11 0101 01 00 1101 111]:| ‘-7
E Tl._B check valid
page table Y : : and kernel bit
i : i
base register |~ PT+E size : N N

0x10000

]

e mmemme - »| split PTE parts

A

N Y
(1101 0011 11 00 1101 1111]

physical

A

'

address

data or instruction cache




TLB and the MMU (2)

virtual address P
[11 0101 01 00 1101 1111 Cause Tault!

E :_> TLB : check valid
page table ’”}{3{—””15 and keArneI bit
base rd need to check permissions (read/kernel /etc.) [~

' 9x 16| but no need to store invalid PTEs in TLB q
______ i \ - ;
: ' [1101 0011 11 00 1101 1111]
--------------------- physicall address

i

Y

data or instruction cache




TLB and multi-level page tables

TLB caches valid last-level page table entries

doesn’t matter which last-level page table

means TLB output can be used directly to form address



TLB organization (2-way set associative)
VPN pagerstet

[1;1751003(9 10110 (program address)

-~ -r-
1

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
> 1 16 [ox123 [1 1 11 [ox12F [1

YY




TLB organization (2-way set associative)
VPN pagerstet

[1;1751003(9 10110 (program address)

-~ -r-
1

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
> 1 16 [ox123 [1 1 11 [ox12F [1

YY




TLB organization (2-way set associative)
VPN pagerstet

[1;1751003(9 10110 (program address)

-~ -r-
1

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
> 1 16 [ox123 [1 1 11 [ox12F [1

YY




TLB organization (2-way set associative)

VPN

page offset

[1;1751003(9 10110 (program address)

-~ -r-
1

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
tag page table entry A
1 [10 [ox123 [1 1 (11 [ox12F [1

YY




TLB organization (2-way set associative)
VPN pagerstet

llElOOO 10110 (program address)

i
1

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
tag E
| phidelbihbibe—_ i b—t A — A — A —
-4 1 |10 [Ox123 |1 1 |11 |0x12F |1

Y
l_®
4

YY




address splitting for TLBs (1)

my desktop:
4KB (2'? byte) pages; 48-bit virtual address
64-entry, 4-way L1 data TLB

TLB index bits?

TLB tag bits?

11



address splitting for TLBs (1)

my desktop:
4KB (2'? byte) pages; 48-bit virtual address
64-entry, 4-way L1 data TLB

TLB index bits?
64/4 = 16 sets — 4 bits

TLB tag bits?
48 — 12 = 36 bit virtual address — 36 — 4 = 32 bit TLB tag

11



address splitting for TLBs (2)

my desktop:
4KB (2'* byte) pages; 48-bit virtual address
1536-entry (3 -27), 12-way L2 TLB

TLB index bits?

TLB tag bits?

12



address splitting for TLBs (2)

my desktop:
4KB (2'* byte) pages; 48-bit virtual address
1536-entry (3 -27), 12-way L2 TLB

TLB index bits?
1536/12 = 128 sets — 7 bits

TLB tag bits?
48 — 12 = 36 bit virtual address — 36 — 7 = 29 bit TLB tag

12



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678

0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000
32 — 13 = 19-bit VPN 0001 0010 0011 0100 010

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000
32 — 13 = 19-bit VPN 0001 0010 0011 0100 010
8-bit first part of VPN 0001 0010

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB
32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000
32 — 13 = 19-bit VPN 0001 0010 0011 0100 010
8-bit first part of VPN 0001 0010
11-bit second part of VPN 0011 0100 010

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB

32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000
32 — 13 = 19-bit VPN 0001 0010 0011 0100 010
8-bit first part of VPN 0001 0010
11-bit second part of VPN 0011 0100 010
7-bit TLB index 0100 010

13



address splitting exercise (3)

384-entry, 3-way set-associative TLB

32-bit virtual address; 8KB pages
2-level page table; 4 byte PTEs

256 entries in first level; 2048 in second

split the address ©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
13-bit page offset 1 0110 0111 1000
32 — 13 = 19-bit VPN 0001 0010 0011 0100 010
8-bit first part of VPN 0001 0010
11-bit second part of VPN 0011 0100 010
7-bit TLB index 0100 010
19 — 7 = 12-bit TLB tag 0001 0010 0011
13



TLB example: address splitting

16-bit virtual addresses
64-byte pages
8-entry, 2-way TLB

14



TLB access pattern

64-byte pages

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 07227272 — 0?2?2722 — ?
01 072727272 — 0?2?2272 — ?
10 0?2227 — 0?2227 — ?
11 0?2227 — 0?2227 — ?

address (hex)

hit? |

000100000000 (100)

110100000001 (D0O1)

000100001010 (10A)

110100100001 (D21)

000011111100 (OFC)

110011111000 (CF8)

111100101000 (F23)

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 0?7227 — 0?7227 — ?
01 07227 — 0?2227 — ?

10 0?2227 — 0?2227 — ?

11 0?2227 — 0?2227 — ?
address (hex) hit? |

000106000000 (100)

110100000001 (DO1)

000106001010 (10A)

110100

100001 (D21)

000011

111100 (OFC)

110011

111000 (CF8)

111100

101000 (F23)

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 0?7227 — 0?7227 — ?
01 07227 — 0?2227 — ?

10 0?2227 — 0?2227 — ?

11 0?2227 — 0?2227 — ?
address (hex) hit? |

000100000000 (100)

110100000001 (DO1)

000100001010 (10A)

110100

100001 (D21)

000011

111100 (OFC)

110011

111000 (CF8)

111100

101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 1|0001| for VPN 000100 07227 way 1
01 0?2227 — 0?2227 — ?

10 0?2227 — 0?2227 — ?

11 0?2227 — 0?2227 — ?
address (hex) hit?

000100000000 (100) miss

110100000001 (DO1)

000100001010 (10A)

110100

100001 (D21)

000011

111100 (OFC)

110011

111000 (CF8)

111100

101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 1|0001 for VPN 000100 11101 for VPN 110100 way 0
01 077227 — 077227 — ?
10 07727 — 077227 — ?
11 077227 — 077227 — ?
address (hex) hit?

000106000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A)

110100

100001 (D21)

000011

111100 (OFC)

110011

111000 (CF8)

111100

101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 1|/0001| for VPN 000100 11101 | forVPN 110100 way 1
01 027222 — 0227272 — ?

10 02222 — 02222 — ?

11 02222 — 02222 — ?
address (hex) hit?

000100000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A) hit

110100

100001 (D21)

000011

111100 (OFC)

110011

111000 (CF8)

111100

101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 10001 | for VPN 000100 1/1101| for VPN 110100 | |way 0
01 027222 — 02222 — ?
10 02222 — 02222 — ?
11 02222 — 02222 — ?
address (hex) hit?

000100000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A) hit

110100100001 (D21) hit

000011111100 (OFC)

110011111000 (CF8)

111100

101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 10001 | for VPN 000100 1/1101| for VPN 110100 | |way 0
01 022272 — 0227272 — ?
10 0227272 — 0227272 — ?
11 10000 | for VPN 000011 722727 — way 1
address (hex) hit?

000106000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A) hit

110100100001 (D21) hit

000011111100 (OFC) miss

110011111000 (CF8)

111100101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 10001 | for VPN 000100 1/1101| for VPN 110100 | |way 0
01 027222 — 0227272 — ?
10 02222 — 02222 — ?
11 1(0000 for VPN 000011 11100 for VPN 110011 way 0
address (hex) hit?

000100000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A) hit

110100100001 (D21) hit

000011111100 (OFC) miss

110011111000 (CF8) miss

111100101000 (F23)

e im A A

15



TLB access pattern

64-byte pages

VPN

8 entries, 4 sets

index |V | tag PTE V| tag PTE LRU
00 11111 for VPN 111100 1/1101| for VPN 110100 | |way1
01 027222 — 02222 — ?
10 02222 — 02222 — ?
11 1(0000 for VPN 000011 11100 for VPN 110011 way 0
address (hex) hit?

000100000000 (100) miss

110100000001 (DO1) miss

000100001010 (10A) hit

110100100001 (D21) hit

000011111100 (OFC) miss

110011111000 (CF8) miss

111100101000 (F23) miss

e im A A

15



changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?

16



changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?

option 1: invalidate all TLB entries
side effect on “change page table base register” instruction

16



changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?

option 1: invalidate all TLB entries
side effect on “change page table base register” instruction

option 2: TLB entries contain process ID
set by OS (special register)
checked by TLB in addition to TLB tag, valid bit

16



editing page tables

what happens to TLB when OS changes a page table entry?

invalid to valid — nothing needed

TLB doesn’t contain invalid entries
MMU will check memory again

valid to invalid — OS needs to tell processor to invalidate it
special instruction (x86: invlpg)

valid to other valid — OS needs to tell processor to invalidate it

17



TLB shootdown

program A pages rogram B pages
mark evicted page invalid in page table

L]
]
~

page fault

18



TLB shootdown

program A pages rogram B pages
mark evicted page invalid in page table

\\\\\\\\\\\\\\\\\\\\\\\\\ \ ~

interrupt — ]

triggered to invalidate TLB v

page fault

18



TLB shootdown

program A pages program B pages

AN

interrupt — I

triggered to invalidate TLB \/

page fault start read
a /

18



TLB shootdown

program A pag

other processes can run while reading page

OS will get interrupt when disk is done

ogram B pages

interrupt —

triggered to invalidate TLB

page fault

>
277
272

start read interrupt
-

18



TLB shootdown

program A pages program B pages

process A's page table updated
and restarted from point of fault

interrupt —
triggered to invalidate TLB

page fault start read interrupt
-

18



TLBs and performance

— TLB

extra time?

Y

L1 cache

19



L1 caches and page numbers (Intel Skylake)

physical address

(48 bits)
PPN page offset
(36 bit) (12 bit)
L1 cache tag L1 index | L1 offset
(36 bit) (6 bit) (6 bit)

20



L1 caches and page numbers (Intel Skylake)

physical address
(48 bits)
PPN page offset
(36 bit) (12 bit)
L1 cache tag L1 index | L1 offset
(36 bit) (6 bit) (6 bit)

not a coincidence

why did Intel make this decision?



overlapping TLB and cache access

0001111001 offet
VPN . [valid|tag [data |[valid|tag [data
5 v 1 10 [e@11|[ 1 |00 |AA BB
" |ndex
: ‘» 1 |11 |B4B5|[ 1 |01 |33 44
v data
11 (B5)
tag=PPN v

21



overlapping TLB and cache access

offset

,,,,1,,,,__ _

VPN ' valid/tag [data ||valid/tag |data
| | 1 (10 |00 11 1 |00 |AA BB

: . perform TLB access while cache access is happening
v

data
11 (B5)

tag=PPN i1 |_, .
@ s hit? (1)

21



overlapping TLB and cache access

0001111001 offset
VPN . [valid|tag [data |[valid|tag [data
5 v 1 10 [e@11|[ 1 |00 |AA BB
" |ndex
: 1 |11 |B4B5|| 1 101 |33 44
v data
11 (B5)
tag=PPN i l_’?—E)J
—CQ:AND} f" »
= Jor >— is hit? (1)

21



virtually-indexed, physically-tagged

called virtually-indexed, physically-tagged cache

requirement: index contained entirely in page offset
do not need to do translation to start cache access

tag overlaps with PPN
example: tag=PPN
(but tag could include part of page offset, too)

do TLB access while retrieving cache set

most common design in current processors

reason for highly associative (e.g. 8-way) L1 caches

22



physical caches

so far: caches use physical addresses:

means cache lookup can’t complete without TLB
(and can't start without index from physical address)

E L L L L LR LLRCLL LRI EEELEED page offset
' \4

memory. address —»| TLB > L1 cache

23



virtual indexing (rarely used)

alternate option: have caches hold virtual addresses

alternate, rarely chosen design

memory address —»{ .1 cache f+ on miss -»> TLB

faster lookup, but some things more complicated:
need to invalidate caches on page table changes
need to deal with multiple PTEs for some physical page (“aliasing”)

24



address splitting

16-bit virtual addresses

64-byte pages
256B, 8-way L1 cache with 16B blocks

can TLB and cache access overlap?

25



x86-64 page table entries (1)

HECEBEEEBEEEE M1 M1 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1({0|9|B/7|6[54[3]2)1 2/1/0/9/8|7/6/5/4 3/2/1|/0/9/B|7 6/54(3 2/1098/76/54(3210
| Prot P PIPILR PTE:
4 lgnored Rsvd. Address of 4KEB page frame lgn. |GIADACW| -/ 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = kernel-only? (*“user/supervisor”)

XD = execute-disable?

A = accessed? (MMU sets to 1 on page read/write)

D = dirty? (MMU sets to 1 on page write)



x86-64 page table entries (1)

HECEBEEEBEEEE Mt M1 3[313[2[2[2[2[2]2 222211 T (T[T [T 11
3(2 1({0|9|B/7|6[54[3]2)1 2|1/0/9/8|7/6/5|4 3/2/1|/0/9/B|7 6/54(3 210987 3
w| Prot P P PTE:
4 lgnored Rsvd. Address of 4KEB page frame lgn. |G|A | 4KB
0| Ke
i T T page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = kernel-only? (*“user/supervisor”)

XD = execute-disable?

A= accessed?\%ets to 1 on page read/write)

D =

helps support replacement policies for swapping




x86-64 page table entries (1)

HECEBEEEBEEEE M1 M1 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1({0|9|B/7|6[54[3]2)1 2/1/0/9/8|7/6/5/4 3/2/1|/0/9/B|7 6/54(3 2/1098/76/54(3210
v| Prot. P PIPILR PTE:
4 lgnored Rsvd. Address of 4KEB page frame lgn. |GIADACW| -/ 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = kernel-only? (*“user/supervisor”)

XD = execute-disable?

A = accessed? (MMU sets to 1 on page read/write)
D= dirty?\(\l\wsets to 1 on page write)

‘ helps support writeback policy for swapping

26



x86-64 page table entries (2)

HECEBEEEBEEEE M1 M1 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1({0|9|B/7|6[54[3]2)1 2/1/0/9/8|7/6/5/4 3/2/1|/0/9/B|7 6/54(3 2/1098/76/54(3210
v| Prot. P PIPILR PTE:
4 lgnored Rsvd. Address of 4KEB page frame lgn. |GIADACW| -/ 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

G = global? (shared between all page tables)

PWT, PCD, PAT = control how caches work when accessing physical page:
can disable using the cache entirely
can disable write-back (use write-through instead)
multicore-related cache settings
(and some other settings)
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x86-64 page table entries (2)

HECEBEEEBEEEE M1 M1 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1({0|9|B/7|6[54[3]2)1 2/1/0/9/8|7/6/5/4 3/2/1|/0/9/B|7 6/54(3 2/1098/76/54(3210
v| Prot. P PIPILR PTE:
4 lgnored Rsvd. Address of 4KEB page frame lgn. |GIADACW| -/ 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

G= global?Wn all page tables)

p CPU won't evict TLB entries on most page table base registers changes

can disable using the cache entirely

can disable write-back (use write-through instead)
multicore-related cache settings

(and some other settings)



book’s diagram

TLB

miss

9

CPU

Virtual address (VA)
12

9

I N 7

hit
—>
—— [ [ [ ]
L1 TLB (16 sets, 4 entries/set)
s 9 40 |

| ven1 | venz | vens | vena| PPN

CR3

]
(PTE|J | PTE

32/64
Result L2,L3,and
L= main memory
hit miss
L1 d-cache
(64 sets, 8 lines/set)
e
le|
le—|
ITITITITITITITITk—
y 12 40 6] 6
PPO | == cT clco
Physical _|:
address
(PA)
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“huge pages”

VPN part 1

VPN part 2

. | page table entry

I

(normal) page offset

- -]

physical page

page table entry (normal)
PTBR i, > —‘ >
VPN part 1 “huge page" page offset
page table entry 1 i
PTBR i,

physical page
(huge)

29



big pages on x86-64

option for 2MB or 1GB pages instead of 4KB pages

first, second, third-level page table entries can point to either

next page table (normal case), or
a "huge page”

changes to TLB needed

processes can have mix of huge and normal apges

30



why big pages?

TLB misses can create same sort of problems as cache misses

can do cache blocking to help with TLB misses but...

big pages are relatively easy to implement

might dramatically reduce TLB misses

31



32



two-level page tables

two-level page table for 65536 pages (16-bit VPN)

PTE for VPN 0x008—>
PTE for VPN 0x01
first-level page table PTE for VPN 0x02

for VPN 0x0-OxFF 4
for VPN 0x100-0x1FF
for VPN 0x200-0x2FF

second-level page tables

PTE for VPN 0x03

IPTE for VPN OxFF |
»PTE for VPN 0x300

for VPN 0x300-0x300

for VPN 0xFF00-OxFFFF |

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

IPTE for VPN 0x3FF |

actual data for pa
(if PTE valid)
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two-level page tables

two-level page table for 65536 pages (16-bit VPN)
second-level page tables

first-level page table /

for VPN 0x0-OxFF 4

for VPN 0x100-0x1FF X

PTE for VPN 0x008—>

PTE for VPN 0x01

PTE for VPN 0x02

PTE for VPN 0x03

actual data for pa
(if PTE valid)

for VPN 0x200-0x2FF X

invalid entries represent big holes

PTE for VPN 0x300

for VPN 0x300-0x300

for VPN 0xFF00-OxFFFF |

>

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

IPTE for VPN 0x3FF |

33



two-level page tables

two-level page tahle for ARR3A nases (16-hit VPNY
first-level page table

L~ first-level pag

for VPN 0x0-0xH
for VPN 0x100-(
for VPN 0x200-(
for VPN Ox300 C

for VPN OxFFOO

VPN range

OXOOOO0-OXOOFF
Ox0100-0xO1FF
Ox0200-0x02FF
OX0300-0xO3FF
Ox0400-0x04FF

OXFFOO-OXFFFF

valid kernel write

physical page #

(of next page table)

0x22343

OX00000

OX00000

0x33454

PR |o|lo|k

oo} o]

HloMollol iy

OxFFO43

1

1

0

OxFFO45

[PTE for VPN Ux303 ]|

IPTE for VPN 0x3FF |
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two-level page tables

two-level page tahle for ARR3A nases (16-hit VPNY
first-level page table

L~ first-level pag

for VPN 0x0-0xH
for VPN 0x100-(
for VPN 0x200-(
for VPN Ox300 C

for VPN OxFFOO

VPN range

OXOOOO0-OXOOFF
Ox0100-0xO1FF
Ox0200-0x02FF
OX0300-0xO3FF
Ox0400-0x04FF

OXFFOO-OXFFFF

valid kernel write

physical page #

(of next page table)

0x22343

OX00000

OXx00000

0Ox33454

PR |o|lo|k

oo} o]

HloMollol iy

OxFFO43

1

1

0

OXFF045

[PTE for VPN Ux303 ]|

IPTE for VPN 0x3FF |
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two-level page tables

two-level page tahle for ARR3A nases (16-hit VPNY
first-level page table

L~ first-level pag

for VPN 0x0-0xH
for VPN 0x100-(
for VPN 0x200-(
for VPN Ox300 C

for VPN OxFFOO

VPN range

OXOO0OO-OXOOFF
OXx0100-0xO1FF
Ox0200-0x02FF
OX0300-0xO3FF
Ox0400-0x04FF

OXFFO0-OXFFFF

valid kernel write

physical page #

(of next page table)

0x22343

OX00000

OX00000

0x33454

PR |o|lo|k

oo} o]

HloMollol iy

OxFFO43

1

1

0

OxFFO45

[PTE for VPN Ux303 ]|

IPTE for VPN 0x3FF |
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two-level page tables

two-level page table for 65536 naces (16-hit VVPN)

first-level page table

for VPN 0x0-OxFF 4
for VPN 0x100-Ox1FF X
for VPN 0x200-0x2FF X

for VPN 0x300-0x300

for VPN 0xFF00-OxFFFF |

VPN

0Ox300
0x301
Ox302
0Ox303
Ox304

Ox3FF

a second-level page table

valid kernel write

(of data)

physical page #

0x42443

Ox4A9DE

Ox5C001

OX00000

1
1
1
0
1

1
1
1
0
1

i lollo)ollo) o]

0x6C223

0

0

0

OX00000

[PTE for VPN Ux303 ]|

“.|PTE for VPN 0x3FF |

l“
i“‘
l"
n“
l“
“‘
..
.
“‘
.

.
.
..



two-level page tables

two-level page table for 65536 naces (16-hit VVPN)

first-level page table

for VPN 0x0-OxFF 4
for VPN 0x100-Ox1FF X
for VPN 0x200-0x2FF X

for VPN 0x300-0x300

for VPN 0xFF00-OxFFFF |

VPN

0Ox300
0x301
Ox302
0Ox303
Ox304

Ox3FF

a second-level page table

valid kernel write

(of data)

physical page #

0x42443

Ox4A9DE

Ox5C001

OX00000

1
1
1
0
1

1
1
1
0
1

i lollo)ollo) o]

0x6C223

0

0

0

OX00000

[PTE for VPN Ux303 ]|

“.|PTE for VPN 0x3FF |

l“
i“‘
l"
n“
l“
“‘
..
.
“‘
.

.
.
..



two-level page tables

two-level page table for 65536 pages (16-bit VPN)

PTE for VPN 0x008—>
PTE for VPN 0x01
first-level page table PTE for VPN 0x02

for VPN 0x0-OxFF 4
for VPN 0x100-Ox1FF X
for VPN 0x200-0x2FF X

second-level page tables

PTE for VPN 0x03

IPTE for VPN OxFF |
»PTE for VPN 0x300

for VPN 0x300-0x300

for VPN 0xFF00-OxFFFF |

PTE for VPN 0x301
PTE for VPN 0x302
PTE for VPN 0x303

IPTE for VPN 0x3FF |

actual data for pa
(if PTE valid)
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two-level page table lookup

virtual address
11 0101 01 00 1011 00j00 1101 1111\

VPN — split into two parts (one per level)

34



two-level page table lookup

page table

base register virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111]
— 1
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two-level page table lookup

page table
base register

virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111]

cause fault?

valid, etc?

A

split
PTE parts

A

physical address

data or instruction cache




two-level page table lookup

page table

base register virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111]

cause fault?

Y v

X X
PTE | | valid, etc? PTE
>12¢ * size

Y |t X ¢

spli R
—| + | PTE parts [~ | PE¢ 4’!
Ist PTE 4 2nd PTE

addr. addr.

y Y

physical address

data or instruction cache




two-level page table lookup

page table
base register

virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111]

cause fault?

valid, etc?

A

split

PTE parts

A

Y

page
size

PTE
size

cause fault?

valid, etc?

2nd PTE
addr.

v

A

split

PTE parts

Y
[1101 0011 11
physicalyaddress

data or instruction cache




two-level page table lookup

page table
base register

virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111}

cause fault?

valid, etc?

A

split

PTE parts

A

Y

page
size

PTE
size

cause fault?

valid, etc?

2nd PTE
addr.

v

A

split

PTE parts

\ Y
(1101 0011 11 00 1101 1111]
physicalyaddress

data or instruction cache




two-level page table lookup

page table
base register

virtual address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111}

cause fault? cause fault?
Y
X
valid, etc? PTE | | valid, etc?
* size 1
split - x split
PTE parts | | P28€ PTE parts
Size
A

* 2nd PTE

addr.
y

\ Y
(1101 0011 11 00 1101 1111]
physical‘address

data or instruction cache




two-level page table lookup

page table

base register virtual address

| Ox10000 | [11 0101 01 00 1011 00 00 1101 TLL T resseeeeeeeesessssssssssssssssssssssssssssssssssssssssssssssssssss

cause fault? cause fault?
| juluin aiabeiebe : Y
: X : X
|| PTE | | valid, etc? | pTE | | valid, etc?
3 size 1 | size 1
N split | x split
; E+ PTEpparts ; >| page F PTEpparts i
. e PTE 3----- = nd PTE 3 Y v
first-level page table lookup addr. 1101 0011 11 00 1101 1111]
v | ¥ physicalyaddress

data or instruction cache




two-level page table lookup

page table
base register

virtual

address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111}

cause fault?

valid, etc?

A

split

PTE | | valid, etc?

X

PTE parts

A

]
I
]
:
|| size 4
|
|
|
]
I

Y

second-level page table lookup

y I

¢ split
page F PTE parts |!
Size N T ]

puy:l\,dl‘

yaddress

1001101 1111

data or instruction cache




two-level page table lookup

page table

base register virtual

address

| 0x10000 | [11 0101 01 00 1011 00 00 1101 1111}

cause fault?

PTE | | valid, etc?

PTE | | valid, etc?

|

|

|

1

'| size i
|

|

|

|

|

/ "
L] | prE pans

Ist F .
adc first-level

¥ |

—_ _ _ __ )

]
I
]
:
|| size 4
|
|
|
]
I

N ¢ split
| poge ﬂ PTE parts

v

_ T \ 4
@ second-leve| 1101 0011 11 00 1101 1111]

Y

physicaN

yaddress

data or instruction cache




two-level page table lookup

page table
base register virtual address
| Ox10000 | [11 0101 01 00 1011 00 00 1101 111“
cause fault? cause fault?
Y v
X X
PTE | | valid, etc? pTE | | valid, etc?
size i f A
sSize
v lit X lit
spli . spli
—| + | PTE parts | | P&° _’ PTE parts ;
A A Y Y
1st PTE 2nd PTE [1101 0011 11 00 1101 1111]
addr. addr. ;
¥ ¥ physicalyaddress

data or instruction cache




two-level page table lookup

page table

base register virtual address

| Ox10000 | [11 0101 01 00 1011 00 00 L110T LTLLTerrssessrreeeressssssserssssssssssesssssssssssessssssssssssssssssses :
| [

cause fault? cause fault?
e e i ey '
v X » ]
+| PTE | | valid, etc? pTE | | valid, etc? E
1| S|1ze A . A 1
] size 3
: Y . X ¢ 0 :
' split R split '
' +] PTE parts | Z?dee F PTE parts |,
Mt PTE™ """ 1 S nd PTE T T T o0 X
ddr MMU addr. (1101 0011. 11 00 1101 1111]
¥ ¥ physicalyaddress

data or instruction cache




