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changelog

Changes since first lecture:
31 August 2021: be more explicit about what call pushes

31 August 2021: condition codes example (1b): correct last
example (swap -10/0)

1 September 2021: rephrase assembly to C ASM exericse; add soln
slide



last time
AT&T syntax

destination last
$: constant; %: register
disp(base,index,scale) 4+ same with parts omitted

labels replaced by address (number) of thing labelled

lea — compute address and place it in destination
“effective address” — actual data address used by an instruction

%rip — program counter

typically used in mov/lea address computation
label(%rip) = label (very special case)



Linux x86-64 calling convention

registers for first 6 arguments:
%rdi (or %edi or %di, etc.), then
%rsi (or %esi or %s1, etc.), then
%rdx (or %edx or %dx, etc.), then
%rcx (or %ecx or %cx, etc.), then
%r8 (or %r8d or %r8w, etc.), then
%r9 (or %r9od or %row, etc.)

rest on stack (pushed before return address)
return value in %rax

don’'t memorize: Figure 3.28 in book



x86-64 calling convention example

int foo(int x, int y, int z) { return 42; }

foo(1, 2, 3);

// foo(1, 2, 3)
movl $1, %edi
movl $2, %esi
movl $3, %edx
call foo // call pushes address of next instruction
// then jumps to foo
foo:
movl $42, %eax
ret



call /ret

call:
push address just past the end of the call instruction on the stack
“return address” — where we expect to go when function finishes

ret:
pop address from stack; jump



callee-saved registers

functions must preserve these

%rsp (stack pointer), %rbx, %rbp (frame pointer, maybe)

%rl12-%rl1hs



caller/callee-saved

foo:
pushq %rl12 // r12 is callee-saved
. use rl2
popq %rl2
ret

other_function:
pushq %rll // r1l is caller-saved

callg foo
popq %rill



selected things we won’t cover (today)

floating point; vector operations (multiple values at once)
special registers: %xmm0 through %xmm15

segmentation (special registers: %ds, %fs, %gs, ..)

lots and lots of instructions



conditionals in x86 assembly

if (rax != 0)
foo();

cmpg $0, %rax

// * & Xk

je skip_call_foo

call foo
skip_call_foo:

how does je know the result of the comparison?

what happens if we add extra instructions at the **%?
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condition codes
x86 has condition codes

special registers set by (almost) all arithmetic instructions
addq, subq, imulq, etc.

store info about last arithmetic result
was it zero? was it negative? etc.
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condition codes and jumps
jg, jle, etc. read condition codes

named based on interpreting result of subtraction
alternate view: comparing result to 0

0: equal; negative: less than; positive: greater than
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condition codes: closer look

ZF (“zero flag") — was result zero? (sub/cmp: equal)
e.g. JE (jump if equal) checks for ZF =1

SF (“sign flag”) — was result negative? (sub/cmp: less)
e.g. JL (jump if less than) checks for SF = 1 (plus extra case for

overflow)
e.g. JLE checks for SF = 1 or ZF = 1 (plus overflow)

(and some more, e.g. to handle overflow)

13



condition codes: closer look

ZF (“zero flag") — was result zero? (sub/cmp: equal)
e.g. JE (jump if equal) checks for ZF =1

SF (“sign flag”) — was result negative? (sub/cmp: less)
e.g. JL (jump if less than) checks for SF = 1 (plus extra case for
overflow)
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OF (“overflow flag") — did computation overflow (as signed)?

we won't test on this/use it in later assignments
signed conditional jumps: JL, JLE, JG, JGE, ..
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unsigned conditional jumps: JB, JBE, JA, JAE, ..

(and one more)

13



condition codes: closer look

ZF (“zero flag") — was result zero? (sub/cmp: equal)
e.g. JE (jump if equal) checks for ZF =1

SF (“sign flag”) — was result negative? (sub/cmp: less)
e.g. JL (jump if less than) checks for SF = 1 (plus extra case for
overflow)

e.g. JLE checks for SF = 1 or ZF = 1 (plus overflow)

OF (“overflow flag") — did computation overflow (as signed)?

we won't test on this/use it in later assignments
signed conditional jumps: JL, JLE, JG, JGE, ..

CF (“carry flag") — did computation overflow (as unsigned)?
we won't test on this/use it in later assignments
unsigned conditional jumps: JB, JBE, JA, JAE, ..

(and one more)

13



condition codes (and other flags) in GDB

(gdb) info registers

rax
rbx
rcx
rip
eflags

Cs
SS

Ox0
Ox555555555150
O®x555555555150

Ox55555555513a
Ox246

Ox33

Ox2b

ZF =1 (listed); SF, OF, CF clear
some other flags that you can lookup (PF, IF) also shown

0
93824992235856
93824992235856

0x55555555513a <r
[ PF ZF IF ]

51

43
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condition codes example (1)

movq $—10, %rax

movq $20, %rbx

subq %rax, %rbx // %rbx - %rax =
// result > 0: %rbx was > %rax

jle foo // not taken; 30 > 0

30

15



condition codes example (1)

movq $—10, %rax

movq $20, %rbx

subq %rax, %rbx // %rbx - %rax =
// result > 0: %rbx was > %rax

jle foo // not taken; 30 > 0

30: SF = 0 (not negative), ZF = 0 (not zero)

30

15



condition codes example (1b)

movq $—10, %rax

movq $20, %rbx

subq %rax, %rbx // %rbx - %rax = 30
jle foo // not taken; 30 > 0

30: SF = 0 (not negative), ZF = 0 (not zero)

movq $20, %rax

movq $20, %rbx

subq %rax, %rbx // %rbx - %rax = 0
jle foo // taken; 0 <= 0

0: SF = 0 (not negative), ZF = 1 (zero)

movq $0, %rax

movqg $—10, %rbx

subq %rax, %rbx // %rbx - %rax = -10
jle foo // taken; -10 <= 0

-10: SF = 1 (negative), ZF = 0 (not zero)
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condition codes and cmpq

“last arithmetic result”?777?
then what is cmp, etc.?

cmp does subtraction (but doesn't store result)

similar test does bitwise-and

testq %rax, %rax — result is %rax
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what sets condition codes

most instructions that compute something set condition codes

some instructions only set condition codes:
cmp ~ sub
test ~ and (bitwise and — later)
testq %rax, %rax — result is %rax

some instructions don’'t change condition codes:
lea, mov
control flow: jmp, call, ret, jle, etc.

how do you know? — check processor’'s manual
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condition codes example (2)

movqg $—10, %rax // rax <- (-10)
movqg $20, %rbx // rbx <- 20

cmpqg %rax, %rbx // set cond codes w/ rbx - rax
jle foo // not taken; %rbx - %rax > 0
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condition codes example (2)

movq $—10, %rax // rax <- (-10)

movq $20, %rbx // rbx <- 20

cmpqg %rax, %rbx // set cond codes w/ rbx - rax
jle foo // not taken; %rbx - %rax > 0

%rbx - %rax = 30: SF = 0 (not negative), ZF = 0 (not zero)
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omitting the cmp

movqg $99, %ril2
start_loop:

call foo

subqg $1, %ri2

cmpq $0, %ril2

// x (r12) <+ 99

// foo()
// x (r12) «< x - 1

// compute x (r12) - 0 + set cond. codes

jge start_loop

// rl2 >= 07
// or result >= 07?

movqg $99, %ril2
start_loop:

call foo

subq $1, %ril2

jge start_loop

// x (ri2) <« 99

// foo()
// x (r12) + x - 1
// new r12 >= 07
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condition code exercise

movq %rcx, %rdx
subqg $1, %rdx
addq %rdx, %rcx

Assuming no overflow, possible values of SF, ZF?
A.SF=0ZF=0
B.SF=1ZF =0
C.SF=07ZF=1
D.SF=17ZF =1
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condition code exercise

movq %rcx, %rdx
subqg $1, %rdx
addq %rdx, %rcx

Assummgn&everﬂw possible values of SF, ZF?
=0,ZF=0
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if-to-assembly (1)

if (b >= 42) {
a += 10;

} else {
a *= b;

}
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if-to-assembly (1)
if (b >= 42) {

a += 10;
} else {
a *= b

}

if (b < 42) goto after_then;
a += 10;
goto after_else;

after_then: a *= b;

after_else:
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if-to-assembly (2)
if (b >= 42) {

a += 10;
} else {
a *= b

}

// a 1s in %rax, b i1s in %rbx
cmpq $42, %rbx // computes rbx - 42 to 0
// 1.e compare rbx to 42
j1 after_then // jump i1f rbx - 42 < 0
// AKA rbx < 42
addq $10, %rax // a += 10
jmp after_else
after_then:
imulqg %rbx, %rax // rax = rax * rbx
after_else:
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exercise

subq %rax, %rbx

addq %rbx, %rcx

je after

addq %rax, %rcx
after:

Same as which of these C Snippets? (rax = var. assigned to register %rax, etc.)

<2{> rbx —= rax;

rcx += rbx;
if (rbx + rcx ==
rcx += rax;

1

if (rcex == (rbx — rax)) {

}

B
rbx —= rax;
rcx += rbx; rcx += rbx;
if (rex == 0) { if (rbx == rcx) {
rcx += rax; rcx += rax;
} }
C
<::> rbx —= rax; D

cx += (rbx — rax);

rcx += rax;
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exercise

subq %rax, %rbx

addq %rbx, %rcx

je after

addq %rax, %rcx
after:

would be correct with flipped compare

Sa me as which of these Snippets? (rax = var. assigned to register %rax, etc.)

K
<§E> rbx —= raﬁz/ rbx —= rax;
rcx += rbx; rcx += rbx;
if (rex §:’®) { if (rbx == rcx) {
rcx += rax; rcx += rax;

} ¥

<§§> rbx —= rax; B

rcx += rbx;
if (rbx + rcx == 0) {
rcx += rax;

1 }

cx += (rbx — rax);
if (rcx == (rbx — rax)) {
rcx += rax;




while-to-assembly (1)

while (x >= 0) {
foo()

X==3
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while-to-assembly (1)

while (x >= 0) {
foo()
X=73

}

start_Lloop:
if (x < 0) goto end_loop;
foo()
X=75
goto start_loop:
end_Tloop:
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while-to-assembly (2)

start_Tloop:
if (x < 0) goto end_loop;
foo()
X=75
goto start_loop:
end_loop:

start_loop:
cmpqg $0, %ri2
jl end_loop // jump if ri2 - 0 < O
call foo
subq $1, %ri2
jmp start_loop
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while exercise

while (b < 10) { foo(); b += 1; }

Assume b is in callee-saved register %rbx. Which are correct assembly
translations?

// version A // version B // version C
start_Tloop: start_Tloop: start_loop:
call foo cmpq $10, %rbx movqg $10, %rax
addq $1, %rbx jge end_loop subq %rbx, %rax
cmpq $10, %rbx call foo jge end_loop
jl start_loop addq $1, %rbx call foo
jmp start_loop addg $1, %rbx
end_Tloop: jmp start_loop
end_Tloop:
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while exercise: translating?

while (b < 10) {
foo()
b += 1;
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while exercise: translating?
while (b < 10) {

foo();
b += 1;
3
start_loop: if (b < 10) goto end_loop;
foo();
b += 1;

goto start_loop;
end_Tloop:
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while — levels of optimization

while (b < 10) { foo(); b += 1; }

start_Tloop:
cmpqg $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop
end_Tloop:
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while — levels of optimization

while (b < 10) { foo(); b += 1; }

start_Tloop:
cmpqg $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop
end_Tloop:

cmpq $10, %rbx

jge end_loop
start_Tloop:

call foo

addq $1, %rbx

cmpq $10, %rbx

jne start_Tloop
end_Tloop:

30



while — levels of optimization

while (b < 10) { foo(); b += 13 }

start_Tloop:
cmpqg $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop
end_Tloop:

cmpq $10, %rbx

jge end_loop
start_Tloop:

call foo

addq $1, %rbx

cmpq $10, %rbx

jne start_Tloop
end_Tloop:

cmpq $10, %rbx
jge end_loop
movqg $10, %rax

subq %rbx, %rax
movq %rax, %rbx

start_loop:
call foo
decq %rbx
jne start_loop
movq $10, %rbx
end_Tloop:
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compiling switches (1)

switch (a) {
case 1: ...; break;
case 2: ...; break;

default: ...

// same as i1f statement?
cmpq $1, %rax
je code_for_1
cmpq $2, %rax
je code_for_2
cmpg $3, %rax
je code_for_3

jmp code_for_default

31



compiling switches (2)

switch (a) {
case 1: ...; break;
case 2: ...; break;
case 100: ...; break;
default: ...

// binary search

cmpq $50, %rax

jl code_for_less_than_50
cmpg $75, %rax

jl code_for_50_to_75

code_for_less_than_50:
cmpq $25, %rax
jl less_than_25_cases



compiling switches (3a)

switch (a) {
case 1: ...; break;
case 2: ...; break;
case 100: ...; break;
default: ...

}
table:
// jump table // not instructions
cmpqg $100, %rax // .quad = 64-bit (4 x 16) constant
jg code_for_default .quad code_for_1
cmpqg $1, %rax .quad code_for_2
jl code_for_default .quad code_for_3

jmp *table — 8(,%rax,8) .quad code_for_4



compiling switches (3b)

jmp *table-8(,%rax,8)

suppose RAX = 2,
tab'le located at 0x12500

34



compiling switches (3b)

jmp *table-8(,%rax,8)

address

Ox124F8
tableOx12500

table + Ox08 O0x12508
table + O0x100x12510
table + 6x18 @x12518

code_for_10x13008

code_for_20Ox130A0

suppose RAX = 2,
table located at 0x12500

value

Ox13008

Ox130A0

0x130C8

Ox13110

table — list of code addresses
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compiling switches (3b)

jmp *table-8(,%rax,8)

address

Ox124F8
tableOx12500

table + Ox08 O0x12508
table + Ox100x12510
table + 6x18 @x12518

code_for_10x13008

code_for_20Ox130A0

suppose RAX = 2,
table located at 0x12500

value

Ox13008

Ox130A0 <

0x130C8

Ox13110

(table — 8) +rax x 8 =

Ox124F8 + Ox10 = 0x12508
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compiling switches (3b)

jmp *table-8(,%rax,8)
value

address

Ox124F8
tableOx12500

table + Ox08 O0x12508
table + O0x100x12510
table + 6x18 @x12518

code_for_10x13008

code_for_20Ox130A0

suppose RAX = 2,
tab'le located at 0x12500

Ox

3008

Ox]

[ 30A0

Ox]

[30C8

Ox

3110

pointer to machine code
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computed jumps

cmpq $100, %rax
jg code_for_default
cmpq $1, %rax
jl code_for_default
// jump to memory[table + rax * 8]
// table of pointers to instructions
jmp *table(,%rax,8)
// intel: jmp QWORD PTR[rax*8 + table]
table:
.quad code_for_1

.quad code_for_2
.quad code_for_3
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backup slides
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exercise

(ignoring overflow) jge is taken (jumps to target) when
A.ZF =1
B.SF=1
C.SF=1and ZF =0
D.SF=1orZF =1
E.SF=0
F. something else
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condition codes example plus overflow (1)

movq $—10, %rax
// same as: mov SOXFFFFFFFFFFFFFFF6, %rax
movqg $20, %rbx
cmpq %rax, %rbx
// %rbx - %rax
jle foo // not taken; signed: 30 > 0
jbe foo // taken; unsigned: very negative <= 0

as signed: 30: SF =0 (not negatlve) ZF = 0 (not zero)

as unsigned: 20 — (264 — 10) = =2%=30 30 (overflow!)

OF = 0 (false) no overflow as signed
CF =1 (true) overflow as unsigned

jbe (jump below/equal) uses CF to give correct result w/ overflow
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condition codes example plus overflow (2)

movg $5000000000000000000, %rax
movqg $6000000000000000000, %rbx
addq %rax, %rbx
// %rbx + %rax = (incorrect) -74467440737095516.
// %rbx + %rax = 11000000000000000000 (unsigned,
jle foo // not taken; true signed result > 0
jbe foo // not taken; true unsigned result > 0

SF =1 (negative as signed), ZF = 0 (not zero)
OF = 1 (true) overflow as signed
CF = 0 (false) overflow as unsigned

jle uses OF to realize true result is positive, even though SF is set

39



do-while-to-assembly (1)

int x = 99;
do {
foo()
X==3
} while (x >= 0);
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do-while-to-assembly (1)

int x = 99;
do {
foo()
X=~5
} while (x >= 0);
int x = 99;
start_Tloop:
foo()
X=~5

if (x >= 0) goto start_loop;
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do-while-to-assembly (2)

int x = 99;
do {
foo()
X==3
} while (x >= 0);

movq $99, %rl2 // register for x
start_loop:

call foo

subq $1, %ril2

cmpq $0, %ri2

// computes rl12 - 0 = rl12

jge start_loop // jump if r12 - 0 >= 0

41



condition codes examples (4)

movqg $20, %rbx

addq $-20, %rbx // result is 0

movqg $1, %rax
je foo

// irrelevant to cond.

// taken, result is 0

codes
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condition codes example: no cmp (3)

mov(q
mov(q
subq
jle

mov(q
addq

je

$—-10, %rax // rax <« (-10)

$20, %rbx // rbx <« 20

%rax, %rbx // rbx < rbx - rax =
foo // not taken, %rbx - %rax > 0

$20, %rbx // rbx <« 20

30

$-20, %rbx // rbx <+ rbx + (-20) =

foo // taken, result is 0
J/ X -y =0 ->Xx =y
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condition codes: exercise with overflow (1)

// 2763 - 1
movq $SOX7FFFFFFFFFFFFFFF, %rax
// 2763 (unsigned); -2**63 (signed)
movqg $0x8000000000000000, %rbx
cmpqg %rax, %rbx

// result = %rbx - %rax

ZF = 7
SF= 7
OF ?
CF= 7
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condition codes: exercise with overflow (1)

// 2**63 - 1
movq $SOX7FFFFFFFFFFFFFFF, %rax
// 2**63 (unsigned); -2**63 (signed)
movqg $0x8000000000000000, %rbx
cmpqg %rax, %rbx
// result = %rbx - %rax

as signed: —2% — (2% — 1) = =287 1 (overflow)
as unsigned: 2% — (2% — 1) =1

ZF = 0 (false) not zero rax and rbx not equal
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recall: x86-64 general purpose registers
aLjaH|AX[EAX | RAX ‘ rRsw| R8D| RS8 ‘RIZW R12D|[R12

[lsBXEBX]RBX|[[= rov] roo] Ro||[azvfraoR13
[ETercXECx|RCX| [Eefaov]raoo]R 10| [fra]areolR 14
oorpXEDX|RDX|[[xfrwriioR 11 [FfuswrisoR 15
[E>JBPEBPRBP| [2DI[EDI/RDI| [_IPIEIP| RIP
=L s Esl| RSI| [EPISPESPRSP

Figure: Immae via Wikipedia



authoriative source (1)

(intel

Intel® 64 and IA-32 Architectures
Software Developer’'s Manual

®

Combined Volumes:
1, 2A, 2B, 2C, 2D, 3A, 3B, 3Cand 3D
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authoriative source (2)
System V Application Binary Interface
AMDG64 Architecture Processor Supplement

Draft Version 0.99.7

Edited by
Michael Matzl, Jan Hubifikaz, Andreas Jaeger3, Mark Mitche

November 17, 2014
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question

pushg $0x1

pushg $0x2

addq $0x3, 8(%rsp)

popq %rax

popq %rbx

What is value of %rax and %rbx after this?
a. %rax = 0x2, %¥rbx = 0x4

%rax = Ox5, ¥rbx = Ox1

%rax = 0x2, %rbx = 0x1

the snippet has invalid syntax or will crash
more information is needed

something else?

~o o0 o
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