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changelog
Changes since first lecture:

23 November 2021: adjust numbers on first 1-level exercise; add
additional exercise; reorder slide PDF so exercise is in a sensible
place

23 November 2021 after second lecture: make addresses agree on
adjusted 1-level exercises
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last time
kernel v user mode

certain instructions only work in kernel mode
certain memory only usable in kernel mode
try in user mode? exception hanppens

system calls
special instruction to trigger exception
usually similar to function call
need some way to indicate which operation (x86-64 Linux: %rax)

virtual memory
virtual addresses → physical addresses
memory divided into pages (fixed power-of-two size)
addresses divided into page number and offset
table: for each virtual page number, what physical page number
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kernel-mode only

virtual
page # valid? physical page # kernel

only?
00 1 010 (2, code) 0
01 1 111 (7, data) 0
10 1 000 (0, stack) 0
11 1 001 (1, OS ) 1

01 1101 0010 — address from CPU

trigger exception if 0?

trigger exception
if 1 and in user mode?

111 1101 0010

to cache
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emacs (two copies)

Used by OS

Emacs (run by user mst3k)

Stack

Heap / other dynamic
Writable data

emacs.exe (Code + Constants)

Used by OS

Emacs (run by user xyz4w)

Stack

Heap / other dynamic

Writable data
emacs.exe (Code + Constants)

same data?
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two copies of program
would like to only have one copy of program

what if mst3k’s emacs tries to modify its code?

would break process abstraction:
“illusion of own memory”
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typical page table entries
solution: same idea as kernel-only bit

page table entry will have more permissions bits
can read?
can write?
can execute?

checked by MMU like valid/kernel bit

virtual page # valid? kernel? write? exec? physical page #
0000 0000 0 0 0 0 00 0000 0000
0000 0001 1 0 1 0 10 0010 0110
0000 0010 1 0 1 0 00 0000 1100
0000 0011 1 0 0 1 11 0000 0011…
1111 1111 1 0 1 0 00 1110 1000

page table (logically)
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on virtual address sizes
virtual address size = size of pointer?

often, but — sometimes part of pointer not used

example: typical x86-64 only use 48 bits
rest of bits have fixed value

virtual address size is amount used for mapping
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address space sizes
amount of stuff that can be addressed = address space size

based on number of unique addresses

e.g. 32-bit virtual address = 232 byte virtual address space

e.g. 20-bit physical addresss = 220 byte physical address space

what if my machine has 3GB of memory (not power of two)?
not all addresses in physical address space are useful
most common situation (since CPUs support having a lot of memory)
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exercise: page counting
suppose 32-bit virtual (program) addresses

and each page is 4096 bytes (212 bytes)

how many virtual pages?

232/212 = 220
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exercise: page table size
suppose 32-bit virtual (program) addresses

suppose 30-bit physical (hardware) addresses

each page is 4096 bytes (212 bytes)

pgae table entries have physical page #, valid bit, kernel-mode bit

how big is the page table (if laid out like ones we’ve seen)?

220 entries ×(18 + 2) bits per entry
issue: where can we store that?
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exercise: address splitting
and each page is 4096 bytes (212 bytes)

split the address 0x12345678 into page number and page offset:

page #: 0x12345; offset: 0x678
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page tables in memory
where can processor store megabytes of page tables? in memory

valid (bit 15) kernel (bit 14) physical page # (bits 4–13) unused (bit 0-3)
page table entry layout

virtual page # valid? kernel? physical page #
0000 0000 0 0 00 0000 0000
0000 0001 1 0 10 0010 0110
0000 0010 1 0 00 0000 1100
0000 0011 1 0 11 0000 0011…
1111 1111 1 0 00 1110 1000

page table (logically)

addresses bytes
0x00000000-1 00000000 00000000…
0x00010000-1 00000000 00000000
0x00010002-3 10100010 01100000
0x00010004-5 10000010 11000000
0x00010006-7 10110000 00110000…
0x000101FE-F 10001110 10000000
0x00010200-1 10100010 00111010

physical memory

0x00010000

page table base register
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memory access with page table

memory management unit (MMU)

11 0101 01 00 1101 1111

× PTE size

0x10000

page table
base register

+

data or instruction cache

1101 0011 11

check valid
and kernel bit

split PTE parts

cause fault?

00 1101 1111
physical address

virtual address

one program cache/memory access becomes
multiple cache/memory accesses
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MMUs in the pipeline

MMU i-cache

decode execute

MMU d-cache

writebackfetch memory

up to four memory accesses per instruction

challenging to make this fast (topic for a future date)
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exercise setup
5-bit virtual addresses, 6-bit physical addresses, 8-byte pages

virtual
page # valid? physical

page #
00 1 010
01 1 111
10 0 000
11 1 000

page table
physical

addresses bytes
0x00-300 11 22 33
0x04-744 55 66 77
0x08-B88 99 AA BB
0x0C-FCC DD EE FF
0x10-31A 2A 3A 4A
0x14-71B 2B 3B 4B
0x18-B1C 2C 3C 4C
0x1C-F1C 2C 3C 4C

physical
addresses bytes
0x20-3D0 D1 D2 D3
0x24-7D4 D5 D6 D7
0x28-B89 9A AB BC
0x2C-FCD DE EF F0
0x30-3BA 0A BA 0A
0x34-7CB 0B CB 0B
0x38-BDC 0C DC 0C
0x3C-FEC 0C EC 0C

phys. page 0

phys. page 1
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exercise
5-bit virtual addresses, 6-bit physical addresses, 8-byte pages

(virtual addresses) 0x18 = ???; 0x03 = ???; 0x0A = ???; 0x13 = ???
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exercise
5-bit virtual addresses, 6-bit physical addresses, 8-byte pages
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1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE

page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register 0x20; translate virtual address 0x31
physical

addresses bytes
0x00-300 11 22 33
0x04-744 55 66 77
0x08-B88 99 AA BB
0x0C-FCC DD EE FF
0x10-31A 2A 3A 4A
0x14-71B 2B 3B 4B
0x18-B1C 2C 3C 4C
0x1C-F1C 2C 3C 4C

physical
addresses bytes
0x20-3D0 D1 D2 D3
0x24-7F4 F5 F6 F7
0x28-B89 9A AB BC
0x2C-FCD DE EF F0
0x30-3BA 0A BA 0A
0x34-7CB 0B CB 0B
0x38-BDC 0C DC 0C
0x3C-FEC 0C EC 0C

0x31 = 11 0001
PTE addr:
0x20 + 6 ×1 = 0x26
PTE value:
0xF6 = 1111 0110
PPN 111, valid 1
M[111 001] = M[0x39]
→ 0x0C
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0x00-300 11 22 33
0x04-744 55 66 77
0x08-B88 99 AA BB
0x0C-FCC DD EE FF
0x10-31A 2A 3A 4A
0x14-71B 2B 3B 4B
0x18-B1C 2C 3C 4C
0x1C-F1C 2C 3C 4C

physical
addresses bytes
0x20-3D0 D1 D2 D3
0x24-7F4 F5 F6 F7
0x28-B89 9A AB BC
0x2C-FCD DE EF F0
0x30-3BA 0A BA 0A
0x34-7CB 0B CB 0B
0x38-BDC 0C DC 0C
0x3C-FEC 0C EC 0C

0x31 = 11 0001
PTE addr:
0x20 + 6 ×1 = 0x26
PTE value:
0xF6 = 1111 0110
PPN 111, valid 1
M[111 001] = M[0x39]
→ 0x0C

18



1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE

page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register 0x20; translate virtual address 0x31
physical

addresses bytes
0x00-300 11 22 33
0x04-744 55 66 77
0x08-B88 99 AA BB
0x0C-FCC DD EE FF
0x10-31A 2A 3A 4A
0x14-71B 2B 3B 4B
0x18-B1C 2C 3C 4C
0x1C-F1C 2C 3C 4C

physical
addresses bytes
0x20-3D0 D1 D2 D3
0x24-7F4 F5 F6 F7
0x28-B89 9A AB BC
0x2C-FCD DE EF F0
0x30-3BA 0A BA 0A
0x34-7CB 0B CB 0B
0x38-BDC 0C DC 0C
0x3C-FEC 0C EC 0C

0x31 = 11 0001
PTE addr:
0x20 + 6 ×1 = 0x26
PTE value:
0xF6 = 1111 0110
PPN 111, valid 1
M[111 001] = M[0x39]
→ 0x0C

18



1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE

page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register 0x20; translate virtual address 0x12
physical

addresses bytes
0x00-300 11 22 33
0x04-744 55 66 77
0x08-B88 99 AA BB
0x0C-FCC DD EE FF
0x10-31A 2A 3A 4A
0x14-71B 2B 3B 4B
0x18-B1C 2C 3C 4C
0x1C-F1C 2C 3C 4C

physical
addresses bytes
0x20-3D0 D1 D2 D3
0x24-7F4 F5 F6 F7
0x28-B89 9A AB BC
0x2C-FCD DE EF F0
0x30-3BA 0A BA 0A
0x34-7CB 0B CB 0B
0x38-BDC 0C DC 0C
0x3C-FEC 0C EC 0C

0x12 = 01 0010
PTE addr:
0x20 + 2 ×1 = 0x22
PTE value:
0xD2 = 1101 0010
PPN 110, valid 1
M[110 010] = M[0x32]
→ 0xBA
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