


changelog

changes since first lecture

2 Dec 2021: add TLB and two-level lookup slide



last time

page table tricks:
allocate on demand, swapping
operating system responds to page fault by adjust page table
return from exception: retry failing memory access
page table: what OS tells hardware about memory layout
OS separately tracks “real” version it promised to program

multi-level page tables
(fat) tree-like structure
invalid entries at top levels of tree: large holes
first-level table points to second-level table
last-level table points to program/code data
divide up virtual page number bits for lookup at each level
check valid/permission bits at each level



splitting addresses for levels
x86-32

32-bit physical address; 32-bit virtual address

212 byte page size

2-levels of page tables; each page table is one page

4 byte page table entries

how is address @x12345678 split up?
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x86-32

32-bit physical address; 32-bit virtual address

212 byte page size

2-levels of page tables; each page table is one page

4 byte page table entries

how is address @x12345678 split up?



2-level example
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox20; translate virtual address Ox131

physical physical
addresses addresses
Ox00-3(60 11 22 33 Ox20-3/D0 D1 D2 D3

0Ox04-7{44 55 66 77 0x24-7|D4 D5 D6 D7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3|1A 2A 3A 4A Ox30-3|BA OA BA 0OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC 6C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 0C

bytes bytes
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2-level example
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2-level splitting
O-bit virtual address

6-bit physical address

8-byte pages — 3-bit page offset (bottom bits)
9-bit VA: 6 bit VPN + 3 bit PO
6-bit PA: 3 bit PPN + 3 bit PO

8 entry page tables — 3-bit VPN parts
9-bit VA: 3 bit VPN part 1; 3 bit VPN part 2



2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox08; translate virtual address OxXOFB

physical physical
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2-level exercise (1)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;
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2-level exercise (2)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused;

page table base register Ox10; translate virtual address Ox109

physical physical
addresses addresses
Ox00-3(60 11 22 33 Ox20-3/D0 D1 D2 D3

0Ox04-7{44 55 66 77 0x24-7|D4 D5 D6 D7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3|1A 2A 5A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC 6C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 0C

bytes bytes
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2-level exercise (3)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused
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2-level exercise (4)
O-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 unused

page table base register Ox08; translate virtual address Ox1CB

physical physical
addresses addresses
Ox00-3(60 11 22 33 Ox20-3/D0 D1 D2 D3

0Ox04-7{44 55 66 77 0x24-7|D4 D5 D6 D7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C Ox38-B|EC 6C EC 0C
Ox1C-F|1C 2C 3C 4C Ox3C-F|FC 0C FC 0C

bytes bytes




2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C 0x38-B|EC OC EC 6C
0x1C-FJAC BC DC EC Ox3C-F|FC 0C FC 0C

bytes bytes
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
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bytes bytes




2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
0x18-B|1C 2C 3C 4C 0x38-B|EC OC EC 6C
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bytes bytes




2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
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bytes bytes




2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB 0B
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2-level exercise (5)
10-bit virtual addresses, 6-bit physical; 16 byte pages, 2 byte PTE

page tables 1 page; PTE: 2 bit PPN (MSB of first byte), 1 valid bit,
rest unused

page table base register Ox10; translate virtual address Ox376
physical physical
addresses addresses
Ox00-3(00 11 22 33| ©x20-3|DO E1 D2 D3

0x04-7|44 55 66 77 0x24-7|D4 E5 D6 E7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxO0C-F|CC DD EE FF Ox2C-F|CD DE EF FO
0x10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|DB 0B DB OB
0x18-B|1C 2C 3C 4C 0x38-B|EC OC EC 6C
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bytes bytes




cache accesses and multi-level PTs

four-level page tables — five cache accesses per program memory
access

L1 cache hits — typically a couple cycles each?

so add 8 cycles to each program memory access?

not acceptable

13



program memory active sets

Used by OS

OxFFFF FFFF FFFF FFFF

OXFFFF 8000 0000 0000

OXTEF..
Stack

Heap / other dynamic

Writable data
Code + Constants

small areas of memory active at a time
one or two pages in each area?

Ox0000 0000 0040 0000

14



page table entries and locality
page table entries have excellent temporal locality
typically one or two pages of the stack active
typically one or two pages of code active

typically one or two pages of heap/globals active

each page contains whole functions, arrays, stack frames, etc.

15



page table entries and locality
page table entries have excellent temporal locality
typically one or two pages of the stack active
typically one or two pages of code active

typically one or two pages of heap/globals active
each page contains whole functions, arrays, stack frames, etc.

needed page table entries are very small

15



page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache

TLB

physical addresses

bytes from memory

tens of bytes per block
usually thousands of blocks

virtual page numbers

page table entries

one page table entry per block
usually tens of entries

16



page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache

TLB

physical addresses
bytes from memory

tens of bytes per block
usua||y thousands aof hlacks

virtual page numbers
page table entries
one pageAable entry per block

usuallv td hs of entries

only caches the page table lookup itself
(generally) just entries from the last-level page table

16



page table entry cache
caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache TLB

physical addresses virtual page numbers

bytes from memory page table entries

tens of bytes per block one page table entry per block
usually thousands of blocks usuaW entries

not much spatial locality between page table entries
(they're used for kilobytes of data already)

16



page table entry cache

caled a TLB (translation lookaside buffer)

very small cache of page table entries

L1 cache

TLB

physical addresses
bytes from memory
tens of bytes per block

virtual page numbers
page table entries
one page table entry per block

usually thousands of blocks | usually tens of entries

few active page table entries at a time
enables highly associative cache designs

16



TLB and the MMU (1)

address

from ———»

program

MMU
(‘page table walk’ logic)

A

Y

L1 Cache/Memory

17



TLB and the MMU (2)

virtual address cause fault?
111 QlOl 01 00 1101 1111 )

/

> split PTE parts

i A/
(1101 0011 11 00 1101 1111]

--------------------- physical| address

:-> TLB check valid
tabl ¥ o : and permission bit
page table -----Y----.; '
base register L2 PTiES'ZeJE ............................................................................
1 Ox10000 r---- I

1
1
1
1
. \

data or instruction cache




TLB and the MMU (2)

virtual address
111 QlOl 01 00 1101 1111

]

...................................

cause fault?

check valid
and permission bit

- »[TLB
page table ------ Yoo
base register . " PTiES'ZeJE
[0X10000 F---» + 1 !

TLB hit: TLB accesges replaces

page table access |-

> split PTE parts
\

/

. A
|1:101 0011 11 00 1101 1111]
physical

address

A

'

data or instruction cache

18



TLB and the MMU (2)

virtual address

cause fault?
[11 0101 01 00 1101 1111]

/

E TLB check valid
age tabl Y and permission bit
bos © i Jy
base register |~ PTE size S N

L]

0x10000 [— + »| split PTE parts

Y
(1101 0011 11 00 1101 1111]
physical| address

Y Y

data or instruction cache
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TLB and the MMU (2)

TLB miss: page table access happens
[T1 0101 01 00 1101 1111]

C

Y

page table STE o
base register |~ v S1ze

0x10000 [— | R

_|
0]

cause fault?

check valid

and permission bit

..............

»| split PTE parts

A \ 4
(1101 0011 11 00 1101 1111]

physical| address

Y

data or instruction cache
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TLB and the MMU (2)

TLB miss: TLB gets a copy of the page table entry
[{T°0101 01 00 1101 1111]

se fault?

/

|: TI.'B check valid
age table Y : and permission bit
bag i : A
base register |~ PT*E size : N N

0x10000 4>B D EEEEE T »{ split PTE parts

A
(1101 0011 11 00 1101 1111]
physical| address

Y Y

data or instruction cache




TLB and the MMU (2)

virtual address cause fault?

i QlOl 01 00 1101 1111] /

on hit or miss check valid
and permission bit

pal need to check permissions T
bass (read/kernel/etc_) .........................................................................

' 9 but TLB only stores valid PTEs »| split PTE parts

: i Y
: [1101 0011 11 00 1101 1111]

--------------------- physical| address

¥

Y

data or instruction cache




TLB and multi-level page tables
TLB caches valid last-level page table entries

doesn’'t matter which last-level page table

means TLB output can be used directly to form address

19



TLB and two-level lookup

TLB hit

virtual address

m 0101 Ol 00 1011 OOIOO 1101 111:” ...............................

cause fault?

* lid, etc?
valid, etc?
TLB N
split
PTE
parts

A

A Y
(1101 0011 11 00 1101 1111]
physicalyaddress

data or instruction cache
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TLB and two-level lookup

page table
base register

virtual address

TLB miss

| 0x10000 | [11 0101 01 00 1011 00J00 1101 1111}
— |

cause fault?

Y *
X cause fault? valid, etc?
PTE TLB | < ;
size X
valid, etc? PTE split
Y age Pgé’s size PTE
L—»| + ! addr
split | X parts i
PTE —» page ——> 4 A4 Y
1st PTE -
addr. parts size S TETE [1101 0011_ 11 00 1101 1111]
Y Y addr. physicalyaddress

data or instruction cache

20



TLB organization (2-way set associative)

VPN page offset

llElG)OO 10110 (program address)

-~ -r-

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
> 1 16 [ox123 [1 1 11 [ex12F 1

-
g

0, o
page
Q’ o table

entry2l
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index page # page #
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TLB organization (2-way set associative)

VPN page offset

llElG)OO 10110 (program address)

-~ -r-

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
tag page table entry A
1 10 [ex123 [1 [ 1 [11 Jox12F [1

-
g

0, o
page
Q’ o table

entry2l




TLB organization (2-way set associative)

VPN page offset

llElG)OO 10110 (program address)

-~ -r-

E valid|tag |physical |write|... valid tag |physical |\write|...
index page # page #
tag E
| phidelbih b ———_b bbb A —— A — A —
-4 1 |10 [Ox123 (1 1 (11 |Ox12F |1

-
g

0, o
page
Q’ o table

entry2l




address splitting for TLBs (1)
my desktop:

4KB (2'? byte) pages; 48-bit virtual address
64-entry, 4-way L1 data TLB

TLB index bits?
TLB tag bits?
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address splitting for TLBs (2)
my desktop:

4KB (2'? byte) pages; 48-bit virtual address
1536-entry (3 -27), 12-way L2 TLB

TLB index bits?
TLB tag bits?

23



exercise: TLB access pattern (setup)
4-entry, 2-way TLB, LRU replacement policy, initially empty
4096 byte pages

how many index bits?

TLB index of virtual address 0x123457

24



exercise: TLB access pattern
4-entry, 2-way TLB, LRU replacement policy, initially empty
4096 byte pages

type virtual physical

read |0x440030 Ox554030
write |0x440034 0x554034
read |O0x7FFFEQO8 [0x556008
read |Ox7FFFEQOO [0x556000
read |O0x7FFFDFF8 [Ox5F8FFS8
read |O0x664080 Ox5F9080
read |0x440038 Ox554038
write |[OX7FFFDFFO |Ox5F8FF0

which are TLB hits? which are TLB misses? final contents of TLB?



changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?
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changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?

option 1: invalidate all TLB entries

side effect on “change page table base register” instruction
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changing page tables

what happens to TLB when page table base pointer is changed?
e.g. context switch

most entries in TLB refer to things from wrong process
oops — read from the wrong process’s stack?

option 1: invalidate all TLB entries
side effect on “change page table base register” instruction

option 2: TLB entries contain process I1D
set by OS (special register)
checked by TLB in addition to TLB tag, valid bit

26



editing page tables
what happens to TLB when OS changes a page table entry?

most common choice: has to be handled in software
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editing page tables
what happens to TLB when OS changes a page table entry?
most common choice: has to be handled in software

invalid to valid — nothing needed

TLB doesn’t contain invalid entries
MMU will check memory again

valid to invalid — OS needs to tell processor to invalidate it
special instruction (x86: invlpg)

valid to other valid — OS needs to tell processor to invalidate it

27



x86-64 page table entries (1)

HECEBEEEBEEEE M1 M 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1(0|9/B/7|6[54[3)21 2/1/0/9/8(7/6/5/4 3/2/1|/0/9/B|7 6/54(321098/7654(3210
%| Prot P PIPILR PTE:
4 lgnored Rsvd. Address of 4KB page frame Ign. |GIADACW| - 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = user-mode allowed? (“user/supervisor")

XD = execute-disable?

A = accessed? (MMU sets to 1 on page read/write)

D = dirty? (MMU sets to 1 on page write)



x86-64 page table entries (1)

HECEBEEEBEEEE M1 M 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1(0|9/B/7|6[54[3)21 2/1/0/9/8(7/6/5/4 3/2/1|/0/9/B|7 6/54(321098/7654(3210
%| Prot P PIPILR PTE:
4 lgnored Rsvd. Address of 4KB page frame Ign. |GIADACW| - 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = user-mode allowed? (“user/supervisor")
XD = execute-disable?

A= accessed?%ets to 1 on page read/write)

D = helps support replacement policies for swapping




x86-64 page table entries (1)

HECEBEEEBEEEE M1 M 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1(0|9/B/7|6[54[3)21 2/1/0/9/8(7/6/5/4 3/2/1|/0/9/B|7 6/54(321098/7654(3210
%| Prot P PIPILR PTE:
4 lgnored Rsvd. Address of 4KB page frame Ign. |GIADACW| - 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

present = valid

R/W = writes allowed?

U/S = user-mode allowed? (“user/supervisor")

XD = execute-disable?

A = accessed? (MMU sets to 1 on page read/write)

D= dirty?wsets to 1 on page write)
helps support writeback policy for swapping




x86-64 page table entries (2)

HECEBEEEBEEEE M1 M 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1(0|9/B/7|6[54[3)21 2/1/0/9/8(7/6/5/4 3/2/1|/0/9/B|7 6/54(321098/7654(3210
%| Prot P PIPILR PTE:
4 lgnored Rsvd. Address of 4KB page frame Ign. |GIADACW| - 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

G = global? (shared between all page tables)

PWT, PCD, PAT = control how caches work when accessing physical page:
can disable using the cache entirely
can disable write-back (use write-through instead)
multicore-related cache settings
(and some other settings)
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x86-64 page table entries (2)

HECEBEEEBEEEE M1 M 3[313[2[2[2[2[2]2 222211 T (T[T [T 11

3(2 1(0|9/B/7|6[54[3)21 2/1/0/9/8(7/6/5/4 3/2/1|/0/9/B|7 6/54(321098/7654(3210
v| Prot. P PIPILR PTE:
4 lgnored Rsvd. Address of 4KB page frame Ign. |GIADACW| - 1] 4KB
0| Key T | 10|75 page
PTE:
lgnored 0 not
present

G= global?Wn all page tables)

p CPU won't evict TLB entries on most page table base registers changes

can disable using the cache entirely

can disable write-back (use write-through instead)
multicore-related cache settings

(and some other settings)



address splitting exercise (3)
384-entry, 3-way set-associative TLB

32-bit virtual address; 8KB pages

2-level page table; 4 byte PTEs

256 entries in first level;: 2048 in second

split the address O©x12345678
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address splitting exercise (3)
384-entry, 3-way set-associative TLB

32-bit virtual address; 8KB pages

2-level page table; 4 byte PTEs

256 entries in first level;: 2048 in second

split the address O©x12345678
0001 0010 0011 0100 0101 0110 0111 1000
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TLBs and performance

—> TLB

extra time?

Y

L1 cache

31



L1 caches and page numbers (Intel Skylake)

physical address

(48 bits)
PPN page offset
(36 bit) (12 bit)
L1 cache tag L1 index | L1 offset
(36 bit) (6 bit) (6 bit)
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L1 caches and page numbers (Intel Skylake)

physical address
(48 bits)
PPN page offset
(36 bit) (12 bit)
L1 cache tag L1 index | L1 offset
(36 bit) (6 bit) (6 bit)

not a coincidence

why did Intel make this decision?



overlapping TLB and cache access

0001111001 ——— offset

VPN . [validltag [data |[valid|tag [data
5 v 1 10 [e@11|[ 1 |00 |AA BB
" |ndex
: ‘» 1 |11 |B4B5|] 1 |01 |33 44
v
11

tag=PPN ¥ L

data
(B5)

Pl

o

is hit? (1
(1)

33



overlapping TLB and cache access

offset

,,,,1,,,,__ _

VPN ' valid/tag [data ||valid/tag |data
i ' 1 (10 |00 11 1 |00 |AA BB

1 perform TLB access while cache access is happening
data
(B5)

tag=PPN l@ I_'?—E)J
o Q is hit? (1)
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overlapping TLB and cache access

0001111001 ——— offset
VPN . [validltag [data |[valid|tag [data
5 v 1 10 [e@11|[ 1 |00 |AA BB
" |ndex
: w1 |11 |[B4B5|| 1 01 |33 44
v
11
tag=PPN ¥ L]
—<9:AND} Y »

data
(B5)

peby

@ Jor>— is hit? (1)
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virtually-indexed, physically-tagged
called virtually-indexed, physically-tagged cache

requirement: index contained entirely in page offset
do not need to do translation to start cache access

tag overlaps with PPN
example: tag=PPN
(but tag could include part of page offset, too)

do TLB access while retrieving cache set

most common design in current processors

reason for highly associative (e.g. 8-way) L1 caches
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address splitting
16-bit virtual addresses

64-byte pages
256B, 8-way L1 cache with 16B blocks

can TLB and cache access overlap?
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physical caches
so far: caches use physical addresses:

means cache lookup can’t complete without TLB
(and can't start without index from physical address)

E L L L L LR LLRCLL LRI EEELEED page offset
' Y

memory. address —»| TLB —{L1 cache

36



virtual indexing

alternate option: have caches hold virtual addresses and match tags
with virtual addresses

advantage: don't need to wait for TLB lookup at all

memory address —| L1 cache [ on miss “»| TLB L2 cache

but some things more complicated:

need to invalidate caches on page table changes
need to deal multiple VPNs for same physical page (“aliasing”)

37



virtual caches: aliasing problem
two virtual addresses can map to same physical

problem for caches with virtual indexes-+tags

say VA 0x1000 and 0x2000 map to same physical

what happens if application writes to 0x1000

..then reads from 0x20007

38



virtual cache aliasing solutions
software solution: OS promises not to have aliasing

hardware solution: hardware detects aliasing
requires extra bookkeeping

39



hardware alias detection (1)

key idea: store physical address and virtual-address-based tag

store value? check for other copies of same physical addr

if found: evict other copies

index
0
1
2

\Y

phys addr

value

tag \"/ tag phys addr |value
1|0x03312 |0x1F4300 1[0x03311 |[Ox1F3400
1| O0x7FF33|0x183220 1[0x03310 [OXOF3A20
1| 0Ox7FF33|0x183240 1[0x03320 |Ox030040

40



checking all the physical addresses? (1)
scanning entire cache for same physical address?

do we really need to scan everything?

41



checking all the physical addresses? (1)
scanning entire cache for same physical address?

do we really need to scan everything?

exercise(1): if we have 4096 (2'?) byte pages, give an example of a
virtual address that could map to the same physical as 9x120107

41



checking all the physical addresses? (2)
scanning entire cache for same physical address?

do we really need to scan everything?

with 4K pages (2'% byte):

exercise(2): if we have a direct-mapped 4K virtual cache with 16
byte blocks, in which sets can be these aliasing addresses be stored?

PPN page offset

VPN page offset

cache tag cache index |cache offset

42



checking all the physical addresses? (3)
scanning entire cache for same physical address?

do we really need to scan everything?

exercise(3): if we have a direct-mapped 8K virtual cache with
16-byte blocks, in which sets can these aliasing addresses be stored?

PPN page offset

VPN page offset

cache tag cache index |cache offset
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checking all the physical addresses? (3)
scanning entire cache for same physical address?
do we really need to scan everything?

exercise(3): if we have a direct-mapped 8K virtual cache with
16-byte blocks, in which sets can these aliasing addresses be stored?

PPN E | page offset
VPN n I page offset
cache tag I cai;he index |cache offset




virtual caches: detecting aliasing

suppose two virtual addresses with same physical address

addrs differ only VPN bits

finding which indexes to check: worry about overlap:

PPN page offset
VPN page offset
cache tag cache index [cache offset
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virtual caches: detecting aliasing

suppose two virtual addresses with same physical address

addrs differ only VPN bits

finding which indexes to check:

worry about overlap:

PPN E | page offset
VPN n I page offset
cache tag I cakhe index [cache offset
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virtual caches: aliasing detection outline

hardware alias detection mechanism

store physical address of each block in the cache
..in addition to virtual tag

when adding value to cache, try all other indexes for same page
offset

if any match physical address: evict that copy

result: only store one virtual address per physical address at a time

actual strategy used by AMD Opteron's instruction cache
2 cache index bits overlapping VPN
4 cache sets to check on cache replacement
(also on conflicting writes to data cache?)
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book’s diagram

CR3

32/64
CPU Result L2, L3, and
Virtual address (VA) main memory
36 12
L1 L1
hit miss
L1 d-cache
l l l l TLB (64 sets, 8 lines/set)
P
hit e
LB —
miss N e IS R S I B
L1 TLB (16 sets, 4 entries/set) T T T T T T T T
v9 9 9 9 40 | L 12 40 6l 6
| ven1 | venz | vens | vena | PPN | PPO| == cr |alco
+ Physical —|:
- address
PTE (PA)
_Page tables _ N o
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are pages too small?

program accessing a lot of memory? lots of TLB entries
lots of TLB misses
lots of space for page tables

often, really like larger pages,..

but not all the time

still want to be able to allocate small amounts of memory to small
programs

want to load/store small amounts of data from disk

common to provide variable-sized pages for OS
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“huge pages”

VPN part 1 VPN part 2 (normal) page offset
' | page table entry 0 |y ! == physical page
> page table entry (normal)
PTBR R, > W s
VPN part 1 “huge page" page offset
page table entry 1 E
PTBR

P - -

physical page
(huge)
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big pages on x86-64
option for 2MB or 1GB pages instead of 4KB pages

first, second, third-level page table entries can point to either
next page table (normal case), or
a “huge page”

big changes to TLB needed?

Intel /AMD don't seem to disclose what they do,...

but seems like Intel has a special cache for non-fourth(last)-level PTEs
(which speeds up page tabe lookup for normal pages)

and use this for ‘huge page' PTEs, too

processes can have mix of huge and normal apges

49



why big pages?
TLB misses can create same sort of problems as cache misses

can do cache blocking to help with TLB misses but...

big pages are relatively easy to implement

might dramatically reduce TLB misses

50



backup slides
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page table space exercise (1)
4-level page table

512 PTEs of 8 bytes each for each page table

suppose a process has exactly one page allocated

how much space for page tables?
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page table space exercise (1)
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page table space exercise (2)

4-level page table

512 PTEs of 8 bytes each for each page table

suppose a process has exactly two pages allocated:
one at address 0x0, one at address Ox20000000000

how much space for page tables?

54



page table space exercise (2)
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page table space exercise (3)
4-level page table; each PT: 512 PTEs of 8 bytes

suppose a process has 100 pages of stack, 100 pages of
code+constants (contiguous)

stack and code+-constants far apart

how much space for page tables?
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page table space exercise (3)
4-level page table; each PT: 512 PTEs of 8 bytes

suppose a process has 100 pages of stack, 100 pages of
code+constants (contiguous)

stack and code+-constants far apart

how much space for page tables? — minimum:
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page table space exercise (3)
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page table space exercise (3)
4-level page table; each PT: 512 PTEs of 8 bytes

suppose a process has 100 pages of stack, 100 pages of
code-+constants (contiguous)

how much space for page tables?
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page table space exercise (3)
4-level page table; each PT: 512 PTEs of 8 bytes

suppose a process has 100 pages of stack, 100 pages of
code-+constants (contiguous)

how much space for page tables? — maximum:
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page table space exercise (3)
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page table space exercise (4)
4-level page table; each PT: 512 PTEs of 8 bytes

suppose a process has 200 pages, randomly distributed in PT

about how much space for page tables?
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page table space exercise (4)
4-level page table; each PT: 512 PTEs of 8 bytes
suppose a process has 200 pages, randomly distributed in PT

about how much space for page tables?

about 165 (£ ~ 8) entries in first-level PT

(some pages randomly share first-level PT entries)
about 165 second-level PTs, 200 third-level, 200 fourth-level
a bit less than 600 page tables — almost 2400 KB
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1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox31
physical physical

addresses addresses
Ox00-3(60 11 22 33 Ox20-3/D0 D1 D2 D3

0Ox04-7{44 55 66 77 Ox24-7|F4 F5 F6 F7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|CB 0B CB 0B
0x18-B|1C 2C 3C 4C 0x38-B|DC 6C DC 6C
Ox1C-F|1C 2C 3C 4C Ox3C-F|EC ©C EC 0C

bytes bytes




1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox31

physical ||, physical |, _
addresses > addresses > 0x31 =11 0001

0x00-3[00 11 22 33| 0x20-3[p6 D1 D2 D3 | PTE addr:

Ox04-7[44 55 66 77| 0Ox24-7[F4 F5 F6 F7 | Ox20 + 6 x1 = 0x26
Ox08-B[88 99 AA BB | 0x28-B[89 9A AB BC | PTE value:

OxO0C-F|CC DD EE FF 0x2C-F|ICD DE EF FO | oxF6 = 1111 0110
Ox10-3[1A 2A 3A 4A| 0x30-3[BA OA BA OA )
ox14-7[1B 28 38 48] ox34-7jcBoBcon] N 111, valid 1
ox18-BliC 2c 3c 4C| 0x38-BjpC oc bC oc | M[111 001] = M[6x39]
Ox1C-F[1C 2C 3C 4C| 0x3C-F[EC oC EC oc | — Ox0OC
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physical ||, physical |, _
addresses > addresses > 0x31 =11 0001

0x00-3[00 11 22 33| 0x20-3[p6 D1 D2 D3 | PTE addr:

Ox04-7[44 55 66 77| 0Ox24-7|F4 F5 F6 F7 | Ox20 + 6 x1 = 0x26
Ox08-B[88 99 AA BB | 0x28-B[89 9A AB BC | PTE value:

OxO0C-F|CC DD EE FF 0x2C-F|CD DE EF FO | gxF6 = 1111 0110
0x10-3[1A 2A 3A 4A | 0x30-3|BA OA BA OA )
ox14-7[1B 28 38 48] ox34-7jcBoBcon] N 111, valid 1
ox18-BliC 2c 3c 4C| 0x38-B|DC oc bc oc | M[111 001] = M[6x39]
Ox1C-F[1C 2C 3C 4C| 0x3C-F[EC oC EC oc | — Ox0OC
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1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox12
physical physical

addresses addresses
Ox00-3(60 11 22 33 Ox20-3/D0 D1 D2 D3

0Ox04-7{44 55 66 77 Ox24-7|F4 F5 F6 F7
0x08-B|88 99 AA BB 0x28-B|89 9A AB BC
OxOC-F|CC DD EE FF Ox2C-F|CD DE EF FO
Ox10-3|1A 2A 3A 4A Ox30-3|BA OA BA OA
0x14-7|1B 2B 3B 4B Ox34-7|CB 0B CB 0B
0x18-B|1C 2C 3C 4C 0x38-B|DC 6C DC 6C
Ox1C-F|1C 2C 3C 4C Ox3C-F|EC ©C EC 0C

bytes bytes




1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox12

physical ||, physical |, _
addresses > addresses > 0x12 =01 0010

0x00-3[00 11 22 33| 0x20-3[p6 D1 D2 D3 | PTE addr:

Ox04-7[44 55 66 77| Ox24-7[F4 F5 F6 F7 | Ox20 4+ 2 x1 = 0x22
Ox08-B[88 99 AA BB | 0x28-B[89 9A AB BC | PTE value:

OxO0C-F|CC DD EE FF 0x2C-F|ICDDE EF FO | gxD2 = 1101 0010
Ox10-3[1A 2A 3A 4A| 0x30-3[BA OA BA OA )
ox14-7[1B 28 38 48] ox34-7jcBoBcon] N 110, valid 1
ox18-BliC 2c 3c 4C| 0x38-B|DC oc DC oc | M[110 016] = M[6x32]
Ox1C-F|1C 2C 3C 4C| 0x3C-F[EC oC EC oC | — OXBA
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1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox12

physical ||, physical |, _
addresses > addresses > 0x12 = 01 0010

0x00-3[00 11 22 33| 0x20-3[p6 D1 D2 D3 | PTE addr:

Ox04-7[44 55 66 77| 0x24-7|F4 F5 F6 F7 | Ox20 + 2 x1 = 0x22
Ox08-B[88 99 AA BB | 0x28-B[89 9A AB BC | PTE value:

©@xOC-F|CC DD EE FF | 0x2C-F|CD DE EF FO | gxD2 — 1101 0016
Ox10-3[1A 2A 3A 4A| 0x30-3[BA OA BA OA )
ox14-7[1B 2B 38 48] ox34-7jcBoBcon] N 110, valid 1
ox18-BliC 2c 3c 4C| 0x38-B|DC oc DC oc | M[110 016] = M[6x32]
Ox1C-F|1C 2C 3C 4C| 0x3C-F[EC oC EC oC | — OXBA
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1-level example
6-bit virtual addresses, 6-bit physical; 8 byte pages, 1 byte PTE
page tables 1 page; PTE: 3 bit PPN (MSB), 1 valid bit, 4 other bits;

page table base register @x20; translate virtual address Ox12

physical ||, physical |, _
addresses > addresses > 0x12 =01 0010

0x00-3[00 11 22 33| 0x20-3[p6 D1 D2 D3 | PTE addr:

Ox04-7[44 55 66 77| 0x24-7|F4 F5 F6 F7 | Ox20 + 2 x1 = 0x22
Ox08-B[88 99 AA BB | 0x28-B[89 9A AB BC | PTE value:

@xOC-F|CC DD EE FF | 0x2C-F|CD DE EF FO | gxD2 — 1101 0016
Ox10-3[1A 2A 3A 4A| 0x30-3[BA OA BA OA )
ox14-7[1B 28 38 48] ox34-7jcBoBcon] N 110, valid 1
ox18-BliC 2c 3c 4C| 0x38-B|DC oC DC oc | M[110 0106] = M[6x32]
Ox1C-F|1C 2C 3C 4C| 0x3C-F[EC oC EC oC | — OXBA

62



TLB shootdown

program A pages rogram B pages
mark evicted page invalid in page table

N~
Lo |

page fault
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TLB shootdown

program A pages rogram B pages
mark evicted page invalid in page table

SERE T \/

interrupt —

triggered to invalidate TLB v

page fault
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TLB shootdown

program A pages

AN
N

interrupt — I

triggered to invalidate TLB

4
7
z
7
A
7
A
7
7

page fault start
—

N~

read

program B pages

63



TLB shootdown

program A pag

ogram B pages

other processes can run while reading page
OS will get interrupt when disk is done

interrupt — I

triggered to invalidate TLB

page fault start read interrupt
-—

63



TLB shootdown

program A pages

process A's page table updated program B pages

and restarted from point of fault

interrupt — I

triggered to invalidate TLB

page fault start read interrupt
-

63



toy program memory

11 1111 1111 OX3FF —»

stack

11 0000 0000 0x300

Y

empty /more heap?

10 OO00 0000 = Ox200 —
data/heap
01 0000 OO0 = Ox100 —
code
00 0000 OO0 = OXxO00 —




toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0
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toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

divide memory into pages (2° bytes in this case)

“virtual” = addresses the program sees
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toy program memory

11 1111 1111 = Ox3FF —»

stack
11 0000 0000 = Ox300 —

empty /more heap?
10 0000 0000 = Ox200 —
data/heap

01 0000 OO0 = Ox100 —

code
00 0000 OOOO = OXO000 —

page number is upper bits of address
(because page size is power of two)

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

64



toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

rest of address is called page offset

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0
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toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111

65



toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111

physical page 7

physical page 1
physical page 0
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toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111
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toy physical memory

virtual
page # page #

00
01
10
11

program memory

physical

010 (2)

real memory
physical addresses

111 (7)

none

111 0000 0000 to
111 1111 1111

000 (0)

virtual addresses

11
11

0000
1111

0000 to
1111

10
10

0000
1111

0000 to
1111

01
01

0000
1111

0000 to
1111

00
00

0000
1111

0000 to
1111

001 0000 0000 to
001 1111 1111

000 0000 0060 to
000 1111 1111
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toy physical m

00
01
10
11

virtual
page # page #

physical

010 (2)

111 (7)

none

000 (0)

program memory

virtual addresses

11
11

0000
1111

0000 to
1111

10
10

0000
1111

0000 to
1111

01
01

0000
1111

0000 to
1111

00
00

0000
1111

0000 to
1111

emaor

page t

le!

real memory
physical addresses

111 0000 0000 to
111 1111 1111

001 0000 0000 to
001 1111 1111

000 0000 0060 to
000 1111 1111

65



toy page table lookup

virtual

page

#valid? physical page #

00
01
10
11

1

010 (2, code)

111 (7, data)

2?77 (ignored)

1
0
1

000 (0, stack)
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toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code)

— 01

111 (7, data)

2?77 (ignored)

1
10| ©
11 1

000 (0, stack)

—

Y

» 111 1101 0010

\

trigger exception if 0? to cache (data or instruction)
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toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code) | “page

— 01

111 (7, data) | table

2?7 (ignored) |entry”

1
10| ©
11 1

000 (0, stack)

—

Y

» 111 1101 0010

\

trigger exception if 0? to cache (data or instruction)

66



" “virtual page number” Iookup

01

1101 0010 — address from CPU

virtual

page #
00| 1 [010 (2, code)

valid? physical page #

» 01| 1 |111 (7, data)
10| O [??? (ignored)
11| 1 [000 (0, stack)

Y

111 1101 0010

— \

trigger exception if 07 to cache (data or instruction)

Y
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toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code)

— 01

111 (7, data)

2?77 (ignored)

1
10| ©
11 1

000 (0, stack)

—

“physical page number”
»1111|1101 0010

\

trigger exception if 0? to cache (data or instruction)

66



toy pa. “page offset” ookup

011101 60610

— address from CPU

virtual
page #
00
— 01
10
11

valid? physical page #

1

010 (2, code)

111 (7, data)

?2? (ignored)

1
0
1

000 (0, stack)

—

trigger exception if 0? to cache (data or instruction)

“page offset”
1111101 0010

\

Y
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switching page tables
part of context switch is changing the page table

extra privileged instructions
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switching page tables
part of context switch is changing the page table

extra privileged instructions

where in memory is the code that does this switching?
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switching page tables
part of context switch is changing the page table

extra privileged instructions

where in memory is the code that does this switching?

probably have a page table entry pointing to it
hopefully marked kernel-mode-only
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switching page tables
part of context switch is changing the page table

extra privileged instructions

where in memory is the code that does this switching?

probably have a page table entry pointing to it
hopefully marked kernel-mode-only

code better not be modified by user program
otherwise: uncontrolled way to “escape” user mode

67



mmap

Linux/Unix has a function to “map” a file to memory

int file = open("somefile.dat", O_RDWR);

// data is region of memory that represents file
char *data = mmap(..., file, 0);

// read byte 6 from somefile.dat
char seventh_char = data[6];

// modifies byte 100 of somefile.dat
datal[100] = 'x';
// can continue to use 'data' like an array

68



swapping almost mmap

access mapped file for first time, read from disk
(like swapping when memory was swapped out)

write “mapped” memory, write to disk eventually
(like writeback policy in swapping)
use “dirty” bit

extra detail: other processes should see changes
all accesses to file use same physical memory
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swapping decisions
write policy

replacement policy
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swapping decisions
write policy

replacement policy
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swapping is writeback

implementing write-through is hard

when fault happens — physical page not written
when OS resumes process — no chance to forward write
HW itself doesn't know how to write to disk

write-through would also be really slow
HDD/SSD perform best if one writes at least a whole page at a time

72



implementing writeback
need a dirty bit per page (“was page modified”)
often kept in the page table!

option 1 (most common): hardware sets dirty bit in page table
entry (on write)

bit means “physical page was modified using this PTE"

option 2: OS sets page read-only, flips read-only+dirty bit on fault

73



swapping decisions
write policy

replacement policy

74



replacement policies really matter

huge cost for “miss” on swapping (milliseconds!)

many millions of computations on modern processor
much much worse than even L3 caches

replacement policy implemented in software
a lot more room for fancy policies

75



LRU replacement?

problem: need to identify when pages are used
ideally every single time

not practical to do this exactly

HW would need to keep a list of when each page was accessed, or
SW would need to force every access to trigger a fault

76



approximating LRU

one policy: “not recently used”

OS periodically marks all pages as unreadable/writeable

when page fault happens:

make page accessible again
put on list of “used” pages

OS replaces pages not on “used” list
tiebreaker: when was page last on used list?

7



hardware help for not-recently-used
hardware usually implements accessed bit in page table entry

whenever page is read /written — hardware sets this bit (if not set)

makes it easier (faster?) for OS to maintain “used " list

OS can periodically scan/clear “accessed” bit
instead of marking pages invalid temporarily

construct lists of “used” pages

78



accessed /dirty bits

information about how a page table entry was used
indirectly about underlying physical page

kept in page table entries themselves

79



accessed /dirty bits

information about how a page table entry was used
indirectly about underlying physical page

kept in page table entries themselves

multiple page table entries refer to same page

separate valid/accessed bits for each
OS needs to consolidate them all

79



replacement policy

since disks are so slow, replacement policy really matters

will be implemented in software

like with caches: something like least-recently-used usually good
but exceptions: some access patterns won't work well
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LRU replacement?

problem: need to identify when pages are used
ideally every single time

not practical to do this exactly

HW would need to keep a list of when each page was accessed, or
SW would need to force every access to trigger a fault

trick: any page which hasn’t been used in a while is probably fine

not likely to make a difference whether it was last used 120 seconds ago
or 300 seconds ago

81



LRU approximation intuition

one idea: detect accesses by marking page table entry invalid
temporarily

e.g. every N seconds

on page fault:
if marked as invalid: make valid again

choose page which has stayed invalid for a long time
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hardware support for access tracking
often hardware implements accessed bit in page table entries
set to 1 when page table entry is used by program

avoids requiring page fault

83
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