
Changelog

Changes made in this version not seen in first lecture:
5 Feb 2019: precedence note: replace array subscripts with 42 to avoid
using special numbers like 0 and 1 that make examples less clear
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assembly 2 / C

1



last time

object files and linking
relocations and symbol tables
aside on dynamic versus static linking

AT&T syntax

LEA, clearing registers, calling convention, …

if-to-assembly

condition codes (started PM)
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if-to-assembly (1)

if (b >= 42) {
a += 10;

} else {
a *= b;

}

if (b < 42) goto after_then;
a += 10;
goto after_else;

after_then: a *= b;
after_else:
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a *= b;

}

if (b < 42) goto after_then;
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goto after_else;

after_then: a *= b;
after_else:
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if-to-assembly (2)

if (b >= 42) {
a += 10;

} else {
a *= b;

}
// a is in %rax, b is in %rbx

cmpq $42, %rbx // computes rbx - 42 to 0
// i.e compare rbx to 42

jl after_then // jump if rbx - 42 < 0
// AKA rbx < 42

addq $10, %rax // a += 1
jmp after_else

after_then:
imulq %rbx, %rax // rax = rax * rbx

after_else: 4



do-while-to-assembly (1)

int x = 99;
do {

foo()
x--;

} while (x >= 0);

int x = 99;
start_loop:

foo()
x--;
if (x >= 0) goto start_loop;
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do-while-to-assembly (2)

int x = 99;
do {

foo()
x--;

} while (x >= 0);

movq $99, %r12 // register for x
start_loop:

call foo
subq $1, %r12
cmpq $0, %r12
// computes r12 - 0 = r12
jge start_loop // jump if r12 - 0 >= 0
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condition codes

x86 has condition codes

set by (almost) all arithmetic instructions
addq, subq, imulq, etc.

store info about last arithmetic result
was it zero? was it negative? etc.
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condition codes and jumps

jg, jle, etc. read condition codes

named based on interpreting result of subtraction

0: equal; negative: less than; positive: greater than
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condition codes example (1)

movq $−10, %rax
movq $20, %rbx
subq %rax, %rbx // %rbx - %rax = 30

// result > 0: %rbx was > %rax
jle foo // not taken; 30 > 0
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condition codes example (1)

movq $−10, %rax
movq $20, %rbx
subq %rax, %rbx // %rbx - %rax = 30

// result > 0: %rbx was > %rax
jle foo // not taken; 30 > 0

30 — SF = 0 (not negative), ZF = 0 (not zero)
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condition codes and cmpq

“last arithmetic result”???

then what is cmp, etc.?

cmp does subtraction (but doesn’t store result)

similar test does bitwise-and

testq %rax, %rax — result is %rax
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condition codes example (2)

movq $−10, %rax // rax <- (-10)
movq $20, %rbx // rbx <- 20
cmpq %rax, %rbx // set cond codes w/ rbx - rax
jle foo // not taken; %rbx - %rax > 0
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do-while-to-assembly (2)

int x = 99;
do {

foo()
x--;

} while (x >= 0);

movq $99, %r12 // register for x
start_loop:

call foo
subq $1, %r12
cmpq $0, %r12
// computes r12 - 0 = r12
jge start_loop // jump if r12 - 0 >= 0
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omitting the cmp

movq $99, %r12 // x (r12) ← 99
start_loop:

call foo // foo()
subq $1, %r12 // x (r12) ← x - 1
cmpq $0, %r12
// compute x (r12) - 0 + set cond. codes
jge start_loop // r12 >= 0?

// or result >= 0?

movq $99, %r12 // x (r12) ← 99
start_loop:

call foo // foo()
subq $1, %r12 // x (r12) ← x - 1
jge start_loop // new r12 >= 0?
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condition codes example: no cmp (3)

movq $−10, %rax // rax ← (-10)
movq $20, %rbx // rbx ← 20
subq %rax, %rbx // rbx ← rbx - rax = 30
jle foo // not taken, %rbx - %rax > 0

movq $20, %rbx // rbx ← 20
addq $−20, %rbx // rbx ← rbx + (-20) = 0
je foo // taken, result is 0

// x - y = 0 -> x = y
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what sets condition codes

most instructions that compute something set condition codes

some instructions only set condition codes:
cmp ∼ sub
test ∼ and (bitwise and — later)
testq %rax, %rax — result is %rax

some instructions don’t change condition codes:
lea, mov
control flow: jmp, call, ret, jle, etc.
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condition codes examples (4)

movq $20, %rbx
addq $−20, %rbx // result is 0
movq $1, %rax // irrelevant to cond. codes
je foo // taken, result is 0

20 + -20 = 0 — SF = 0 (not negative), ZF = 1 (zero)
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condition codes: closer look

x86 condition codes:
ZF (“zero flag”) — was result zero? (sub/cmp: equal)
SF (“sign flag”) — was result negative? (sub/cmp: less)

OF (“overflow flag”) — did computation overflow (as signed)?

signed conditional jumps: JL, JLE, JG, JGE, …
e.g. JL (jump if less) checks SF + OF

CF (“carry flag”) — did computation overflow (as unsigned)?

unsigned conditional jumps: JA, JAE, JB, JBE, …
e.g. JB (jump if below) checks CF

(and some more, e.g. to handle overflow)

GDB: part of “eflags” register

set by cmp, test, arithmetic
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condition codes: exercise (1)

movq $−10, %rax
movq $20, %rbx
cmpq %rax, %rbx

// result = %rbx - %rax = 30

as signed: 20− (−10) = 30

ZF = ?
SF = ?
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condition codes: exercise (1)

movq $−10, %rax
movq $20, %rbx
cmpq %rax, %rbx

// result = %rbx - %rax = 30

as signed: 20− (−10) = 30

ZF = 0 (false) not zero rax and rbx not equal
SF = 0 (false) not negative rax <= rbx
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condition codes example: no cmp (3)

movq $−10, %rax // rax ← (-10)
movq $20, %rbx // rbx ← 20
subq %rax, %rbx // rbx ← rbx - rax = 30
jle foo // not taken, %rbx - %rax > 0
SF = 0, ZF = 0 (not negative, not zero)
movq $20, %rbx // rbx ← 20
addq $−20, %rbx // rbx ← rbx + (-20) = 0
je foo // taken, result is 0

// x - y = 0 -> x = y
SF = 0, ZF = 1 (not negative, is zero)
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condition codes examples (4)

movq $20, %rbx
addq $−20, %rbx // result is 0
movq $1, %rax // irrelevant to cond. codes
je foo // taken, result is 0
20 + -20 = 0 — SF = 0 (not negative), ZF = 1 (zero)
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condition codes: exercise (2)

movq $−1, %rax
addq $−2, %rax

// result = -3

as signed: −1 + (−2) = −3

as unsigned: (264 − 1) + (264 − 2) = �����XXXXX265 − 3 264 − 3 (overflow)
ZF = ?
SF = ?
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SF = 1 (true) negative result is negative
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condition codes: closer look

x86 condition codes:
ZF (“zero flag”) — was result zero? (sub/cmp: equal)
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unsigned conditional jumps: JA, JAE, JB, JBE, …
e.g. JB (jump if below) checks CF

(and one more)

GDB: part of “eflags” register

set by cmp, test, arithmetic
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movq $−10, %rax
movq $20, %rbx
cmpq %rax, %rbx

// result = %rbx - %rax = 30

as signed: 20− (−10) = 30
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(as unsigned: 20− (264 − 10) = �������XXXXXXX−264 − 30 30 (overflow!))
ZF = 0 (false) not zero rax and rbx not equal
SF = 0 (false) not negative rax <= rbx
OF = 0 (false) no overflow as signed correct for signed
CF = 1 (true) overflow as unsigned incorrect for unsigned
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condition codes: exercise (2)

movq $−1, %rax
addq $−2, %rax

// result = -3

as signed: −1 + (−2) = −3
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condition codes: exercise (2)

movq $−1, %rax
addq $−2, %rax

// result = -3

as signed: −1 + (−2) = −3

ZF = 0 (false) not zero result not zero
SF = 1 (true) negative result is negative
OF = 0 (false) no overflow as signed correct for signed
CF = 1 (true) overflow as unsigned incorrect for unsigned
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condition codes: exercise (3)

// 2^63 - 1
movq $0x7FFFFFFFFFFFFFFF, %rax
// 2^63 (unsigned); -2**63 (signed)
movq $0x8000000000000000, %rbx
cmpq %rax, %rbx

// result = %rbx - %rax

ZF = ?
SF = ?
OF = ?
CF = ?
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condition codes: exercise (3 solution)

// 2**63 - 1
movq $0x7FFFFFFFFFFFFFFF, %rax
// 2**63 (unsigned); -2**63 (signed)
movq $0x8000000000000000, %rbx
cmpq %rax, %rbx

// result = %rbx - %rax

as signed: −263 −
(
263 − 1

)
= ������XXXXXX−264 + 1 1 (overflow)

as unsigned: 263 −
(
263 − 1

)
= 1

ZF = 0 (false) not zero rax and rbx not equal
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(
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SF = 0 (false) not negative rax <= rbx (if correct)
OF = 1 (true) overflow as signed incorrect for signed
CF = 0 (false) no overflow as unsigned correct for unsigned
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while-to-assembly (1)

while (x >= 0) {
foo()
x--;

}

start_loop:
if (x < 0) goto end_loop;
foo()
x--;
goto start_loop:

end_loop:
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while-to-assembly (2)

start_loop:
if (x < 0) goto end_loop;
foo()
x--;
goto start_loop:

end_loop:

start_loop:
cmpq $0, %r12
jl end_loop // jump if r12 - 0 >= 0
call foo
subq $1, %r12
jmp start_loop
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while exercise

while (b < 10) { foo(); b += 1; }

Assume b is in callee-saved register %rbx. Which are correct assembly
translations?
// version A
start_loop:

call foo
addq $1, %rbx
cmpq $10, %rbx
jl start_loop

// version B
start_loop:

cmpq $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop

end_loop:

// version C
start_loop:

movq $10, %rax
subq %rbx, %rax
jge end_loop
call foo
addq $1, %rbx
jmp start_loop

end_loop:
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while exercise: translating?

while (b < 10) {
foo();
b += 1;

}

start_loop: if (b < 10) goto end_loop;
foo();
b += 1;
goto start_loop;

end_loop:
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while exercise: translating?

while (b < 10) {
foo();
b += 1;

}

start_loop: if (b < 10) goto end_loop;
foo();
b += 1;
goto start_loop;

end_loop:
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while — levels of optimization

while (b < 10) { foo(); b += 1; }

start_loop:
cmpq $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop

end_loop:
...
...
...
...

cmpq $10, %rbx
jge end_loop

start_loop:
call foo
addq $1, %rbx
cmpq $10, %rbx
jne start_loop

end_loop:
...
...
...

cmpq $10, %rbx
jge end_loop
movq $10, %rax
subq %rbx, %rax
movq %rax, %rbx

start_loop:
call foo
decq %rbx
jne start_loop
movq $10, %rbx

end_loop:

31



while — levels of optimization

while (b < 10) { foo(); b += 1; }

start_loop:
cmpq $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop

end_loop:
...
...
...
...

cmpq $10, %rbx
jge end_loop

start_loop:
call foo
addq $1, %rbx
cmpq $10, %rbx
jne start_loop

end_loop:
...
...
...

cmpq $10, %rbx
jge end_loop
movq $10, %rax
subq %rbx, %rax
movq %rax, %rbx

start_loop:
call foo
decq %rbx
jne start_loop
movq $10, %rbx

end_loop:

31



while — levels of optimization

while (b < 10) { foo(); b += 1; }

start_loop:
cmpq $10, %rbx
jge end_loop
call foo
addq $1, %rbx
jmp start_loop

end_loop:
...
...
...
...

cmpq $10, %rbx
jge end_loop

start_loop:
call foo
addq $1, %rbx
cmpq $10, %rbx
jne start_loop

end_loop:
...
...
...

cmpq $10, %rbx
jge end_loop
movq $10, %rax
subq %rbx, %rax
movq %rax, %rbx

start_loop:
call foo
decq %rbx
jne start_loop
movq $10, %rbx

end_loop:
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compiling switches (1)

switch (a) {
case 1: ...; break;
case 2: ...; break;
...
default: ...

}

// same as if statement?
cmpq $1, %rax
je code_for_1
cmpq $2, %rax
je code_for_2
cmpq $3, %rax
je code_for_3
...
jmp code_for_default
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compiling switches (2)

switch (a) {
case 1: ...; break;
case 2: ...; break;
...
case 100: ...; break;
default: ...

}
// binary search
cmpq $50, %rax
jl code_for_less_than_50
cmpq $75, %rax
jl code_for_50_to_75
...

code_for_less_than_50:
cmpq $25, %rax
jl less_than_25_cases
... 33



compiling switches (3)

switch (a) {
case 1: ...; break;
case 2: ...; break;
...
case 100: ...; break;
default: ...

}

// jump table
cmpq $100, %rax
jg code_for_default
cmpq $1, %rax
jl code_for_default
jmp *table(,%rax,8)

table:
// not instructions
// .quad = 64-bit (4 x 16) constant
.quad code_for_1
.quad code_for_2
.quad code_for_3
.quad code_for_4

...
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computed jumps

cmpq $100, %rax
jg code_for_default
cmpq $1, %rax
jl code_for_default
// jump to memory[table + rax * 8]

// table of pointers to instructions
jmp *table(,%rax,8)
// intel: jmp QWORD PTR[rax*8 + table]
...

table:
.quad code_for_1
.quad code_for_2
.quad code_for_3
... 35



C Data Types

Varies between machines(!). For this course:
type size (bytes)
char 1
short 2
int 4
long 8

float 4
double 8

void * 8
anything * 8
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truth

bool

x == 4 is an int
1 if true; 0 if false
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truth

bool

x == 4 is an int
1 if true; 0 if false
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false values in C

0
including null pointers — 0 cast to a pointer
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short-circuit (||)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() || one());
6 printf(">␣%d\n", one() || zero());
7 return 0;
8 }

zero()
one()
> 1
one()
> 1

OR false true
false false true
true true true

39



short-circuit (||)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() || one());
6 printf(">␣%d\n", one() || zero());
7 return 0;
8 }

zero()
one()
> 1
one()
> 1

OR false true
false false true
true true true

39



short-circuit (||)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() || one());
6 printf(">␣%d\n", one() || zero());
7 return 0;
8 }

zero()
one()
> 1
one()
> 1

OR false true
false false true
true true true

39



short-circuit (||)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() || one());
6 printf(">␣%d\n", one() || zero());
7 return 0;
8 }

zero()
one()
> 1
one()
> 1

OR false true
false false true
true true true

39



short-circuit (||)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() || one());
6 printf(">␣%d\n", one() || zero());
7 return 0;
8 }

zero()
one()
> 1
one()
> 1

OR false true
false false true
true true true

39



short-circuit (&&)

1 #include <stdio.h>
2 int zero() { printf("zero()\n"); return 0; }
3 int one() { printf("one()\n"); return 1; }
4 int main() {
5 printf(">␣%d\n", zero() && one());
6 printf(">␣%d\n", one() && zero());
7 return 0;
8 }

zero()
> 0
one()
zero()
> 0

AND false true
false false false
true false true
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strings in C
int main() {

const char *hello = "Hello World!";
...

}

0x4005C0
hello (on stack/register)

…'H''e''l''l''o'' ␣''W''o''r''l''d''!''\0'…
read-only data
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pointer arithmetic

…'H''e''l''l''o'' ␣''W''o''r''l''d''!''\0'…
read-only data

hello + 0

0x4005C0

hello + 5

0x4005C5

*(hello + 0) is 'H' *(hello + 5) is ' ␣'

hello[0] is 'H' hello[5] is ' ␣'
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hello[0] is 'H' hello[5] is ' ␣'
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arrays and pointers

*(foo + bar) exactly the same as foo[bar]

arrays ‘decay’ into pointers
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arrays of non-bytes

array[2] and *(array + 2) still the same
1 int numbers[4] = {10, 11, 12, 13};
2 int *pointer;
3 pointer = numbers;
4 *pointer = 20; // numbers[0] = 20;
5 pointer = pointer + 2;
6 /* adds 8 (2 ints) to address */
7 *pointer = 30; // numbers[2] = 30;
8 // numbers is 20, 11, 30, 13

assembly: addq $8, …
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exercise
1 char foo[4] = "foo";
2 // {'f', 'o', 'o', '\0'}
3 char *pointer;
4 pointer = foo;
5 *pointer = 'b';
6 pointer = pointer + 2;
7 pointer[0] = 'z';
8 *(foo + 1) = 'a';

Final value of foo?
A. "fao" D. "bao"
B. "zao" E. something else/crash
C. "baz"
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exercise explanation

better style: *pointer = 'z';
better style: foo[1] = 'a';

1 char foo[4] = "foo";
2 // {'f', 'o', 'o', '\0'}
3 char *pointer;
4 pointer = foo;
5 *pointer = 'b';
6 pointer = pointer + 2;
7 pointer[0] = 'z';
8 *(foo + 1) = 'a';

'f''o''o''\0'
foo (on stack)

pointer
foo + 1 == &foo[0] + 1
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a note on precedence

&foo[42] is the same as &(foo[42]) (not (&foo)[42])

*foo[42] is the same as *(foo[42]) (not (*foo)[42])

*foo++ is the same as *(foo++) (not (*foo)++)
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arrays: not quite pointers (1)

int array[100];
int *pointer;

Legal: pointer = array;
same as pointer = &(array[0]);

Illegal:
(((((((((((((((hhhhhhhhhhhhhhh
array = pointer;
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arrays: not quite pointers (2)

int array[100];
int *pointer = array;

sizeof(array) == 400
size of all elements

sizeof(pointer) == 8
size of address

sizeof(&array[0]) == ???
(&array[0] same as &(array[0]))
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arrays: not quite pointers (2)
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interlude: command line tips

cr4bd@reiss-lenovo:~$ man man
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man man
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man man
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man chmod
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chmod

chmod --recursive og-r /home/USER

others and group (student)
- remove

read

user (yourself) / group / others
- remove / + add

read / write / execute or search
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chmod
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- remove / + add

read / write / execute or search
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tar

the standard Linux/Unix file archive utility

Table of contents: tar tf filename.tar

eXtract: tar xvf filename.tar

Create: tar cvf filename.tar directory

(v: verbose; f: file — default is tape)
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Tab completion and history
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struct

struct rational {
int numerator;
int denominator;

};
// ...
struct rational two_and_a_half;
two_and_a_half.numerator = 5;
two_and_a_half.denominator = 2;
struct rational *pointer = &two_and_a_half;
printf("%d/%d\n",

pointer->numerator,
pointer->denominator);
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typedef

instead of writing:
...
unsigned int a;
unsigned int b;
unsigned int c;
can write:
typedef unsigned int uint;
...
uint a;
uint b;
uint c;
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typedef struct (1)

struct other_name_for_rational {
int numerator;
int denominator;

};
typedef struct other_name_for_rational rational;
// ...
rational two_and_a_half;
two_and_a_half.numerator = 5;
two_and_a_half.denominator = 2;
rational *pointer = &two_and_a_half;
printf("%d/%d\n",

pointer->numerator,
pointer->denominator);
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// ...
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typedef struct (2)
struct other_name_for_rational {

int numerator;
int denominator;

};
typedef struct other_name_for_rational rational;
// same as:
typedef struct other_name_for_rational {

int numerator;
int denominator;

} rational;

// almost the same as:
typedef struct {

int numerator;
int denominator;

} rational;
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typedef struct (3)
struct other_name_for_rational {

int numerator;
int denominator;

};
typedef struct other_name_for_rational rational;

valid ways to declare an instance:
struct other_name_for_rational some_variable;
rational some_variable;

INVALID ways:
/* INVALID: */ struct rational some_variable;
/* INVALID: */ other_name_for_rational some_variable;
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structs aren’t references

typedef struct {
long a; long b; long c;

} triple;
...

triple foo;
foo.a = foo.b = foo.c = 3;
triple bar = foo;
bar.a = 4;
// foo is 3, 3, 3
// bar is 4, 3, 3

…
return address
callee saved

registers
foo.c
foo.b
foo.a
bar.c
bar.b
bar.a
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linked lists / dynamic allocation

typedef struct list_t {
int item;
struct list_t *next;

} list;
// ...

list* head = malloc(sizeof(list));
/* C++: new list; */

head->item = 42;
head->next = NULL;
// ...
free(head);

/* C++: delete list */

head

item: 42
next: NULL

on heap
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dynamic arrays

int *array = malloc(sizeof(int)*100);
// C++: new int[100]

for (i = 0; i < 100; ++i) {
array[i] = i;

}
// ...
free(array); // C++: delete[] array

array

0 1 2 3 4 5 6 … 99
somewhere on heap

400 bytes
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unsigned and signed types
type min max
signed int = signed = int −231 231 − 1
unsigned int = unsigned 0 232 − 1
signed long = long −263 263 − 1
unsigned long 0 264 − 1

...
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unsigned/signed comparison trap (1)

int x = -1;
unsigned int y = 0;
printf("%d\n", x < y);

result is 0

short solution: don’t compare signed to unsigned:
(long) x < (long) y
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unsigned/sign comparison trap (2)

int x = -1;
unsigned int y = 0;
printf("%d\n", x < y);

compiler converts both to same type first
int if all possible values fit
otherwise: first operand (x, y) type from this list:

unsigned long
long
unsigned int
int
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C evolution and standards

1978: Kernighan and Ritchie publish The C Programming Language
— “K&R C”

very different from modern C

1989: ANSI standardizes C — C89/C90/-ansi
compiler option: -ansi, -std=c90
looks mostly like modern C

1999: ISO (and ANSI) update C standard — C99
compiler option: -std=c99
adds: declare variables in middle of block
adds: // comments

2011: Second ISO update — C11
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undefined behavior example (1)

#include <stdio.h>
#include <limits.h>
int test(int number) {

return (number + 1) > number;
}

int main(void) {
printf("%d\n", test(INT_MAX));

}

without optimizations: 0

with optimizations: 1
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undefined behavior example (2)

int test(int number) {
return (number + 1) > number;

}

Optimized:
test:

movl $1, %eax # eax ← 1
ret

Less optimized:
test:

leal 1(%rdi), %eax # eax ← rdi + 1
cmpl %eax, %edi
setl %al # al ← eax < edi
movzbl %al, %eax # eax ← al (pad with zeros)
ret
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undefined behavior

compilers can do whatever they want
what you expect
crash your program
…

common types:
signed integer overflow/underflow
out-of-bounds pointers
integer divide-by-zero
writing read-only data
out-of-bounds shift
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undefined behavior

why undefined behavior?

different architectures work differently
allow compilers to expose whatever processor does “naturally”
don’t encode any particular machine in the standard

flexibility for optimizations
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backup slides
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example: C that is not C++

valid C and invalid C++:
char *str = malloc(100);

valid C and valid C++:
char *str = (char *) malloc(100);

valid C and invalid C++:
int class = 1;
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