


last time (1)

reader/writer locks

one writer at time (same as normal locks)

but multiple readers can ‘share’ lock

decision: reader/writer priority

implementation with monitor (track # readers/writers/waiting)



last time (2)

deadlock requirements and prevention:

mutual exclusion
prevent if unlimited resources/no sharing

hold and wait

prevent if acquire resources all at once, or giving up if can't get resource

no preemption of resources
prevent if can rollback other thread(s) to free up resource

circular wait
prevent if consistent order of resource acquisition



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
no waitin :
e no hold and wait/
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
no waitin :
e no hold and wait/
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
no waitin :
e no hold and wait/
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

memory allocation: malloc() fails rather than waiting (no deadlock)

exclusion
locks: pthread_mutex_trylock fails rather than waiting

no waiting _
“busy signal” — abort and\Cmaybe) retry no hold :and wait /
preemption
revoke /preempt resources

acquire resources in consistent order no circular wait

request all resources at once no hold and wait



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
requires some way to undo partial changes to avoid errors
common approach for databases

no waiti| _ d wait/
[ - 7T TTITTOTU ul1 Wa’
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
no waitin :
e no hold and wait/
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait

10



acquiring locks in consistent order (1)

MoveFile(Dir* from_dir, Dir* to_dir, string filename) {
if (from_dir—>path < to_dir—>path) {
lock (&from_dir—>1lock) ;
lock (&to_dir—>lock);
} else {
lock(&to_dir—>lock);
lock(&from_dir—>1lock);
}

11



acquiring locks in consistent order (1)

MoveFile(Dir* from_dir, Dir* to_dir, string filename) {
if (from_dir—>path < to_dir—>path) {
lock (&from_dir—>1lock) ;
lock (&to_dir—>lock);
} else {
lock(&to_dir—>lock);
lock(&from_dir—>1lock);
}

any ordering will do
e.g. compare pointers




acquiring locks in consistent order (2)

often by convention, e.g. Linux kernel comments:

/*
* e o o
* Lock order:
x contex. ldt_usr_sem
* mmap_sem
x context. lock
*/
/*
* o o
* lock order:
x 1. slab_mutex (Global Mutex)
* 2. node->1list_lock
* 3. slab_lock(page) (Only on some arches and for debugging)
*
*/..

12



deadlock prevention techniques

infinite resources

no mutual exclusion
or at least enough that never run out

no shared resources no mutual exclusion
no waitin :
e no hold and wait/
busy signal” — abort and (maybe) retry _
preemption
revoke /preempt resources
acquire resources in consistent order no circular wait

request all resources at once no hold and wait

13



a prereq note

in CS 3330 or CoA 2, we cover virtual memory for several days
CS3330 = Computer Architecture

CoA2 = Computer Organization and Architecture 2 in the CS 2020
curriculum pilot

for CpEs: the prereq for this class is ECE's embedded class

(and not the CpE architecture class)

| think little virtual memory coverage in CpE embedded or
architecture?

don't have precise information about that

14



address translation

real memory

Program A mapping Program A code

addresses (set by OS) Program B code

Program A data

Program B mapping Program B data

addresses (set by OS) 0S data




toy program memory

11 1111 1111 OX3FF —»

stack

11 0000 0000 0x300

Y

empty /more heap?

10 OO00 0000 = Ox200 —
data/heap
01 0000 OO0 = Ox100 —
code
00 0000 OO0 = OXxO00 —




toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

17



toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

divide memory into pages (2° bytes in this case)

“virtual” = addresses the program sees

17



toy program memory

11 1111 1111 = Ox3FF —»

stack
11 0000 0000 = Ox300 —

empty /more heap?
10 0000 0000 = Ox200 —
data/heap

01 0000 OO0 = Ox100 —

code
00 0000 OOOO = OXO000 —

page number is upper bits of address
(because page size is power of two)

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

17



toy program memory

11

11

10

01

00

1111

0000

0000

0000

0000

1111

0000

0000

0000

0000

OX3FF —»

stack
Ox300 —

empty /more heap?
Ox200 —
data/heap

Ox100 —

code
Ox000 —

rest of address is called page offset

virtual page# 3
virtual page# 2
virtual page# 1

virtual page# 0

17



toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111

18



toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111

physical page 7

physical page 1
physical page 0

18



toy physical memory

program memory
virtual addresses

real memory
physical addresses

111 0000 0000 to
111 1111 1111

11
11

0000
1111

0000
1111

to

10
10

0000
1111

0000
1111

to

01
01

0000
1111

0000
1111

to

001 0000 0000 to
001 1111 1111

00
00

0000
1111

0000
1111

to

000 0000 0060 to
000 1111 1111

18



toy physical memory

virtual
page # page #

00
01
10
11

program memory

physical

010 (2)

real memory
physical addresses

111 (7)

none

111 0000 0000 to
111 1111 1111

000 (0)

virtual addresses

11
11

0000
1111

0000 to
1111

10
10

0000
1111

0000 to
1111

01
01

0000
1111

0000 to
1111

00
00

0000
1111

0000 to
1111

001 0000 0000 to
001 1111 1111

000 0000 0060 to
000 1111 1111

18



toy physical m

00
01
10
11

virtual
page # page #

physical

010 (2)

111 (7)

none

000 (0)

program memory

virtual addresses

11
11

0000
1111

0000 to
1111

10
10

0000
1111

0000 to
1111

01
01

0000
1111

0000 to
1111

00
00

0000
1111

0000 to
1111

emaor

page t

le!

real memory
physical addresses

111 0000 0000 to
111 1111 1111

001 0000 0000 to
001 1111 1111

000 0000 0060 to
000 1111 1111

18



toy page table lookup

virtual

page

#valid? physical page #

00
01
10
11

1

010 (2, code)

111 (7, data)

2?77 (ignored)

1
0
1

000 (0, stack)

19



toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code)

— 01

111 (7, data)

2?77 (ignored)

1
10| ©
11 1

000 (0, stack)

—

Y

» 111 1101 0010

\

trigger exception if 0? to cache (data or instruction)

19



toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code) | “page

— 01

111 (7, data) | table

2?7 (ignored) |entry”

1
10| ©
11 1

000 (0, stack)

—

Y

» 111 1101 0010

\

trigger exception if 0? to cache (data or instruction)

19



" “virtual page number” Iookup

01

1101 0010 — address from CPU

virtual

page #
00| 1 [010 (2, code)

valid? physical page #

» 01| 1 |111 (7, data)
10| O [??? (ignored)
11| 1 [000 (0, stack)

Y

111 1101 0010

— \

trigger exception if 07 to cache (data or instruction)

Y
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toy page table lookup

011101 0010 — address from CPU

virtual
page

#valid? physical page #

00 1

010 (2, code)

— 01

111 (7, data)

2?77 (ignored)

1
10| ©
11 1

000 (0, stack)

—

“physical page number”
»1111|1101 0010

\

trigger exception if 0? to cache (data or instruction)

19



toy pa. “page offset” ookup

011101 60610

— address from CPU

virtual
page #
00
— 01
10
11

valid? physical page #

1

010 (2, code)

111 (7, data)

?2? (ignored)

1
0
1

000 (0, stack)

—

trigger exception if 0? to cache (data or instruction)

“page offset”
1111101 0010

\

Y

19



x86-32: VPN and PO
32-bit x86: 4096 byte (2'? byte) pages
given virtual address ©xABCD0123

virtual page number =

page offset =

if that virtual page maps to physical page ©x998
physical address =

20



x86-32: VPN and PO (solution)
32-bit x86: 4096 byte (2'? byte) pages

given virtual address ©xABCD0123

virtual page number = OxXABCDO

page offset = 0x123

if that virtual page maps to physical page ©x998
physical address = 0x998123

22



32-bit x86 flat page table???

virtual
page #
Ox00000
Ox00001
Ox00002

- Ox7FFFE
OX7FFFF

OXFFFFF

¢_1

OXTFFFE | 348 — address from CPU

. it
valid? physical page # roefg V(;Illf
O |??2? (null pointers) [0 0
1 ([0x44423 (code 1) 1 0
1 [0x77483 (code 2) 1 0
1 0x78849 (stack 15) |1 1
1 [0x78851 (stack 16) |1 1
1 Ox99943 (0S stuff) |1 1

Y

Y

Ox78849 348

trigger exception if 07 ¥

to cache

23



32-bit x86 flat page table???

OXTFFFE | 348 — address from CPU

virtual . read write
id?
page 4 valid? physical page # OK? OK?
Ox00000| 0 [??? (null pointers) [0 0
Ox00001] 1 [0x44423 (code 1) 1 0
0x00002] 1 |0x77483 (code 2) 1 0 . |
220 entries???
 ox7FFFE[ T [ox78849 (stack15) 1|1 ’ -
OX7FFFF[_1_|0x78851 (stack 16) [1__ |1 way too big!
OXFFFFF[_1 9x09943 (0S stuff) |1 |1

¢_1

trigger exception if 07

Y

Y

Ox78849 348

\l

to cache

23



storing huge page table?

keep it in memory

add special cache for page table entries to handle memory being slow
special cached called translation lookaside buffer (TLB)

use a tree and don't store most invalid page table entries

take advantage of large contiguous invalid regions
(between stack and heap, most high memory addresses, etc.)

24



two-level page tables

two-level page table;

220

first-level page table

for VPN 0x0-0x3FF

J

pages total; 20 entries per table

second-level page tables

actual data

PTE for VPN 0x000

& (if PTE valid)

PTE for VPN 0x001

PTE for VPN 0x002

PTE for VPN 0x003

for VPN 0x400-0x7FF

IPTE for VPN 0x3FF

for VPN 0x800-0xBFF

for VPN 0xC00-OxFFF

for VPN 0xFF800-0xFFBFF

for VPN OxFFCO00-OxFFFFF

PTE for VPN 0xC00

PTE for VPN 0xCO01

PTE for VPN 0xC02

PTE for VPN 0xC03

IPTE for VPN OxFFF

25



two-level page tables

two-level page table; 2%° pages total; 2!° entries per table

10 : second-level page tables
x86-32: arrays of 2™ 32-bit actual data

. PTE for VPN 0x000 o> . .
page table entries STE fo VPN 0001 (if PTE valid)

first-level page table PTE for VPN 0x002 }

PTE for VPN 0x003

for VPN 0x0-0x3FF 4
for VPN 0x400-0x7FF [PTE for VPN 0x3FF |
for VPN 0x800-0xBFF
for VPN 0xC00-0xFFF »PTE for VPN 0xC00

PTE for VPN 0xC01
for VPN 0xFF800-OxFFBFF PTE for VPN 0xC02 }
for VPN 0xFFC00-0xFFFFF PTE for VPN 0xC03

[PTE for VPN OxFFF |

25



two-level page tables

220 pages total; 210 entries per table

second-level page tables

PTE for VPN 0x000
PTE for VPN 0x001
PTE for VPN 0x002
PTE for VPN 0x003

two-level page table;

I actual data
(if PTE valid)

first-level page table

for VPN 0x0-0x3FF J
:Z: m giggg:ggﬁ § invalid entries represent big holes
for VPN 0xC00-OxFFF »PTE for VPN 0xC00
PTE for VPN 0xC01
for VPN 0xFF800-0xFFBFF PTE for VPN 0xC02
for VPN 0xFFC00-OxFFFFF PTE for VPN 0xC03

IPTE for VPN OxFFF |

25



two-level page tables
tWO_leve| page‘t,MmmMMMMM
i first-level page table

5 physical page #

L~first-level pag

Tfor VPN 0x0-0x3FF
for VPN 0x400-0x7F
for VPN 0x800-0xBH

for VPN 0xFF800-0x

for VPN 0xC00-0xFH

VPN range valid user? write

Ox0-0x3FF

Ox400-0OxT7FF

Ox800-0xBFF

OxCOO-OxFFF

Ox1000-0x13FF

OxXFFCOO-OXFFFFF 1

" (of next page table)
1 1 1 10x22343
0] 0 1 |0x00000
0] 0 0 |[Ox00000
1 1 0 |0x33454
1 1 O |OXFF043
1 O |OXFF045

IPTE for VPN OxFFF

for, VRN. OxF+€O0-UxFFFFF PTE for VPN 0xC03
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two-level page tables

two-level page tahle- 22 DL i

L~first-level pag

first-level page table

5 physical page #

. ? .
VPN range valid user? write? (of next page table)

Tfor VPN 0x0-0x3FF

for VPN 0x400-0x7F

for VPN 0x800-0xBH

for VPN 0xC00-0xFH

Ox0-0x3FF 1 1 1 |0x22343
Ox400-0x7FF 0] 0 1 |OxO00000
Ox800-0xBFF 0] 0 0O |OXxO0000
OxCOO-OXFFF 1 1 0 |0x33454
0x1000-0x13FF 1 1 0O |OxFF043
for VPN OxFE800-0 @XFFCOO-OXFFFFF 1 1 O |OxFFO45

for, VRN. OxF+€O0-UxFFFFF PTE for VPN 0xC03

IPTE for VPN OxFFF |

25



two-level page tables
tWO_leve| page‘t,MmMMMMMM
i first-level page table

5 physical page #
" (of next page table)

L~first-level pag

Tfor VPN 0x0-0x3FF
for VPN 0x400-0x7F
for VPN 0x800-0xBH

for VPN 0xFF800-0x

for VPN 0xC00-0xFH

VPN range

Ox0-0x3FF
Ox400-0x7FF

valid user? write

Ox800-0xBFF
OxCOO-OXFFF
Ox1000-0x13¥H

OxXFFCOO-OXFFFFF 1 1
for, VRN. OxF+€O0-UxFFFFF PTE for VPN 0xC03

1 1 1 |0x22343
pointers t,(; page trz\ables 1 |0x00000
(arrays of PTES) 0 OXOOOOO
but using page number © |0x33454
(not byte number) 0 |OxFF043

0O |OxFF0O45

IPTE for VPN OxFFF

25



two-level page tables
tWO_leve| page‘t,MmmMMMMM
i first-level page table
5 physical page #

VPN range i ? wri
. g valid user? write? (of next page table)
..“‘first—level pag OX0@-0X3FF 1 |0x22343
Ox400-OXxT7FF 1 [Ox00000
for VPN 0x0-0x3FF

valid bits indicate “holes”
note: physical page 0 is valid
so can't use NULL ptrs

for VPN 0x400-0x7F
for VPN 0x800-0xBF OXCQO_?XFFFFF
for VPN 0xC00-0xFR 0*1000-0x13

1
0]
Ox800-0xBFF 0
1
1

R |o|lo|k

=

for VPN OxFE800-0 @XFFCOO-OXFFFFF 1 O |OxFFO45
for, VRN. OxF+€O0-UxFFFFF PTE for VPN 0xC03

IPTE for VPN OxFFF |

25



two-level page tables

220 pagmio@_ﬂm%neb

two-level page table;
a second-level page table
hysical page
VPN valid user? Write?p y page 7
(of data)
first-level page table / oxCo0 | 1 1 0 |0x42443
for VPN Ox0-0:3FF Fe OxCO1 1 1 0O |Ox4A9DE
B S OxCO2 | 1 1 | 0 |ox5C001
for VPN 0x400-0x7FF X
f OxC0O3 0 0] 0O |OxO00000
or VPN 0x800-0xBFF X
for VPN 0xCOO-OxFFF OxCo4| 1 | 1 | O |0x6C223
for VPN 0xFF800-OxFFBFF OxFFF | © C) 0 |0x00000
for VPN 0xFFC00-OxFFFFF or xC03 | .

%‘JPTE for VPN 0xFFF |




two-level page tables

220 pagmio@_ﬂm%neb

two-level page table;
a second-level page table
hysical page
VPN valid user? Write?p y page 7
(of data)
first-level page table / oxCo0 | 1 1 0 |0x42443
for VPN Ox0-0:3FF Fe OxCO1 1 1 0O |Ox4A9DE
B S OxCO2 | 1 1 | 0 |ox5C001
for VPN 0x400-0x7FF X
f OxC0O3 0 0] 0O |OxO00000
or VPN 0x800-0xBFF X
for VPN 0xCOO-OxFFF OxCo4| 1 | 1 | O |0x6C223
for VPN 0xFF800-OxFFBFF OxFFF | © C) 0 |0x00000
for VPN 0xFFC00-OxFFFFF or xC03 | .

%‘JPTE for VPN 0xFFF |




two-level page table naming
what the page table base register points to:
first-level page table
top-level page table

page directory (Intel’s term, used in xv6 code)

what first-level page table entries point to

second-level page table

page table (Intel's term, used in xv6 code)
I'll avoid using this term unqualified...
but Intel manuals/xv6 do not

26



32-bit x86 paging
4096 (= 2'?) byte pages
4-byte page table entries — stored in memory

two-level table:

first 10 bits lookup in first level (“page directory”)
second 10 bits lookup in second level

remaining 12 bits: which byte of 4096 in page?

27



32-bit x86 paging (in xv6)

xv6 header: mmu.h

// A virtual address 'va' has a three-part structure as follows:

//

[/ A== 10------ iy 10--—-———- o 12-=—==————~- +
// | Page Directory | Page Table | Offset within Page |
// | Index | Index | |
A +——— +———_——— +

// \--— PDX(va) --/ \--- PTX(va) --/

// page directory index
#define PDX(va) (((uint) (va) >> PDXSHIFT) & Ox3FF)

// page table index
#define PTX(va) (((uint) (va) >> PTXSHIFT) & Ox3FF)

// construct virtual address from indexes and offset

#define PGADDR(d, t, o) ((uint)((d) << PDXSHIFT | (t) << PTXSHIFT |

28



another view

page table entry —‘

»

second-level
page table

physical page

VPN part 1 VPN part 2 page offset
first-level
i page table L page table entry i

-

Y

page table base register

29



exercise (1)
4096 (= 2'?) byte pages
4-byte page table entries — stored in memory

two-level table:

first 10 bits lookup in first level (“page directory”)
second 10 bits lookup in second level

exercise:

virtual address 0x12345678
base pointer 0x1000 (byte address)
first-level PTE contents: PPN 0x14; second-level PTE: PPN 0x15

address of 1st-level PTE? of second-level PTE?

30



exercise (2)
4096 (= 2'?) byte pages

4-byte page table entries — stored in memory

two-level table:

first 10 bits lookup in first level (“page directory”)
second 10 bits lookup in second level

exercise: how big is...

a process’s x86-32 page tables with 1 valid 4K page?
a process’'s x86-32 page tables with all 4K pages populated?

31



exercise (2)
4096 (= 2'?) byte pages

4-byte page table entries — stored in memory

two-level table:

first 10 bits lookup in first level (“page directory”)
second 10 bits lookup in second level

exercise: how big is...

a process's x86-32 page tables with 1 valid 4K page? 2 pages (1
first-level, 1 second)

a process’s x86-32 page tables with all 4K pages populated?

31



exercise (2)
4096 (= 2'?) byte pages

4-byte page table entries — stored in memory

two-level table:

first 10 bits lookup in first level (“page directory”)
second 10 bits lookup in second level

exercise: how big is...

a process's x86-32 page tables with 1 valid 4K page? 2 pages (1
first-level, 1 second)

a process's x86-32 page tables with all 4K pages populated? 1025 pages
(1 first-level, 1024 second)
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xvb memory layout

4Gig

Virtual

Device memory

+ 0x100000

Unused if less than 2 Gig
of physical memory

Free memory

Kernel data

Kernel text

KERNBASE

PAGESIZE

Program data & heap

User stack

User data

User text

RWU

RWU

RWU

Physical

Memory-mapped
32-bit 1/O devices

Unused if less than 2 Gig
of physical memory

Extended memory

1/0 space

Base memory

32



xvb memory layout

4Gig

Virtual

Device memory

+ 0x100000

Unused if less than 2 Gig
of physical memory

Free memory

Kernel data

Kernel text

0x80000000 (KERNBASE)«

PAGESIZE

Program data & heap

User stack

User data

User text

RWU

RWU

RWU

Physical

Memory-mapped
32-bit 1/O devices

Unused if less than 2 Gig
of physical memory

Extended memory

1/0 space

Base memory

32



xvb memory layout

Virtual

4.Gig '
g Device memory l
W-,

kernel-only memory
VA 0x8000000 + = = PA z4

Unused if less than 2 Gig
of physical memory

Free memory

same in every process

+ 0x100000

Kernel data

Kernel text

0x80000000 (KERNBASE):

PAGESIZE

Program data & heap

User stack

User data

User text

RWU

RWU

Physical

Memory-mapped
32-bit 1/O devices

PHYSTOP —

Unused if less than 2 Gig
of physical memory

“At most 2 Gig |

Extended memory

0x100000 —»
640K" >

1/0 space

0 —

Base memory
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xvb memory layout

4Gig _
g Device memory l

Virtual

kernel-only memory
VA 0x8000000 + = = PA z4

Unused if less than 2 Gig
of physical memory

Free memory

same in every process

+ 0x100000

Kernel data

Kernel text

0x80000000 (KERNBASE):

PAGESIZE

Program data & heap

User stack

User data

RWU

User text

RWU

. two virtual address
«. for user memory
(one kernel, one user)

f—— A

Physical

Memory-mapped
32-bit 1/O devices

0x100000

Unused if less than 2 Gig
of physical memory

Extended memory

1/0 space

640K" >

0 —

Base memory
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xvb memory layout

Virtual

4.Gig '
Device memory
g %,w_

page
Unused if less than 2 Gig
of physical memory

kernel-only memory
VA 0x8000000 + = = PA z4

Free memory

same in every process

Kernel data

Kernel text

+ 0x100000

0x80000000 (KERNBASE):

PAGESIZE

Program data & heap

User stack

User data

User text

RWU

RWU  0x100000 >

'».._fcé'-bles store this mapping

f—— A

Physical

Memory-mapped
32-bit 1/O devices

Unused if less than 2 Gig
of physical memory

Extended memory

1/0 space

640K" >

0 —

Base memory

32



xvb kernel memory

virtual memory > KERNBASE (0x8000 0000) is for kernel

always mapped as kernel-mode only
protection fault for user-mode programs to access

physical memory address 0 is mapped to KERNBASE+0
physical memory address N is mapped to KERNBASE+ /N

not done by hardware — just page table entries OS sets up on boot
very convenient for manipulating page tables with physical addresses

kernel code loaded into contiguous physical addresses

33



why two mappings?

program memory: layout programs expect
sized based on executable, heap allocations
uses any available memory

kernel code: access to all memory

kernel code: easy translation of physical to virtual addresses

e.g. page table setup: want to use particular physical addresses
no x86 instruction to read/write value using physical address only
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xvb program memory

KERNBASE

PAGESIZE ¢

invalid

stack

guard page

data

text

initial stack pointer
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guard page

1 page after stack

at lower addresses since stack grows towards lower addresses

marked as kernel-mode-only

idea: stack overflow — protection fault — kills program
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xvb types for paging (1)
virtual addresses: pointers (void*, etc.)

physical addresses: ints
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P2V/V2P

V2P(z) (virtual to physical)
convert kernel address x to physical address

subtract KERNBASE (0x8000 0000)

assumes you pass a kernel address
have user address? need full page table lookup instead

P2V(x) (physical to virtual)
convert physical address x to kernel address

add KERNBASE (0x8000 0000)

xv6 convention: virtual addresses represented using pointers

xvb convention: physical addresses represented using integers
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xvb types for paging (2)
x86-32 (as used by xv6) has 4-byte page table entries

page table entries, first-level: pde_t

page directory entry
alias for unsigned int

page table entries, second-level: pte_t
page table entry
alias for unsigned int

x86-32 page tables are 4096-byte arrays of 1024 entries
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x86-32 page table entries

31]30]29]28]27]26]25]24]23]22]21]20]19]18]17]16]15]14]13]12]11]10] 98| 7| 6|5 2[1]0

Address of page directory' Ignored lgnored CR3

Bits 31:22 of address Reserved Bits 39:3220f E\ PDE:
s

of 4MB page frame (must be 0) addres lgnored |G |1 |D

page

PDE:
page
table

=

Ono| OnTo| ono|&
)
=

=

_U
=

N—=C| nN-=C

E~m| E~m

|
Address of page table lgnored 0|glA
n

PDE:
Ignored 0 not
present

PTE:
4KB
page

Address of 4KB page frame Ignored | G

—> 7T
o
p-l

=Tk

—

[ =
[

=~3

PTE:

=]
=
=3

lgnored

present

Figure 4-4. Formats of CR3 and Paging-Structure Entries with 32-Bit Paging



x86-32 page table entries
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P PW UlR PDE:
Address of page table lgnored O|lg|A|C T f1/01 page
n D S|Ww table
PDE:
Ignored 0 not
present
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Address of 4KB page frame Ignored |G|A|D|A|C T f71 4KB
T D S|w page
PTE:
lgnored 0 not
present

Figure 4-4. Formats of CR3 and Paging-Structure Entries with 32-Bit Paging
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x86-32 page table entries
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x86-32 page table entries

31]3D|29|28|27|25|25|24\23|22|21\ZD|19[18[1?[15[15[14[13[12 11]1D]9]B]7]E|5 413 2|1|D
P
Address of page directory' Ignored C PP[ lgnored CR3
D
. . P p U|R PDE:
Bits 31:22 of address Reserved Bits 39:32 of Pl
of 4MB page frame (must be 0) address;.z'2 Al lgnored |G|1 /DA C T L)/ 4MB
D S|iw page
| Plowl VIR PDE:
Address of page table lgnored O|lg|A|C T f1/01 page
n D S|Ww table
. PDE:
second-level page table entries o| ‘not
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lgnored 0 not
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x86-32 page table entry v addresses

trick: page table entry with lower bits zeroed =
physical byte address of corresponding page

page # is address of page (2'? byte units)

makes constructing page table entries simpler:
physicalAddress | flagsBits

phys.

physical page number zeros page
yte

addr

P Plowl UIR PTE:

Address of 4KB page frame lgnored |G|A|D|A|C T f1r1 4KB
T D S|wW page

PTE:

Ignored 0 not
present

flags
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x86-32 pagetables: page table entries

xv6 header: mmu.h

// Page table/directory entry flags.

#define PTE_P Ox001
#define PTE_W Ox002
#define PTE_U Ox004
#define PTE_PWT Ox008
#define PTE_PCD Ox010
#define PTE_A Ox020
#define PTE_D Ox040
#define PTE_PS Ox080
#define PTE_MBZ 0x180

// Present

// Writeable

// User

// Write-Through

// Cache-Disable

// Accessed

// Dirty

// Page Size

// Bits must be zero

// Address in page table or page directory entry
#define PTE_ADDR(pte) ((uint) (pte) & ~OxFFF)
#define PTE_FLAGS(pte) ((uint) (pte) & OxFFF)
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xv0: extracting top-level page table entry

void output_top_level_pte_for(struct proc *p, void *address) {
pde_t *top_level_page_table = p—>pgdir;
// PDX = Page Directory indeX
// next level uses PTX(....)
int index_into_pgdir = PDX(address);
pde_t top_level_pte = top_level_page_table[index_into_pgdir];
cprintf("top level PT for %x in PID %d\n", address, p—>pid);
if (top_level_pte & PTE_P) {
cprintf("is present (valid)\n");

h
if (top_level_pte & PTE_W) {
cprintf("is writable (may be overriden in next level)\n");

}
if (top_level_pte & PTE_U) {
cprintf("is user-accessible (may be overriden 1in next level)\n"]

cprintf("has base address %x\n", PTE_ADDR(top_level_pte));
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xvb: manually setting page table entry

pde_t *some_page_table; // if top-level table
pte_t *some_page_table; // if next-level table

some_page_table[index] =
PTE_P | PTE_W | PTE_U | base_physical_address;
/* P = present; W = writable; U = user-mode accessible */
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xvb page table-related functions

kalloc/kfree — allocate physical page, return kernel address

walkpgdir — get pointer to second-level page table entry
..to check it/make it valid/invalid /point somewhere/etc.

mappages — set range of page table entries
implementation: loop using walkpgdir

allockvm — create new set of page tables, set kernel (high) part
entries for Ox8000 0000 and up set
allocate new first-level table plus several second-level tables

allocuvm — allocate new user memory
setup user-accessible memory
allocate new second-level tables as needed

deallocuvm — deallocate user memory
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skipping the guard page

void example() {
int array[2000];
array[0] = 1000;

}

example:

sub'l $8024, %esp // allocate 8024 bytes on stack

mov'l $1000, 12(%esp) // write near bottom of allocation
// goes beyond guard page
// since not all of array init'd
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