


changelog

6 Sep 2024: add explicit note re: ACK up to X being inclusive first
time it appears

10 Sep 2024: be more clear that ACK number is 1+last byte
sequence number

10 Sep 2024: correct discussion of window size variation to discuss
burstiness, which means that the maximum possible latency may
not be where the throughput collapse happens



dealing with network message lost

“The meeting |
machine "¢ Is at 12pm machine
A B
machine machine
A B




handling lost message: acknowledgements

machine
A

“The meeting is at 12pm.”

ACK!

machine
B




handling lost message

machine

A

machine
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handling lost message

machine

A

“timeout”
A doesn’t get reply
after waiting too long

machine

B




handling lost message

“timeout”

A doesn’t get reply
after waiting too long
machine “The me machine

AWB

il ACK!




protocol so far

on sender: until ACK received:

(re)send frame of data
wait fixed amount of time for ACK

on receiver: continuously:

wait for frame of data
send ACK back



problem
really want to send multiple frames

example: data split in multiple pieces



splitting messages: try 1
“The meeting”

<

ACK

"is at 12pm "
machine  »
A

<
|—

reconstructed message:
The meeting is at 12pm.

ACK

machine
B




splitting messages: try 1 — problem 1

“The meeting”
“The meeti g ACK
machine I machine
A « B
" s at 12pm.” ACK
< ACK




splitting messages: try 1 — problem 1

“The meeting”

>

“The meetM

machine
A

>
— >

" s at 12pm.” ACK

<
|—

ACK

reconstructed message:
The meetingThe meeting is at 12pm.

machine
B




exercise: other problems?
sending “The meeting’, ‘is at 12pm’

what would be received for each of these scenarios?

1. message (instead of acknowledgment) is lost

2. first message from machine A is delayed a long time by network
3. acknowledgment of second message lost instead of first
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aside: message delays

long message delays not possible with direct link

but are possible with:

multiple paths from A to B
doing this kind of acknowledgment + resending hop-by-hop
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splitting messages: try 2

part 0: “The meeting”

machine [ Part I: " is at 12pm.” ACK machine
A

| B

ACK

reconstructed message:
The meeting is at 12pm.




splitting messages: try 2 — missed ack

part 0: “The meeting”

>

part 0: “The M

machine
A

»

“part 1: “ s at 12pm.”

ACK

<
|t—

reconstructed message:
The meeting is at 12pm.

ACK

machine
B




splitting messages: try 2 — problem

part 0: “The meeting”

part 0: “The meeting”

ACK

machine /

A

A thinks: part 0 + part 1 acknowleged!

machine
B
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splitting messages: version 3

timeout
for part 1

machine
A

part 0: “The meeting”

part 0: “The meeting”

ACK part 0

part 1: “is at 12pm.” \

/' \
ACK part 0

—>

part 1: “is at 12pm.”

>

A

ACK part 1

machine
B
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sequence numbers

call the ‘part’ label sequence number

for now: sequence number = message (or segment) number
in TCP: sequence number = byte number

important question: how large can they get?
if we never reuse them — infinite!

so really want to reuse them
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1-bit sequence number

machine
A

0: “The "

—hx0 |

I: “meeting”

 >machine

o — x| B

0: “is at”

— 0wt

ACK 0

1: “12pm_”
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‘stop and wait’
machine A is only sending one thing at a time

never start sending next thing until after sending previous thing
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stop-and-wait exercise (receive, 1)
machine B receives
machine B sends
machine B receives

what should machine B do now?

A. send B. send C. send nothing
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stop-and-wait exercise (receive, 2)
machine B receives
machine B sends
machine B receives

what should machine B do now?

A. send B. send C. send nothing
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stop-and-wait exercise (receive, 3)
machine B receives
machine B sends
machine B receives
machine B sends
machine B receives

what should machine B do now?

A. send B. send C. send nothing
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stop-and-wait exercise (send, 1)
A trying to send ‘X', then "Y', then 'Z’

machine A sends

machine A sends

machine A receives

machine A sends

machine A receives

what should machine A do now?

A. send again B. send again
C. send D. something else
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stop-and-wait exercise (send, 2)
A trying to send ‘X', then "Y', then 'Z’

machine A sends

machine A sends

machine A receives

machine A sends

machine A receives

what should machine A do now?

A. send again B. send again
C. send D. something else
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stop-and-wait issues

two issues with stop-and-wait:

doesn't use close to full capacity of network

not clear how to set timeouts
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looking at metrics
several important metrics we'll care about

(both for this and future topics)
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looking at metrics
several important metrics we'll care about

(both for this and future topics)

throughput and bandwidth (~ how much capacity used/available)
latency and round-trip time (RTT) (~ what timeouts needed)

jitter (~ safety margin for timeouts)

25



bandwidth / throughput

bandwidth / data rate: maximum rate we can send per unit time
most commonly measuring the speed of a link

1 gigabit/second = transmit 1 bit / nanosecond

throughput: acheived rate per unit time

often lower than total bandwidth because of losses
(we'll give several examples throughout the semester)
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latency (1)
latency: time for message: SOURCE — DEST
example: 1000 bit message from S to D:

<

al

g 50 Mbit, 500 meters of copper

Y



latency (1)
latency: time for message: SOURCE — DEST
example: 1000 bit message from S to D:

<

al

g 50 Mbit, 500 meters of copper

one bit sent each 1/50M second = 0.02 pus
1000 bits take 0.02 x 1000 = 20 us to sent

“transmission delay”

Y
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latency (1)
latency: time for message: SOURCE — DEST
example: 1000 bit message from S to D:

50 Mbit, 500 meters of copper
! S |- > D !

one bit sent each 1/50M second = 0.02 us
1000 bits take 0.02 x 1000 = 20 us to sent

“transmission delay”

Y

+ 2.2 microseconds for bit to go down cable (2.3 x 10° m/s)
“propogation delay”
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latency (1)
latency: time for message: SOURCE — DEST
example: 1000 bit message from S to D:

50 Mbit, 500 meters of copper
Lo - Lo

one bit sent each 1/50M second = 0.02 us
1000 bits take 0.02 x 1000 = 20 us to sent

“transmission delay”

Y

+ 2.2 microseconds for bit to go down cable (2.3 x 10° m/s)
“propogation delay”

total latency of about 22.2 us
27



latency (1, ex)

1 Gbit, 10 kilometers of fibre
o) Lol

exercise: latency for 20000 bit message from S to D
assume speed of signal through fiber of 2.0 x 10® m/s
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latency (1, ex)

1 Gbit, 10 kilometers of fibre
o) Lol

exercise: latency for 20000 bit message from S to D
assume speed of signal through fiber of 2.0 x 10® m/s
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latency (1, ex)

1 Gbit, 10 kilometers of fibre

-

[
>

]

exercise: latency for 20000 bit message from S to D
assume speed of signal through fiber of 2.0 x 10® m/s
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latency (2)
example: 1000 bit packet from S to D

assume when message is received:
5 other 1000-bit packets in queue; no extra bits between packets
no other switch processing time

50 Mbit, 500 meters of copper 50 Mbit, 500 meters of copper
S |« > :><: < > D

S to switch, switch to D: 22.2 us (transmit+propogate delay)

within switch: wait 20 x 5 = 100 us for 5 other packets (20us = 1
packet transmit delay)
“queueing delay”

total latency: 22.2 + 100 + 22.2 = 144.4 microseconds 2



latency (2)
example: 1000 bit packet from S to D

assume when message is received:
5 other 1000-bit packets in queue; no extra bits between packets
no other switch processing time

50 Mbit, 500 meters of copper 50 Mbit, 500 meters of copper
S |« > :><: < > D

S to switch, switch to D: 22.2 us (transmit-+propogate delay)

within switch: wait 20 x 5 = 100 us for 5 other packets (20us = 1
packet transmit delay)
“queueing delay”

total latency: 22.2 + 100 + 22.2 = 144.4 microseconds 2



latency (2)
example: 1000 bit packet from S to D

assume when message is received:
5 other 1000-bit packets in queue; no extra bits between packets
no other switch processing time

50 Mbit, 500 meters of copper 50 Mbit, 500 meters of copper
S |« > :><: < > D

S to switch, switch to D: 22.2 us (transmit-+propogate delay)

within switch: wait 20 x 5 = 100 us for 5 other packets (20us = 1
packet transmit delay)
“queueing delay”

total latency: 22.2 + 100 + 22.2 = 144.4 microseconds 2



latency (2)
example: 1000 bit packet from S to D

assume when message is received:
5 other 1000-bit packets in queue; no extra bits between packets
no other switch processing time

50 Mbit, 500 meters of copper 50 Mbit, 500 meters of copper
S |« > :><: < > D

‘host’ ‘host’

S to switch, switch to D: 22.2 us (transmit-+propogate delay)

within switch: wait 20 x 5 = 100 us for 5 other packets (20us = 1
packet transmit delay)
“queueing delay”
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round trip time

round-trip-time (RTT): time for message:
SOURCE — DEST — SOURCE

much easier to measure than one-way latency

typically how we'll set latency
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jitter

variation in latency

Packet
source

most commonly from changing queuing delays

Interpacket gap

Network Packet

sink

Figure 20 from Section 1.5 of Computer Networks: A Systems Approach (6th ed) (Peterson and Davie)
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measuring round-trip time (1a)

charles@reisst14$ ping 1.1.1.1

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: 1cmp seq=1 ttl=52 time=13.8 ms
64 bytes from 1.1.1.1: +dicmp_seq=2 ttl=52 time=15.0 ms
64 bytes from 1.1.1.1: +dicmp_seq=3 ttl=52 time=12.5 ms
64 bytes from 1.1.1.1: -dicmp_seq=4 ttl=52 time=12.3 ms
64 bytes from 1.1.1.1: +dicmp_seq=5 ttl=52 time=13.5 ms
64 bytes from 1.1.1.1: +dicmp_seq=6 ttl=52 time=12.5 ms
64 bytes from 1.1.1.1: +dicmp_seq=7 ttl=52 time=13.3 ms
64 bytes from 1.1.1.1: dicmp_seq=8 ttl=52 time=13.2 ms
64 bytes from 1.1.1.1: +dicmp_seq=9 ttl=52 time=13.3 ms
64 bytes from 1.1.1.1: +dicmp_seq=10 ttl=52 time=14.1 ms

e

---1.1.1.1 ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9014ms
rtt min/avg/max/mdev = 12.273/13.343/15.024/0.786 ms



measuring round-trip-time (1b)

No.

Time

. 766137597

779916793

TGB363048

783346606

TE9791844

782213735

771827936

784055865

773358205

TBGEB31460

775177274

787654160

776273952

789562086

777262659

790425188

10.778251280
10.791477471
11.779834642
11.793858285

(D000 00 =~ =~ @ & U1 O a0 0 R

Destination

ICMP
ICMP
icmMp
ICHP
ICMP
IcMp
ICcMP
ICHP
ICHMP
IcMp
ICMP
icmMp
ICHP
ICMP
IcMp
ICcMP
ICHP
ICHMP
TCMP

Protocol Lengtf Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Fcho

(ninm)

reguest
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
renlv

id= BXGOBZ
id=ex0ee2,

10=0x00082,
1d=0x0002,
1d=0x0002,
1d=0x0002,
1d=0x0002,
10=6x0002,
1d=0x0002,
1d=0x0002,
1d=0x0002,
10=0x00082,
1d=0x0002,
1d=0x0002,
1d=0x0002,
1d=0x0002,
10=6x0002,
1d=0x0002,
id=AxARAZ .

seq=2/512,

seq=2/512,

s5eq=3/768,

s5eq=3/768,

seq=4/1024,
seq=4/1024,
5eq=5/1280,
seq=5/128@,
seq=6/1536,
seq=6/1536,
seq=7/1792,
seq=7/1792,
seq=8/2048,
seq=8/2048,
seq=9/2304,
5e0=9/2304,

seq=18/2568,
sen=10/2560.

ttl
ttl
ttl
ttl
ttl
ttl

tt

it
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measuring round-trip-time (1c)
P oErame 17: Yd DYLES ON wWlre (/84 DLTS), Y& DYLesS Capturea (/s4
¢ Ethernet II, Src: f4:6d:37:d3:64:59 (T4:6d:37:d3:64:59), Dst:
¢ Internet Protocol Version 4, Src: 172.25.188.87, Dst: 1.1.1.1
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0O
Checksum: @xfaB8 [correct]
[Checksum Status: Good]
Identifier (BE): 2 (©@xBBOZ)
Identifier (LE): 512 (Ox@200)
Sequence Number (BE): 1 (@x08061)
Sequence Number (LE): 256 (0xB1080)
[Response frame: 18]
Timestamp from icmp data: Sep 2, 2024 12:59:20.000000088 E|
[Timestamp from icmp data (relative): ©.993073545 seconds]
- Data (48 bytes)
Data: 7fEbD10GEREEEEE01601112131415161718191alblcidlelf20:
[Length: 48]
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non-ICMP pings (1)

HPING www (enp0s31f6

len=46
len=46
len=46
len=46
len=46
len=46
len=46
len=46
len=46
len=46
AC

ip=128.
ip=128.
ip=128.
ip=128.
ip=128.
ip=128.
ip=128.
ip=128.
ip=128.
ip=128.

-—— www hping

10 packets transmitted,

143.
143.
143.
143.
143.
143.
143.
143.
143.
143.

67.

128.143.67.8):

8

67.8

67.
67.
67.
67.
67.
67.
67.
67.

0O 0O 00 00 0 0O 0O

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63
ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

statistic ---
10 packets received, 0% packet
= 3.2/5.4/7.1 ms

round-trip min/avg/max

DF
DF
DF
DF
DF
DF
DF
DF
DF
DF

id=0
id=0
id=0
id=0
id=0
id=0
id=0
id=0
id=0
id=0

sport=0
sport=0
sport=0
sport=0
sport=0
sport=0
sport=0
sport=0
sport=0
sport=0

flags= RA
flags=RA
flags=RA
flags=RA
flags=RA
flags=RA
flags=RA
flags=RA
flags=RA
flags=RA

seq=0
seq=1
seq=2
seq=3
seq=4
seq=5
seq=6
seq=7
seq=8
seq=9

loss

win=0
win=0
win=0
win=0
win=0
win=0
win=0
win=0
win=0
win=0

NO FLAGS are set, 40 headers + 0 data
rtt=3."
rtt=3.
rtt=7.
rtt=6.
rtt=6.
rtt=6.
rtt=5.
rtt=5.
rtt=5.
rtt=4.
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non- ICMP pings (2)

Destination

Frotocol Lengtr Info

Len=0
Len=0

Len=0
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measuring throughput?

$ scp test.dat portal.cs.virginia.edu:test.dat

test.dat 100% 32MB 23.0MB/s
$ scp portal.cs.virginia.edu:test.dat .
test.dat 100% 32MB 28.2MB/s

(but might be measuring disk speed instead)

also more specialized tools like iperf
require program to run on both ends

00:01

00:01

37



measuring throughput

$ dperf -s

Server listening on TCP port 5001

TCP window size: 128 KByte (default)

[ 1] local 128.143.71.87 port 5001 connected with 128.143.71.27 port 547¢
[ ID] Interval Transfer Bandwidth

[ 1] 0.0000-10.0147 sec 1.09 GBytes 934 Mbits/sec

$ iperf -c kytos02 | tee idiperf.out

Client connecting to kytos02, TCP port 5001

TCP window size: 85.0 KByte (default)

[ 1] local 128.143.71.27 port 54760 connected with 128.143.71.87 port 50(
[ ID] Interval Transfer Bandwidth

[ 1] 0.0000-10.0256 sec 1.09 GBytes 933 Mbits/sec
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measuring transmission delay?

PING www.cs.virginia.edu (128.143.67.8) 1400(1428) bytes of data.

-—— www.cs.virginia.edu ping statistics ---

1000 packets transmitted, 1000 received, 0% packet loss, time 50638ms
rtt min/avg/max/mdev = 0.319/0.461/1.222/0.039 ms

$ ping -s 16 www -i 0.05 -c 1000 -q

PING www.cs.virginia.edu (128.143.67.8) 16(44) bytes of data.

-—— www.cs.virginia.edu ping statistics --—-

1000 packets transmitted, 1000 received, 0% packet loss, time 50995ms
rtt min/avg/max/mdev = 0.156/0.345/1.539/0.068 ms

approx. 0.461 — 0.345 = 0.116 ms delay for 1400 — 16 extra bytes
0.116 :
= 0.029 ms/link

with two links in each direction = approx

4
1400 — 16byt
YT ~ 50 Mbit/sec (does not match Gigabit ethernet)
0.029ms

probably other processing time besides sending on links, though
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stop-and-wait performance
stop-and-wait protocol

assuming no packets lost/corrupted

about one packet per round-trip time

40



example: local ethernet

my home wired network: 0.6 ms round trip time

typical packet has about 1400 bytes = 11200 bits of data
throughput with stop-and-wait:

11200b/0.6ms ~ 19000b/ms = 19 000 000b/s = 19Mbit/s

available bandwidth is about 1 Gbit/s
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example: local ethernet

my home wired network: 0.6 ms round trip time

typical packet has about 1400 bytes = 11200 bits of data
throughput with stop-and-wait:

11200b/0.6ms ~ 19000b/ms = 19 000 000b/s = 19Mbit/s

available bandwidth is about 1 Gbit/s
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sending two at a time

machine
A

machine
B

(ACK up to X = ACK X and everything before it)

key idea: always have two in flight
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timeouts per message

machine

A

Q; T

ACK up to O
~%

>

- timeout for 2

N ACK 1

machine

B
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sending three at a time

machine ‘ ACK up to L
A 3. “I2pmACK up 10

machine
B

choose “window size" to have in flight

cend when nreviatiec acknawledoaad
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lost A

CKs?

machine
A

machine
B

ACK up to
) ACK up to ®
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missing messages?

machine
A

—0: “The »
ACK up to 0

W}

machine
B

question: what should receiver do with sequence number 27
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missing messages?

machine
A

—0: “The »
ACK up to 0

W}

machine
B

question: what should receiver do with sequence number 27

one idea

: ignore it?
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missing messages?

machine
A

——0: “The ”
ACK up to 0

W}

machine
B

question: what should receiver do with sequence number 27

one idea

: ignore it?

better idea: send something back to sender




better idea: always ACK

machine

A

machine

B
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better idea: always ACK

machine

A

L WKwol

machine

B

only ACK z if everything up to and including x received

intuition: ACK tells sender where to start sending more
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fast retransmit

if large window + data packet 2 is lost, then sender will see
ACK 0, ACK 1, ACK 1, ACK 1, ACK 1, ACK 1

duplicate ACKs indicate missing packet 2

shouldn’t wait for timeout
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fast retransmit

if large window + data packet 2 is lost, then sender will see
ACK 0, ACK 1, ACK 1, ACK 1, ACK 1, ACK 1

duplicate ACKs indicate missing packet 2

shouldn’t wait for timeout

— TCP heuristic: retransmit immediately after ~3 duplicate ACKs

not 1 duplicate ACK to tolerate some reordering
also some other details (we'll talk later)
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multiple missing

machine

A

duplicate ACK heuristic will quickly resend 1, but not 3

1:

—0: “The "

meeting”

would like to supply better information

achine
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multiple missing

machine

A

chine

duplicate ACK heuristic will quickly resend 1, but not 3

would like to supply better information

50



selective acknowledgments

machine

A

1:

—0: “The "

meeting”
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selective acknowledgments

machine

A

1:

K u g 2 arnd
4///b_pﬁ‘%—<

. "The

meetmg

i 1N

. I3

d

'A

/7 S———

utO
.'l»’

3

—

achine
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selective acknowledgments in TCP
optional feature (“extension”) described in RFC 2018
send list of ranges received

typically room for 3 ranges

if more than 3 ranges to report, then:
include range with most recently received frame
include other ranges until sent three times
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sender window tracking

X
= frame of data with sequeunce number X
(LAR) (LFS)
last ACK recv'd last frame sent

12 13 14 15 16 17 18 19% 20 21
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sender window tracking

X
= frame of data with sequeunce number X
(LAR) (LFS)
last ACK recv'd last frame sent

1213 14 15 16 17 18 10V 20 21

verified received
can discard
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sender window tracking

X
= frame of data with sequeunce number X
(LAR) (LFS)
last ACK recv'd last frame sent

1213 14 15 16 17 18 10V 20 21

verified received might need to resend
can discard potentially “in flight"”
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sender window tracking

X
= frame of data with sequeunce number X
(LAR) (LFS)
last ACK recv'd last frame sent

1213 14 _15¥ 16 17 18  19¥ 2

verified received might need to resend yet to be sent
can discard potentially “in flight"”
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sender window tracking

X
= frame of data with sequeunce number X
(LAR) (LFS)
last ACK recv'd last frame sent

20

1213 14 15y 16 17 18 10%

verified received might need to resend yet to be sent
can discard potentially “in flight"”
at most the

Send Window Size
(SWS) 53



exercise 1: out-of-bounds ACK

last ACK recv'd (LAR) |10
last frame sent (LFS) 15
send window size (SWS) | 5

what probably happened if we receive an ACK for...

97 107 137 167
A. only possible if network reorders frames
B. only possible from undetected frame corruption
C. lost ACK for frame < 10
D. lost ACK for frame > 10
E. lost frame 11
F. resent frame from timeout
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exercise 2: sender logic

last ACK recv'd (LAR) |10
last frame sent (LFS) 15
send window size (SWS) | 5

In this case, there's a timeout that will trigger frame 13 to be
resent. If still active, this timeout should be cancelled upon ..

A. receiving ACK 12 B. receiving ACK 13
C. receiving ACK 14 D. sending frame 16

55



exercise 3a: new data

last ACK recv'd (LAR) |4
last frame sent (LFS) 6
send window size (SWS) | 5

if we compute a new frame of data with sequence number 7 to
eventually send, we should

send it now, advancing LFS

wait until we get an ACK for 5 or 6 to send it

wait until we get an ACK for 6 to send it

. wait until the frame with sequence number 6 is resent to send it D. sol

OO m>
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exercise 3b: new data

last ACK recv'd (LAR) |4

last frame sent (LFS) 8

send window size (SWS) | 4
if we compute a new frame of data with sequence number 9 to
eventually send, we should

A. send it now, advancing LFS

B. wait until we get an ACK for 5 or 6 to send it

C. wait until we get an ACK for 6 to send it

D. decline to accept the data because we will never be able to send it
E. something else
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sender logic summarized

track variables:
LFS (last frame sent)
LAR (last ACK recv'd)
SWS (send window size)

when receiving ACK LAR < X < LF'S:
LAR «+ X
clear any timers to resend frames < X

whenever SWS [send window size] > LFS - LAR and
data for frame LFS + 1 is available:
send frame LFS + 1

set timer to resend frame LFS + 1
LFS « LFS +1
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receiver window tracking

X

= frame of data with sequeunce number X
(LFR) (LAF)
last frame recv'd* last accepted frame

12 13 14  15v 16 17 18 19y 20 21
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receiver window tracking

X
= frame of data with sequeunce number X
(LFR) (LAF)
last frame recv'd* last accepted frame

12 13 14 15v 16 17 18 19 20 21

already received
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receiver window tracking

X
= frame of data with sequeunce number X
(LFR) (LAF)
last frame recv'd* last accepted frame

12 13 14 15v 16 17 18 19y 20 21

— X -
already received not accepted

recv'd possibly recv'd
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receiver window tracking

X
= frame of data with sequeunce number X
(LFR) (LAF)
last frame recv'd* last accepted frame

12 13 14 15V 16 17 18  19¢

2

— X -
already received not accepted

recv'd possibly recv'd

at most the

Receive Window Size
(RWS)
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receiver window tracking

X
= frame of data with sequeunce number X
(LFR) (LAF)
last frame recv'd* last accepted frame

12 13 14 15V 16 17 18  19¢

2

M : A M TR
already received not accepted will discard

recv'd possibly recv’'d  too far ahead

at most the

Receive Window Size
(RWS)
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receiver logic summarized

track variables:

LFR (last frame recv'd) — excludes frames after a missing frame
LAF (last accepted frame)
RWS (receive window size)

when receiving frame LFR < X < LAF':

LFR <« (first missing frame after LFR) - 1

only advances if X = LFR
could advance by more than one if frames previously out of order

LAS + LFR + RWS
only advances if X = LFR
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simple network model

loss when full
10 data frames/time unit
sender — : :
1 time unit delay
queue
capacity 20

—> receiver

loss when full

sender <

100 ACK frames/time unit
1 time unit delay

~— receiver

simulator from upcoming assignment
command line -—delay 1 --bandwidth-forward 10
--bandwidth-backward 100 --buffer 30

queue
capacity 20
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exercise: forward latency

loss when full

10 frames/time unit
sender —» 1 time unit delay  — receiver
(from transmit start)

queue

capacity 10
minimum latency = 1 time unit

exercise: maximum latency?

A. 1 time unit B. 1.1 time unit C. 1.2 time unit
C. 1.4 time unit D. 1.9 time unit E. 2.0 time unit
F. 2.1 time unit G. something else



throughput and window size

22 24

20

send window size

0 2 4 6 8 10 12 14 16 18

0
o}
0

(1un swn/sswely) Indysnoiys
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packet transit time

— receiver

loss when full
10 data frames/time unit
sender — . .
1 time unit delay
queue| ¢ |
capacity 20

sender <—

loss when full

100 ACK frames/time unit
1 time unit delay

~— receiver

queue

capacity 20
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packet transit time

loss when full
10 data frames/time unit :
sender — : : —> receiver
1 time unit delay
queue | o | : : : >
capacity 20 1 time unit (sender to receiver)

sender <—

loss when full

100 ACK frames/time unit
1 time unit delay

<— receiver

<
<

+ 1 time unit (receiver to sender) ‘Lapacity 20
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packet transit time

loss when full
10 data frames/time unit :
sender — : : —> receiver
1 time unit delay
queue | o | : : : >
capacity 20 1 time unit (sender to receiver)

takes 1 + 1 time units to send message + receive ack
goal: keep sending stuff while waiting

sender <—

TUoo VWVITC TIT TUTI

100 ACK frames/time unit
1 time unit delay

<— receiver

<
<

+ 1 time unit (receiver to sender) ‘Lapacity 20
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filling the pipe

round-trip time of 2 time units
from send data to receive ACK (assuming no queuing delay)

can send 10 data frames per time unit

= can send 20 data frames while waiting for ACK
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filling the pipe

round-trip time of 2 time units
from send data to receive ACK (assuming no queuing delay)

can send 10 data frames per time unit
= can send 20 data frames while waiting for ACK

“bandwidth-delay product”
10/time unit (banwidth) times 2 time unit (RTT = delay)
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throughput and window size (detail)

bandwidth-delay product

w/0 queuing delay
(no(?) queuing delay) (max useful queuing delay)

017 18 19 20 21 22 23 24

send window size

—~~
et
c
S T T I T I
(O] 10 b essssssssssnnsannnnnnnnnnnnnnnnnnn @ rnnnnnns @ rrnnnanns Aenssnnssnnnnnsnnnnnnns o
£ o o
= )
o - -
q) [ ] [ ]
£ : :
g 5 5 5 |
~—" ] H ° ®
- 1 [
3 1 1
o " "
= ] ]
Y0} 1 1
3 i ! i !
(©)
s
<
4+
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filling the pipe

—p- receiver

loss when full
10 data frames/time unit
sender —» . .
1 time unit delay
queue
capacity 20

sender <—

loss when full

100 ACK frames/time unit
1 time unit delay

~— receiver

queue

capacity 20

67



filling the pipe

—p- receiver

loss when full
10 data frames/time unit
sender —» . .
1 time unit delay
queue
capacity 20

sender <—

loss when full

100 ACK frames/time unit
1 time unit delay

~— receiver

queue

capacity 20
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filling the pipe

loss when full

10 data frames/time unit

1 time unit delay
queue I data II data data I'I data I'I data I'I data I'I data I'I data data II data I

capacity 20 <—*> .
0.1 time unit

sender —»

—p- receiver

loss when full

100 ACK frames/time unit
sender <———

1 time unit dela
G
k k k k k k k k k k

capacity 20

~— receiver
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on bursts

max possible queuing delay suggests window size of 30
approx. 3 time units times 10

problem: “bursts” temporarily exceed queue size

achievable average queue size not that high

sender could moderate by “pacing” packets

68



sliding windows used to solve...

flow control
keep sender from getting too far ahead of receiver
..by having window sizes set correctly
how? receiver tells sender what window size is okay

congestion control
keep network from being overloaded
(while making good use of available bandwidth)
..by having window sizes set correctly
how? it's complicated — big topic later
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sequence number wraparound

protocol so far requires arbitrarily large sequence numbers
doing < and > checks on sequence number, so they need to increase

would like to use smaller sequence numbers
think: transferring multi-gigabyte file

question: what goes wrong when we reuse sequeunce numbers?
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sender /receiver desync: missing ACKs

(LAR) (LFS)
last ACK recv'd last frame sent
Y
sender =+ v u... &

(LFR) (LAF)
last frame recv'dHast accepted frame

e - 7 I

resent if expeéted if
ACK lost ACK not lost
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sender /receiver desync: missing ACKs

(LAR) (LFS)
last ACK recv'd last frame sent

{ L
i - TR
need unique (LFR) (LAF
numbers for all these last frame recv’d¥ast accepted frame
e - (7 R

resent if expected if
ACK lost ACK not lost

71



sender /receiver desync: missing ACKs

sender

need unique

numbers for all these

receiver

(LAR)
last ACK recv'd

N

||

|
|

T L el

(LFS)
last frame sent
O 0

(LFR) (LAF
last frame recv'd¥ast accepteq

resent if expected if
ACK lost ACK not lost



wraparound

machine
A

2: “ Is’
3: “at”

ot up to 2
t up to
O, 1112pm” go p

0: “The ”
M

w

machine
B
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loss and resend?

machine

A

0. “The "
0., “The ”
M
m

2: s’
3: "at’

ot up to %
to
" 1opm» 8O VP

. w0 |

machine

B
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very bad reordering

machine

A

.O

‘¢

e = 1.' “meet,‘ngy
0: "The "

. Mmeet B
N L
3: "at”

oot up t
- >ot up to
U: 2pmu go P

got up to 0

machine

B
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possible reason

LA




sequence numbers in practice

TCP tries to assume 120 second “maximum segment lifetime”
segment = TCP's name for a packet

original TCP used 32-bit sequence number identifying byte number
(not segment number)

problem: means wraparound happens on modern (Gigibit+) links
in seconds!
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sequence numbers in practice

TCP tries to assume 120 second “maximum segment lifetime”
segment = TCP's name for a packet

original TCP used 32-bit sequence number identifying byte number
(not segment number)

problem: means wraparound happens on modern (Gigibit+) links
in seconds!

workaround: add additional 32-bit timestamp field
used to detect/discard duplicates
can also be used to set timeouts and/or window sizes

76



TCP

transmission control protocol (TCP)
implements reliable streams of bytes

similar mechanism to what we've described

e



TCP extras/differences

bidirectional —

separate sequence numbers in each direction
can combine data (from A to B) with acknowledgment (from B to A)

sequence numbers are byte numbers —

can retransmit data in different sized packets
sequence numbers = index of first byte sent
acknowledgment numbers = 1 + index of /ast byte acknowledged

dynamic/variable window sizes
we'll discuss strategies later

offical name for packets = segments
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TCP segment format

(lower layer header)

source port (16b) destination port (16b)

sequence number (32b)

acknowledgment number (32b)

: JCTE[UTATP[RIS[F

data offse {wlc[Rlc[s|s|Y]|1 window size (16b)
(4b) rIElGIkIH[TININ

checksum (16b) urgent pointer (16b)

options (variable)

(data)
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TCP segment format

(lower layer header)

source port (16b)

destination port (16b)

sequence number (32b)

(4b)

data offsetg

ports identify program/socket on machines
(we'll talk more when we cover sockets)

machines identified in lower layer headers

6b)

\ 7

16b)

T m———r

options (variable)

(data)

79



TCP segment format

(lower layer header)

source port (16b) destination port (16b)

sequence number (32b)

acknowledgment number (32b)

data offsetg

JCTE[UTATP[RIS[F ) _
{wlc[Rlc[s|s|Y]|1 window size (16b)
AR

(4b) ElGIKIHITININ
checksum (16b) urgent pointer (16b)
byte number for first byte of data in this packet
(data)
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TCP segment format

(lower layer header)

source port (16b) destination port (16b)

sequence number (32b)

acknowledgment number (32b)

ETUTA[PIRIS|TF ) _
c|rlc|s|s|y]|! window size (16b)
E

G HITININ

data o’rfset‘
(4b)

ack number = 1 + byte number of largest byte acknowledged
only meaningful if ACK ‘flag’ is 1

(data)
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TCP segment format

(lower laver header)

window size is receive window size
sou . : (16b)
tells sender how much receiver will accept
sender window could/often will be different
(and not directly visible in packets)
\ WJC|E[UJA[P|R|S]F
data offset} wlc|rR|cfs|s|Y]|! window size (16b)
(4b) IRIEIGIKIHITININ
checksum (16b) urgent pointer (16b)

options (variable)

(data)
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TCP segment format

(lower layer header)

*| some fields related to ‘urgent data’ mechanism 6b)
almost never used today
acknowledgment number (32b)
: TCTE[UTATP[RIS[F
dat?4cl;f)fset: wlc|r]lcls|s|Y]|1 window size (16b)
ArlelglrlnlTIn[nN
checksum (16b) urgent pointer (16b)

options (variable)

(data)
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TCP segment format

(lower layer header)

PSH (push) ‘flag’ is hint that sender does not have
more data to send right away

~—

acknowledgment number (32b)

data offsetg

(4b)

JCIEJUTALP]R
H{WIC|R|CIS]S
JRIEIGIK T

S
Y
N

E
|
N

window size (16b)

checksum (16b)

urgent pointer (16b)

options (variable)

(data)
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TCP segment format

(lower layer header)

souf RST (reset), SYN (synchornize), FIN flags (16b)

used for connnection management
(we'll talk more when we cover sockets)

acknowledgment number (32b)

: JCTEJUTATPIRISTT

data offse wlc[rlcls]s]|Y]! window size (16b)
(4b) rlIelelklnlTININ

checksum (16b) urgent pointer (16b)

options (variable)

(data)
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TCP segment format

(lower laver header)

CWR (congestion window reduced) and

1ECE (explicit congestion notification echo) flags ob)

sometimes used as part of setting window size

to match network conditions (later topic for us)

(=4 \ 7

: ICTETUTATP[RIS[F
data offse sqwlc|r|cls|s|Y]|1 window size (16b)
(4b) CARIEJGIKIHITININ
checksum (16b) urgent pointer (16b)

options (variable)

(data)
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TCP segment format

header can have variable number of “options”

(%)

technically optional, almost always used today |6b)

size of header indicated by data offset

(data offset is units of 32-bit words, not bytes)

data otlset] EJULAIPIRISIF
~ c|R|c|s|s|Y]|1 window size (16b
(4b) : ElelklnlTIn|N (16)
checksum (16b) urgent pointer (16b)

options (variable)

(data)
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exercise: maximum throughput
let's say we have a receiver window size of 65535 bytes

and a round-trip time of 100 ms

if we want to avoid sending data the receiver will reject as outside
its window, maximum throughput?

around 32kbyte/sec  B. around 64kbyte/sec

around 128kbyte/sec D. around 320kbyte/sec

around 640kbyte/sec F. around 1280kbyte/sec

something else

omo >
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selected TCP options

window size scale factor

allow receiver window sizes greater than 64k
needed to get reasonable bandwidth on modern networks

timestamps

allow figuring out round trip time to estimate timeout
extend 32-bit sequence number, which is too small for multi-gigabit
networks

selective acknowledgements

allow providing information about ‘holes’ in received data
example: | got bytes 1-5000, 60007000, 8000-9000
without it would only say 5000

81



selected TCP option formats

kind (8b) length (8b) option data
window scale option:
3 3 shift count
timestamps:
8 10 sender TS
echoed TS
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selected TCP option formats

kind (8b) length (8b) option data
window scale option:
3 3 shift count
timestamps:
8 10 sender TS
echoed TS

length field permits skipping unrecognized options
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selected TCP option formats

list of valid codes maintained by IANA
(Internet Assigned Numbers Authority)

kind (8b) length (8b) option data
window scale option:
3 3 shift count
timestamps:
8 10 sender TS
edl unique kind codes for each option
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selected TCP option formats

kind (8b)

length (8b) option data

window scale option:

3 shift count

timestamns:

echd

sent only in connection setup

only takes effect if both sides send it s

sets amount to left-shift
all window size fields by
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selected TCP option formats

kind (8b) length (8b) option data
window scale option:
3 3 shift count
timestamps:
8 10 sender TS
echoed TS

82



selected TCP option formats

echoed timestamp —

kind (8b) only valid in ACK messages i
copy of timestamp sent in message ACK'd
3 allows computing round-trip-time
| ° | — !
timestamps:
8 10 sender TS
echoed TS
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a TCP connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A@EINRE QeE»EF IE|=

Apply a display filter ... <Ctrl-/>

Qe QiF

Time Source Destination Protocol Length Seq# Ack# Info

3 0.013731 AR )

4 0.014448 10.0.1.1 TCP 126 1 1 42732 - 5001 Win=22016 Len=60

5 0.014487 10.0.1.1 TCP 1514 61 1 42732 - 5001 2016 Len=1448 TS
6 0.014489 10.0.1.1 TCP 1514 1509 1 42732 - 5001

7 0.014499 10.0.1.1 TCP 1514 2957 1 42732 - 5001 Seq=2957 Ack=1 Win=22016 Len=1448

8 0.014500 1@ 1 TCP 1514 4405 1 42732 - 5001 [PSH, ACK] Seq=4405 Ack=1 Win=22016 Len=
9 0.014507 10.0.1.1 TCP 1514 5853 1 42732 - 5001 [ACK] Seq=5853 Ack=1 Win: 22016 Len=1448 T+——
10 0.014508 1@ 2.1 TCP 1514 7301 1 42732 - 5001 [PSH, ACK] Seq=7301 Ac

11 0.014514 10.0.1.1 TCP 1514 8749 1 42732 - 5001 [ACK] Seq=8749 Ack=1 Win=22016 Len=1448 T!
12 0.014515 al(g) (o) abial TCP 1514 10197 1 42732 - 5001 [PSH, ACK] Seq=10197 Ack=1 Win=22016 Len=:
13 0.014521 10.0.1.1 TCP 1514 11645 1 42732 - 5001 [PSH, ACK] Seq=11645 Ack=1 Win=22016 Len=
14 0.045412 10.0.1.1 TCP 1514 13093 1 42732 - 5001 [ACK] Seq=13093 Ack=1 Win=22016 Len=1448 -
15 0.132429 10.0.1.2 TCP 66 61 5001 - 42732 [ACK] Seq=1 Ack=61 Win=22016 Len=0 TSval=i
16 0.132462 .0.1.1 TCP 1514 14541 1 42732 - 5001 [ACK] Seq=14541 Ack=1 Win=22016 Len=1448

Win=22016 Len=1448 °

0. 153549

18 .0.1.1 1 42732 - 5001 Seq=15989 Ack=1
19 0.153557 10.0.1.1 TCP 1514 17437 1 42732 - 5001 [PSH, ACK] Seq=17437 Ack=1 Win=22016 Len=:
20 0.153576 10.0.1.1 TCP 1514 18885 1 42732 - 5001 [ACK] Seq=18885 Ack=1 Win=22016 Len=1448 °
21 0.153577 10.0.1.1 TCP 1514 20333 1 42732 - 5001 [PSH, ACK] Seq=20333 Ack=1 Win=22016 Len:
22 0.166571 10.0.1.2 TCcpP 66 29 5853 5001 — 42732 [ACK] Seq=29 Ack=5853 Win=20992 Len=0 TS
23 0.166622 10.0.1.1 TCP 1514 21781 1 42732 - 5001 [ACK] Seq=21781 Ack=1 Wil 2016 Le! 448 °
24 0.166630 10.0.1.1 TCP 1514 23229 1 42732 - 5001 [ACK] Seq=23229 Ack=1 Win=22016 Len=1448
25 0.166632 10.0.1.1 TCP 1514 24677 1 42732 - 5001 [PSH, ACK] Seq=24677 Ack=1 Win=. 22016 Len:
26 0.173766 10.0.1.2 TCP 66 29 8749 5001 — 42732 [ACK] Seq=29 Ack=8749 Wil
27 0.173815 10.0.1.1 TCP 1514 26125 1 42732 - 5001 [ACK] Seq=26125 Ack=1 Wil

[~ [Caloulated window size: 21o00] ——— ———ESICLRQ 52 12 00 00 02 04 05 b4 04 62 08 0a 45 b

4 » 4

O #  The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes Packets: 1313 - Displayed: 1313 (100.0%) Profile: Default



a TCP connection

File Edit View Go Capture Analyze

B ResEF SE|E

Statistics Telephony Wireless Tools Help

Qe QiF

Apply a display filter ... <Ctrl-/>

Time Source Destination Protocol Length Seg# Ack# Info

1 0.000000 HONaIN2) HONaNEN TCP 74 ]

@ 42732 - 5001 [SYN] Seq=0 Win=21960 Le

=0 MSS=1460 SAC

18 0. 153549 15989

2 10.0.1.1 TCP 1514 1 42732 - 5001
19 0.153557 2 10.0.1.1 TCP 1514 17437 1 42732 - 5001
20 0.153576 B 10.0.1.1 TCP 1514 18885 1 42732 - 5001
21 0.153577 2 10.0.1.1 TCP 1514 20333 1 42732 - 5001
22 0.166571 1 10.0.1.2 TCcpP 66 29 5853 5001 - 42732
23 0.166622 2 10.0.1.1 TCP 1514 21781 1 42732 - 5001
24 0.166630 2 10.0.1.1 TCP 1514 23229 1 42732 - 5001
25 0.166632 2 10.0.1.1 TCP 1514 24677 1 42732 - 5001
26 0.173766 1 10.0.1.2 TCP 66 29 8749 5001 - 42732
27 0.173815 2 10.0.1.1 TCP 1514 26125 1 42732 - 5001
[~ [Caloulated window size: 21o00] ——— ———ESICLRQ 5a 1a 00 00 02 04
4 » 4

O #  The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes

Packets: 1313 - Displayed: 1313 (100.0%)

3 0.013731 10.0.1.1 TCP 66 1 1 42732 - 5001 [ACK] Seq=1 Ack=1 Wln 22016 Len=0 TSVal‘ i
T 0. 014448 =

5 0.014487 Acl

6 0.014469 . connection setup, no data transferred &

7 0.014499 37 Ack=1 Win=22016 Len=1448

8 0.014500 z 1U.v.1.1 e 1214 449D 1 a4z152 —» dwul |FoM, ALK Se(=4405 Ack=1 Win=22016 Len=:
9 0.014507 2 10.0.1.1 TCP 1514 5853 1 42732 - 5001 [ACK] Seq=5853 Ack=1 Win: 22016 Len=1448 T\——
10 0.014508 2 10.0.1.1 TCP 1514 7301 1 42732 - 5001 [PSH, ACK] Seq=7301 Ac

11 0.014514 .2 10.0.1.1 TCP 1514 8749 1 42732 - 5001 [ACK] Seq=8749 Ack=1 Win=22016 Len=1448 T!
12 0.014515 2 10.0.1.1 TCP 1514 10197 1 42732 - 5001 [PSH, ACK] Seq=10197 Ack=1 Win=22016 Len=:
13 0.014521 2 10.0.1.1 TCP 1514 11645 1 42732 - 5001 [PSH, ACK] Seq=11645 Ack=1 Win=22016 Len=:
14 0.045412 2 10.0.1.1 TCP 1514 13093 1 42732 - 5001 [ACK] Seq=13093 Ack=1 Win=22016 Len=1448 °
15 0.132429 1 10.0.1.2 TCP 66 1 61 5001 - 42732 [ACK] Seq=1 Ack=61 Win=22016 Len=0 TSval={
16 0.132462 2 10.0.1.1 TCP 1514 14541 1 42732 - 5001 [ACK] Seq=14541 Ack=1 Win=22016 Len=1448

Seq=15989 Ack=1 Win=22016 Len=1448 '
PSH, ACK] Seq=17437 Ack=1 Win=22016 Len=:
ACK] Seq=18885 Ack=1 Win=22016 Len=1448 '
PSH, ACK] Seq=20333 Ack=1 Win=22016 Len:
ACK] Seq=29 Ack=5853 Win=20992 Len=0 TS
ACK] Seq=21781 Ack=1 Wil 2016 Le 448
ACK] Seq=23229 Ack=1 Win=22016 Len=1448 -
[PSH, ACK] Seq=24677 Ack=1 Win= 22016 Len:
[ACK] Seq=29 Ack=8749 Wil
[ACK] Seq=26125 Ack=1 Wij

Profile: Default



a TCP connection

fle Edc view S G geryer--client sequence numbers
4 = .
advance by 1 to indicate where in setup
i

66 1 14

Source Destination Protocol _Lehgth Seq#
0.000000

©.013731
U.v14448 v.U. q =1 ACK=.
©.014487 f d

ooums e CONNEction setup, "o data transferred %
©.014499 37 Ack=1 Win=22016 Len=1448 T
0.014500 .0.1. 9,01, s 1914 PES TS S e, ) S Ack=1 Win=22016 Len=1
©.014507 TcP 1514 5853 42732 - 5001 [ACK]

0.014508 .0.1. .0.1. 1514 7301 42732 5001 [PSH,

0.014514 1514 8749 42732 5001 [ACK]
3 0.014521

0.045412

0.132462

0.153549 Seq=15989 Ack=1 Win=22016 Len=1448 °
0.153557 s@23lc 2@23lc ACK] Seq=17437 Ack=1 Win=.

0.153576 i

0.153577

0.166622 .0.1. .0.1. [ACK] Seq=21781 Ac
©.166630 .0.1. .0.1. [ACK] Seq=23229 Ac in=22016 Len=1448
0.166632 .0.1. .0.1. [PSH, ACK] Seq=24677 Ack=1 Win=22016 Len=

0.173815 . . .0.1. 26125 42732 5001 [ACK] =: = i =

[Calculated window size: 21900] 2 0030 5a la 00 00 02 04
= e s e 5 i P —

O 'Z The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes Packets: 1313 - Displayed: 1313 (100.0%) Profile: Default



a TCP connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ mMRE R¢e*>2EZF S|

[I ‘ ip.src=10.0.1.1

Qe QiF

No. Time Source Destination Protocol Length Seq# Ack# Info
- 1 0.000000 HONaEEIND] HONaNENEN TCP 74

0.013731 ECACTE ) 10.0.2.1 TCP 66 1 42732 5001 [ACK] Seq=1 Ack=1 Win=22016 Len=0 TSval=1—
0.014448 10.0.1.2 10.0.1.1 TCP 126 1 1 42732 - 5001 [PSH, ACK] Seq=1 Ack=1 Win=22016 Len=60
10.0.1.2 10.0.1.1 TCP 1514 61 1 42732 -

3
4
5 0.014487
6
7
8

connection is bidirectional
= from now, using olive color to show ‘backwards’ packets

wey—aavty nun—a wan—22016 Len
1514 13093 1 42732 - 5001 [ACK] Seq=13093 Ack=1 Wi 2016 Len=1448

iz) AT T i oo Erev FEFVIS e

0.045412 10.0.1.2 10.0.1.1 TCP

18 0.153549 . . . . 15989 1 42732 - 5001
19 0.153557 EOR G 10.0.1. TCP 1514 17437 1 42732 - 5001 [PSH, ACK] Seq=17437 Ack=1 Win=22016 Len:
20 0.153576 18885 1 42732 - 5001 [ACK] Seq=18885 Ack=1 Wi 2016 Len=1448
21 0.153577 (@5l @5 20333 1 42732 . 5001 ACK] Se

O
500
9

24 0.166630

23229 1 42732

27 0.173815 10.0.1.2 1514 26125 1 42732 - 5001 [ACK] Seq=26125 Ac
. o St oo Py e B e o
[Calculated window size: 21900] 2 0030 5a 1la 00 00 02 04 05 b4 04 02 08 0a 45 bO i s
Ll DK >

O #  The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes Packets: 1313 - Displayed: 1313 (100.0%) Profile: Default



a TCP connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

@mEMNRE Qe=2=EF S5

A =

Help

Q Qe

[I ‘ ip.src=10.0.1.1

Source Destination

Protocol Length Seq# Ack#

3 0.013731
4 0.014448
5 0.014487
6 0.014489
7 0.014499
8 0.014500
9 0.014507
0 0.014508
10. 014514

13 0.014521
14 0.045412

16 0.132462

data packet with
cllent bytes 1-60

1 TCP 1514
i TCP 1514
1 TCP 1514

0.0.1.
3.0.1,
0.0.1

owledgement of

ackn
nt bytes up to 60

18
19

0.153549
0.153557

20 0.153576
21 0.153577

23 0.166622
24 0.166630
25 0.166632

0.173815

<4

O 'Z The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes

1 P
1 TCP
i TCP

1514
1514
1514

42732
42732
42732
42732
42732
42732
42732
42732
42732

42732
42732

- 5001
- 5001
- 5001
- 5001

5001
- 5001

[ACK]
[PSH,
[ACK]
[PSH,

[ACK]
[PSH,

[ACK]

[PSH,
[ACK]

Win=22016 Len=60 T
2016 Len=1448 TSvi

14541\~ J 42732 - 5001 [ACK] Seq=14541 Ack=1 Win=22016 Len=1448

1 42732
1 42732
1 42732
1 42732

1 42732
1 42732
1 42732

26125 1 42732

[Calculated window siz 2 0030 5a la
T

>

-~ 5001 [PSH,

~ 5001 [ACK] Seq=2
- 5001 [ACK] Seq=2
~ 5001 [PSH, ACK]

- 5001 [ACK] Seq=261

N —
00 00 02 64 05 b4 04 02 08 Oa 45 bO

Packets: 1313 - Displayed: 1313 (100.0%)

Profile: Default



a TCP connection

File Edit

A =

View Go Capture Analyze

Statistics

Telephony Wireless

@mEMNRE Qe=2=EF S5

Tools

Help

Q Q

Q

[I ‘ ip.src=10.0.1.1

Source Destination Protocol Length Seq# Ack#

10.Q Q.0 @ Win=21900 Len=0 MSS=1460 SACK ===
10. d k h 42732 Seq=1 Ack=1 Win=22016 Len=0 TSval=1.

10. ata pac et Wlt 42732 - 5001 Win=22016 Len=60 T

10 42732 - 5001 [ACK] 2016 Len=1448 TSvi

42732

42732

- 5001

[PSH,

=1 Win=22016 Len=1___

iSE client bytes 1-60

-~ 5001 [PSH, ACK] Seq=: 4405 Ack 1 Win=: 22916 Len=1.

)
1
i
i
1 42732 - 5001 [ACK] Seq=2957 Ack=1 Win=22016 Len=1448 T
a
1
)
1

10. 1.2 10.0.1.1 TCP 1514 5853 42732 - 5001 [ACK]
Ao.@.3L.2 EHONOREIRIS TCP 1514 42732 - 5001 [PSH,
10.0.1.2 10.0.1.1 TCP 1514 42732 - 5001 [ACK]

42732 . 5001 [PSH,
42732 . 5001 [ACK]

1
11645
13093,

13- .014521
14"9.045412

ledgement of
up to 60

14541\~ J 42732 - 5001 [ACK] Seq=14541 Ack=1 Win=22016 Len=1448

18 0.153549 15989 1 42732

19 0.153557 OS2 LG ey Icp 1514 17437 1 42732

20 0.153576 10.0.1.2 10.0.1.1 TCP 1514 18885 1 42732 - 5001 [AY
21 0.153577 HORGEEIN2) oMLY TCP 1514 20333 1 42732 - 5001 [PSH,

.166622
.166630
.166632

142732 - 5001 [ACK] Seq=2
1 42732 - 5001 [ACK] Seq=2
142732 - 5001 [PSH, ACK]

® oo

016 Len=:
7 =
\ j

27 0.173815 10.0.1.1 TCP 1514 26125 1 42732 - 5001 [ACK] Seq=26: Len=1448
. D o _ P . PR e e
= = ——
[Calculated window siz = 0030 [CEJEE 5a 1a 00 00 02 04 05 b4 04 02 08 Ba 45 bo 90000 0o00EE
< o ST T y [ - Tt T >

O 'Z The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes Profile: Default 83

Packets: 1313 - Displayed: 1313 (100.0%)



a TCP connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ ENRE QesEFgIEEaaarE

p.src=10.0.1.1

No. Time Source Destination Protocol Length Seq# Ack# Info

5 HONGIIND] 02 @) AT AL TCP 74 ] 0 42732 - 5001 [SYN] Se

1oaus jumps from server byte 0 to server byte 28 5
soaus with no data sent ok winizsolo toncae T
8 0.014500 q=4405 AC‘=1 Win=22016 Len=1.
ooas  Wireshark |IDs as missing packet 750

.014521

10.0.1.2 10.0.1.1 TP 1514 11645
14 0.045412 10.0.1.2 10.0.1.1

0.153549
19 0.153557 10
20 0.153576 10
0.153577

TCP 1514

o000
RGN
NN N
5
i
RRRR
RRB R

1514

- . R =

[Calculated window size: 2190 2 0030 5a 1la 00 00 02 04 05 b4 04 02 08 6a 45 b0 [HZ.- - ... =
- T - O K B >

<
O 'Z The scaled window size (if scaling has been used) (tcp.window_size), 2 bytes Packets: 1313 - Displayed: 1313 (100.0%) Profile: Default




a TCP connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

o P N O 2. I =
@] @ ENREO QJEEF =

Qe

[ lAnp\y a display filter ... <Ctrl-/>
No. Time Source Destination Protocol Length Seq# Ack# Info
40 0.313333 D E.A.2 D, EFoaleil TCP 1514 39157 1 42732 - 5001 [ACK] Seq=39157 Ack=1 Win=22016 Len=1448 ;
41 0.313338 10.0.1.2 10.0.1.1 TCP 1514 40605 1 42732 - 5001 [PSH, ACK] Seq=40605 Ack=1 Win=22016 Len:
42 0.313379 1050152 10.0.1.1 TCP 1514 42053 1 42732 - 5001 [ACK] Seq=42053 Ack=1 Win=22016 Len=1448 °
43 0.313382 10.0.1.2 10.0.1.1 TCP 1514 43501 1 42732 - 5001 [ACK] Seq=43501 Ack=1 Win=22016 Len=1448 &=
44 0.313388 10.0.1.2 10.0.1.1 TCP 1514 44949 1 42732 - 5001 [PSH, ACK] Seq=44949 Ack=1 Win=22016 Len:
45 0.313402 10.0.1.2 FLOEDEITI TCP 1514 46397 1 42732 - 5001 [ACK] Seq=46397 Ack=1 Win=22016 Len=1448
46 0.313403 L ] g=47845 Ack=1 Win=22016 Len=:
47 0.325448 ||' d | X 2 | Ack=23229 Win=35328 Len=0 TS
ase.325513 SCIO |ng own reveals retransmission [ater s ack=: win=22016 Len-144
49 0.325520 g=50741 Ack=1 Win=22016 Len=:
€D O, Ay go ogog 53637 T 42732 = SUUI [ACK] SE(-53637 ACK=I WifT=ZZUIb LEmn4
51 0.325538 allg)y(s)oal 7] alle)y(e)oa b .
52 0.325540 10.0.1.2 10.0.1.1 55085 1 42732 - 5001 [PSH, ACK] Seq=55085 Ack=1 Win=2201§
550355504 10.0.1.1 10.9.1.2 1 23229 [TCP Retransmission] 5001 - 42732 [PSH, ACK] Seq3
55 0.343063 10.0.1.1 10.0.1.2 56533 29 42732 - 5001 [ACK] Seg=56533 Ack=29 Win=22016 le
56 0.343108 h k k t t b 16533 Ack=29 Win=22016 Len=1448
57 0.343115 er r nows | retran m| | n Seq=57981 Ack=29 Win=22016 Len
58 0.343124 es a o S s e a s SS o ecause 19429 Ack=29 Win=22016 Len=1448
59 0.343125 Seq=60877 Ack=29 Win=22016 Len:
%022 sequence number sent by server went backwards 12335 ACk2 Wine23016 Lone1ads ——
]

0. 472622
67 0.483298

[TCP Seament |en:

QZ

24677 [TCP
9 [TCP

24677 [TP
1 24677 [TCP Window Update] 5001 - 42732 [ACK] Seq=29 ACK=2467
10.0.1.1 TCP 94 29 24677 [TCP Window Update] 5001 — 42732 [ACK] Seq=29 Ack=2467' -
»
[oh} AR A0 AA AA A1 A1 AR AA OO AO A1 A2 AR O
» 4 >

tcp-only-from-2.pcap Packets: 1313 - Displayed: 1313 (100.0%) Profile: Default 84



first data packet

(vv~

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60
Source Port: 42732
Destination Port: 5001
[Stream index: 0]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 60]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712
[Next Sequence Number: 61 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3771659014
1000 .... = Header Length: 32 bytes (8)

» Flags: 0x018 (PSH, ACK)
Window: 43

[Calculated window size: 22016]
[window size scaling factor: 512]
Checksum: 0x4173 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 0
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps

[ RN

[cNcNoNvI SNolRNNoJ
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first data packet

(vv~

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60
Source Port: 42732
Destination Port: 5001
[Stream index: 0]

» Iconversation comlet NOt actually part of header
[TCP Segment Len: 60] .
computed using length from lower layer

equence Number:
Sequence Number (raw)

[Next Sequence Number: 61 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3771659014
1000 .... = Header Length: 32 bytes (8)

» Flags: 0x018 (PSH, ACK)
Window: 43

[Calculated window size: 22016]
[window size scaling factor: 512]
Checksum: 0x4173 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 0
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps
: 1

[ RN

[cNcNoNvI SNolRNNoJ
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first data packet

» Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) - 08 0
» Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00 00 7
» Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1 01 0
~ Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60 00 2
Source Port: 42732 43 e
Destination Port: 5001 00 0
[Stream index: 0] 00 0

» [Conversation completeness: Complete, WITH_DATA (31)] 00 0

[TCP Segment Len: 60]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712

sequence numbers in header don't start at 0
. wireshark converts to 0-based indices

Window: 43
[Calculated window size: 22016]
[window size scaling factor: 512]
Checksum: 0x4173 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 0

~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps

: 1

v
[ RN
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first data packet

(vv~

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) - 08 0
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00 00 7
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1 01 0
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60 00 2
Source Port: 42732 43 e
Destination Port: 5001 00 0
[Stream index: 0] 00 0
» [Conversation completeness: Complete, WITH_DATA (31)] 00 0

[TCP Segment Len: 60]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712
[Next Sequence Number: 61 (relative sequence number)]

sequence number is first byte being sent
need to use segment length to know last byte's number
(= what to ACK if receiving this)

[Checksum Status: Unverified]
Urgent Pointer: 0
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps
: 1

v
[ RN

85



first data packet

(vv~

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) - 08 0
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00 00 7
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1 01 0
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60 00 2
Source Port: 42732 43 e
Destination Port: 5001 00 0
[Stream index: 0] 00 0
» [Conversation completeness: Complete, WITH_DATA (31)] 00 0

[TCP Segment Len: 60]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712
[Next Sequence Number: 61 (relative sequence number)]

[Ackoulcdancnt number (rau: a7riossors |
» ack number indicates received start-of-connection stuff
and nothing else (in case server sent something)

LNnecksum: wx4l/3 |unverirtiea]
[Checksum Status: Unverified]
Urgent Pointer: 0
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps
: 1

v
[ RN

85



first data packet

>
14
4

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1, Len: 60
Source Port: 42732
Destination Port: 5001
[Stream index: 0]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 60]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712

[Next Sequence Number: 61 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3771659014

1000 .... = Header Length: 32 bytes (8)

» [Flags: ©x018 (PSH, ACK)|
PSH = no more data right now
ACK = acknowledgment number is valid

Uiyuiie s 1w
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps
: 1

[ RN

[cNcNoNvI SNolRNNoJ

85



first data packet

>
14
4

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01
Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1,
Source Port: 42732
Destination Port: 5001
[Stream index: 0]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 60]
Sequence Number: 1 (relative sequence number)

window scaling option in use
(scaling factor only sent in connection setup)

Window: 43
[Calculated window size: 22016]
[window size scaling factor: 512]
Checksum: 0x4173 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 0
~ Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)
» TCP Option - No-Operation (NOP)
» TCP Option - Timestamps

: 1

[ RN

(08:00:00:00

Len:

60

[cNcNoNvI SNolRNNoJ
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first data packet

(vv~

Frame 4: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)

Ethernet II, Src: 08:00:00:00:01:02 (08:00:00:00:01:02), Dst: 08:00:00:00:01:01 (08:00:00:00

Internet Protocol Version 4, Src: 10.0.1.2, Dst: 10.0.1.1
Transmission Control Protocol, Src Port: 42732, Dst Port: 5001, Seq: 1, Ack: 1,
Source Port: 42732
Destination Port: 5001
[Stream index: 0]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 60]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3465579712
[Next Sequence Number: 61 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3771659014
1000 .... = Header Length: 32 bytes (8)

» Flags: 0x018 (PSH, ACK)
Window: 43

[Calculated window size: 22016]

Muindas cisn cnnlina Fantav: £a91

no-operation options used to make TCP header

UilyciiL rusncct . v
~ |Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
» TCP Option - No-Operation (NOP)

» TCP Option - No-Operation (NOP)

» TCP Option - Timestamps

Len: 60

(o]
o
[cNcNoNvI SNolRNNoJ

size multiple of 4
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sequence numbers graph

Sequence Numbers (tcptrace) for 10.0.1.2:42732 — 10.0.1.1:5001

tcp-only-from-2.pcap

380000 -

360000 -

340000

Sequence Number (B)

320000

300000

I
4 4.2 4.4 4.6 4.8
Time (s)
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reading thigs graph
bottom line = last ack number
notches on bottom line = duplicate acks

red lines = selective ACK info
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diff. timing in opposite direction

Sequence Number (B)

380000

360000

340000

320000

300000

Sequence Numbers (tcptrace) for 10.0.1.2:42732 — 10.0.1.1:5001

tep-only-from-1.pcap

I I I I I
4 4.2 4.4 4.6 4.8
Time (s)
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backup slides
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