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Login Process

Terminal

Login: alyssa
password: fido

login sends Trusted Subsystem
<“alyssa”, “fido"> . ———
®® ’

~—

Eve
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Password Problems

¢ Need to store the passwords

— Dangerous to rely on database being
secure

|Lecture 31, Recap Now

¢ Need to transmit password from user
to host
— Dangerous to rely on Internet being

confidential
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Hashed Passwords

UserID Password
alyssa f(“fido")
ben f(“schemer”)
dave f("Lx.Ly.x")
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Dictionary Attacks

¢ Try a list of common passwords
— All 1-4 letter words
— List of common (dog) names
— Words from dictionary
— Phone numbers, license plates
— All of the above in reverse
¢ Simple dictionary attacks retrieve most
user-selected passwords

e Precompute H(x) for all dictionary entries
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(at least) 86% of users are
dumb and dumber

Single ASCII character 0.5%
Two characters 2%
Three characters 14%
Four alphabetic letters 14%
Five same-case letters 21%
Six lowercase letters 18%
Words in dictionaries or names 15%
Other (possibly good passwords) 14%

(Morris/Thompson 79)
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Salt of the Earth

Salt: 12 random bits
UserID | Salt Password
alyssa 1125 |crypt ("Lx.Ly.x", 1125)
ben 2437 | crypt (“schemer”, 2437)
dave 932 |crypt (“Lx.Ly.x", 932)

How much harder is the off-line dictionary attack?

In HooRides.net we use the user name as the salt.
Is this better or worse?
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The Internet

Ciphertext

— Plaintext

Plaintext — Encrypt

t
OO K
User  C = Encrypt, (P) Server

P = Decrypt, (C)

Sending Passwords

The Internet

~

User Server
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PS4: Lorenz Cipher

A

£_ouTPuT

‘DRIVE

From http://www.codesandciphers.org.uk/lorenz/fish.htm
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Modern Symmetric Ciphers

A biflion billion is a large number, but it's not
that large a number. Whitfield Diffie
e Same idea but:
—Use digital logic instead of mechanical
rotors
—Larger keys (random bits, not rotor
alignments)
e PS4 = 53; Lorenz = 512 < 10°
¢ Modern > 128 bits > 1037
—Encrypt blocks of letters at a time
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Modern Ciphers

AES (Rijndael) successor to DES selected
2001

128-bit keys, encrypt 128-bit blocks

Brute force attack (around 103° times harder

than Lorenz)

— Try 1 Trillion keys per second

— Would take 10790283070806000000 years to try
all keys!

— If that’s not enough, can use 256-bit key

¢ No known techniques that do better than

brute force search
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The Internet

Ciphertext

Plaintext — Encrypt — Plaintext

i
@ ® K
~— \
\\\
User How do User and Server Server

agree on K (without
sending it over the

T R
mternet)?
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Key Agreement Demo

(Animated version at
end of slides.)

= -
13 Computer Science |

CS150 Fall 2005: Lecture 36: Public Key Cryptography

= -
14_fimj Computer Science |

Asymmetric Cryptosystems

¢ Need a hard problem (like symmetric
cryptosystems)

» With a trap door: if you know a secret, the
hard problem becomes easy

One-Way Functions
¢ Easy to compute, hard to invert
¢ Trap-door one way function:
-DEM)=M
- E and D are easy to compute.
—Revealing E doesn't reveal an easy way to
compute D.
—Hence, anyone who knows E can encrypt, but
only someone who knows D can decrypt
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RSA [Rivest, Shamir, Adelman 78]

One-way function:
multiplication is easy, factoring is hard
Trap-door: number theory (Euler and Fermat)

fov © VIRGINIA
P § @ PRIME
= PQ
£D = | poD (P-Da-
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TS JUST AN ALGORITHAA
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Security of RSA

* n is public, but not p and g where n = pg

e How much work is factoring n?

Number Field Sieve (fastest known factoring
algorithm) is:

0(61.9223((111 ()13 (In (In (n)))2/3)

n ~200 digits —  The movie Sneakers is about
would take what happens if someone
quintillions of discovers a O(n*) factoring
years algorithm.
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Asymmetric Cryptosystems

¢ Encryption and Decryption are done with
different keys

* Keep one of the keys secret, reveal the
other

EKRA (EKUA (M)) =M

Alice’s Public Key: KUA
a message encrypted
Alice’s Private Key: KRA using KUA.

Public-Key Applications: Privacy
Alice Bob

Ciphertext .
Plaintext — Encrypt P Decrypt [— Plaintext

i t
Bob’s Public Key Bob’s Private Key

e Alice encrypts message to Bob using
Bob’s Private Key

¢ Only Bob knows Bob's Private Key = only
Bob can decrypt message
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Signatures -
Alice Signed ©
Message .
Plaintext — Encrypt 9 Decrypt — Plaintext

i
Alice’s Private Key

¢ Bob knows it was from Alice, since only Alice
knows Alice’s Private Key

¢ Non-repudiation: Alice can't deny signing
message (except by claiming her key was
stolen!)

¢ Integrity: Bob can’t change message (doesn't
know Alice’s Private Key)

t
Alice’s Public Key

The Internet

Ciphertext

— Plaintext

Plaintext — Encrypt
t

@ KUs
~ X
User Public Key Private Key ~Server

How does User know the public key to use?
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Key Management

Approach 1: Meet Secretly

e User and Server Operator meet secretly
and swap public keys

—If you can do that, might as well agree on a
secret (symmetric key) instead

— Doesn't work for Internet transactions

-
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Approach 2:
Public Announcement

¢ Publish public keys in a public forum
— Append to email messages
— Post on web site
— New York Time classifieds

e Easy for rogue to pretend to be
someone else

— Forge email, alter web site, lie to New York
Times
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Approach 4: Certificates

XUS

Cs = Exyensgl S€rver’, KUg]

VeriSign

Approach 3: Public Directory

¢ Trusted authority maintains directory
mapping names to public keys
« Entities register public keys with
authority in some secure way
¢ Authority publishes directory
— Print using watermarked paper, special
fonts, etc.

— Allow secure electronic access

* Depends on secure distribution of directory’s
key
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SSL (Secure Sockets Layer)

Browser Server
Hello

e

|| KRoJ[Server Identity, KUg] ||

Check Certificate
using KUc
Pick random K

KUs[A]

—
Request
® ® ®®
~_ ~
CS
L
User Server
Exuverisign (Cs) = ["Server”, KUg] Knows KRg
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Search  Products  Support

Home | Repository | RPA

VeriSign Relying Party Agreement

YOU MUST READ THIS RELYING PARTY AGREEMENT BEFORE VALIDATING
AVERISIGN TRUST NETWORKSM DIGITAL CERTIFICATE ("CERTIFICATE")

OR USING VERISIGN'S OCSP SERVICES OR OTHERWISE ACCESSING OR
USING VERISIGN'S DATABASE OF CERTIFICATE REVOCATIONS AND

OTHER INFORMATION ("REPOSITORY") OR ANY CERTIFICATE REVQCATIﬂil;‘

& (13 ) memet —

Data encrypted using secret key
exchanged using some public key
associated with some certificate.
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Find K
using
Note: This i slightly
simplified from the actual KRs
SSL protocol. This version
is vulnerable to a person-n-
the-middle attack! :
Secure channel using K
- y
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General | Detait | Cenication Path |

=
Cerificate Information

This certificate is intended to:
*Guarartes the identity of a remate computer

* Fiefer to the certficale issuer's statement for details.

Issued to:  wwns.amertiade. com

Issued by: Secure Server Centfication Authoiity

Valid from 6/8/00 to 6/3/0

{Tnsiail Cartficate. |ssuer Statement.

- 5
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Ce:

ate 2| x|

General Detais | Cartfication Path |

Show |version 1 Fields Orily -

Field [ Value =
[Elversion Vi

(=] serial Humber 21CC 4C4E FIE 17E2FFIB 2

(=] signature lgorithm shalRSA

Secure Server Certification Aut,

Thursday, June 08, 2000 &00....
Saturday, June 09, 2001 7.535...
wis. ameitrade.com, Terms o..

3081 8902 8181 00BD 8578 85E4 E34D D7F3 9F4E
6BFC SDFF E194 FAA? 2A3F 0B9D 2496 036B 194F
26E8 1C3A 8432 EF40 0942 2051 133E 31E0 2F28
4744 3668 3CC2 3311 DO&2 5CDD D324 4BE3 ABC3
2902 9AEE 4256 EE3E GAC2 EVeS GdeC 3882 0288
(C74C S9CEB 3747 DCle AF86 A032 7403 0734 AOF1
4092 0814 C374 A705 9157 FO7B AlSE 3JECE B178
5406 1391 2474 7EFF 6302 D301 0001

Edit Praperties, LCopy taFile,

General| Detals  Cetification Path |

General | Detais | Cartfication Fath |

s amerittade. com

Certificate Information

This certificate is intended to:
*Guarantee the idertity of 3 remote computer

View Ceificale. Issued to: Secure Server Certlication Authoriy

Ceticate status:

Issued by: Secure Server Certlication Authoriy
[This ceiicate is OK.

Valid from 11/8/94 to 1/7/10

Issuer Statement.
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How do you make your
web site password form encrypt
its input?

http:// = > https://

!'IEE Computer Science

or s UNVERSITY o/ VIRGINIA
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Exam 2: Requested Topics

Topic Average Friday’s class will be on this (as well as

Biology (Monday’s class) 4.130435 nifinding priﬂe o) al
Finding Aliens 4.347826 10 3
How Google Works
Hardware
Implementing Interpreter 7.217391 1 0 ‘
Software Security 6.434783 1 0

‘ Languages & Complexity 7.565217 3 1 ‘
Testing 6.409091 2 0

[ viusesand s 78 anuvir Das’ talk today at 3:30 (Olsson ooAg‘) wil
Complex Language 5.68 include these topics (how Microsoft makes

software more reliably)
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Charge

» Project Meetings today, tomorrow and
Friday

- 5
CS150 Fall 2005: Lecture 36: Public Key Cryptography 35 fi Computer Science

ar 5 UNVERSITY o7 ViRGixa)

Animated version of
Asymmetric Cryptography Demo

&= Computer Science
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Padlocked Boxes

©©

_—

~

Alice

Padlocked Boxes

@@ \ Alice’s Padlock
- A &V
Alice ﬁ

>«
Alice’s Padlock Key
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Padlocked Boxes

o0 Shady,
Sammy’s k
= Slimy
. Shipping
Alice Service

o O

>«
Alice’s Padlock Key
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Padlocked Boxes

©© Bob’s Padlock

~

@®

Alice -
>
Bob
>«
Bob’s Padlock Key

>«
Alice’s Padlock Key
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Padlocked Boxes

®®
=
Alice E ©®
~—
>« Bob
Alice’s Padlock Key o

>«
Bob’s Padlock Key

Padlocked Boxes

®®
e
Alice ©®
~—
>« Bob
Alice’s Padlock Key o

>«
Bob’s Padlock Key
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®®

Alice

Padlocked Boxes

@®

=) =

Bob
>«
Bob’s Padlock Key

Padlocked Boxes
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Alice °®
N
Bob
>«
Bob’s Padlock Key
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