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Pathological C Program

void pathological ()
{

char a[4] = "abcd";
char *adr;
int val;
val = 8;
/* Saved EBP */
/* return address <- location of a[16] */
a[val+4] = Oxe4;
a[val+5] = Oxfe;
a[val+6] = 0x12;
a[val+7] = 0x00;
/% a[16-17] <- IMP -2 */
a[val+8] = Oxeb;
a[val+9] = Oxfe;
a[val+10] = 0x00;
a[val+11] = 0x00;

¥

int main (int argc, char **argv)

pathological ();

printf ("Hello\n");

return EXIT_SUCCESS;
}

saved ESI
% saved EDI
(o]
; local variable 3 ESP
3
Z local variable 2
0

local variable 1 [ebp]-4

saved EBP
T
% return address EBP
% parameter 1 [ebp]+8
3 parameter 2 [ebp]+12
v
& parameter 3 [ebp]+16
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void pathological () fremons &}

Address

00 25 a4 80 7¢Ol

char a[4] = "abcd";
char *adr;

int val; ;
val = 8; 0
alval+4] = oxes;  AL0] —|
a[val+5] = Oxfe;
a[val+6] = 0x12;
a[val+7] = 0x00;

/* a[16-17] <- JMP -2 */
a[val+8] = Oxeb;
a[val+9] = Oxfe;
a[val+10] = 0x00;
a[val+11] = 0x00;

}

o
80 b de ee vk

]

0040107D mov edx,dword ptr [val]
00401080 mov byte ptr [ebp+edx+3],0

b

00401085 mov esp,ebp
00401087 pop ebp
00401088 ret

0012FEE4 jmp 0012FEE4
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/GS Option

The compiler injects checks in
functions with local string buffers or,
on x86, functions with exception
handling. A string buffer is defined as
an array whose element size is one
or two bytes, and where the size of
the whole array is at least five bytes,
or, any buffer allocated with _alloca.

http://msdn2.microsoft.com/en-US/library/8dbf701c(VS.80).aspx
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Pathological Property Pages X
Configuration: [Active(Release) | atform: [Active(winaz) ] Configuration Manager.
=3 Configuration Propertie | | Enable Sting Foving Ho
General Encble Miniml Rebuid o
Debugging Ensble C+-+ Exceptions es (fEse)
A CCH Smaller Type Check Ho
General Basic Runtime Checks Default
Optinization Runtime Library Single-threaded (/ML)
ey Struck Member Aligrment Default
4 Code Generatio i e o5 =
e Enable Function-Level Linking  Ho
piianly Enable Enhanced Instruction Set Mot Set
Quiput Fies
Browse Informe
Advanced
Command Line
(0 Linker
(2 Browse Information
G Buid Everts Buffer Security Check
(3 Custom Buid Step
et Deployment. | | Chieckfar buffe ovemursy useful for chisng hackable beghols on ntermet servers
o | o for projecs using mansged extensions. (/c3)
oK Concel Apply Help
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char a[5] = "abcd";
I
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Security Cookies

void pathological ()
{

00401030 push ebp

00401031 mov ebp,esp

00401033 sub esp,14h

00401036 mov eax,dword ptr [___security_cookie (408060h)]
0040103B mov dword ptr [ebp-8],eax

0040109B mov eax,dword ptr [val]
0040109E mov byte ptr [ebp+eax-5],0

}

004010A3 mov ecx,dword ptr [ebp-8]

004010A6 call __security_check_cookie (40111Eh)
004010AB mov esp,ebp

004010AD pop ebp

004010AE ret
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C 6162 63 64 abcd

e — s P cookie

—ebp

\ return address

StackGuard
implementation
ebp
: : canary

0x0012FF44 70 62 55 02 pbU. v

return address
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Cookie Checking

void __declspec(naked) __fastcall
__security_check_cookie(DWORD_PTR cookie)

/* x86 version written in asm to preserve all regs */
_asm{
cmp ecx, __security_cookie
0040111E cmp ecx,dword ptr [___security_cookie (408060h)]
jne failure
00401124 jne
ret
00401126 ret
failure:
jmp report_failure
00401127 jmp report_failure (4010EDh)

failure (401127h)

Does it work?

void pathological ()
{

char a[5] = "abcd";

char *adr;

int val;

printf ("Hello\n");

val = 16;

/* return address <- location of a[16] */
a[val+4] = Oxe4;

a[val+5] = Oxfe;

a[val+6] = 0x12;

a[val+7] = 0x00;

/* a[16-17] = IMP -2 */
a[val+8] = Oxeb;
a[val+9] = Oxfe;
a[val+10] = 0x00;
a[val+11] = 0x00;

¥
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An Instruction Set
Randomizing MicroVM
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Works in Practice?
e Most attacks can’t skip over cookie
—Must fill up buffer, instead of directly
assigning to locations
¢ Lots and lots of other proposed
defenses
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MicroVM
Learned
Key Bytes
76 bytes of code
+ 22 bytes for execution 22-byte worm
+ __2 bytes to avoid NULL execution buffer
= 100 bytes is enough
> 99% of the time
jmp to read next block
d regist
Worm code must be coded EStelieol o
in blocks that fit into
execution buffer (pad with
noops so instructions do not
cross block boundaries)
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croVM Code

M

Note: this
is nasm
x86
assembly
code, not
masm, so
some
directives
are slightly
different

push dword ebp mov ebp, WORM_ADDRESS + WORM_REG_OFFSET
pop dword [ebp + WORM_DATA_OFFSET]
Xor eax, eax ; WormlP = 0 (load from ebp + eax)
read_more_worm: ; read NUM_BYTES at a time until worm is done
cld XOF eCX, ecX mov byte cl, NUM_BYTES
mov dword esi, WORM_ADDRESS ; get saved WormIP
add dword esi, eax mov edi, begin_worm_exec

rep movsb ; copies next Worm block into execution buffer
add eax, NUM_BYTES ; change WormIP
pushad ; save register vals

mov edi, dword [ebp] ; restore worm registers
mov esi, dword [ebp + ESI_OFFSET] mov ebx, dword [ebp + EBX_OFFSET]
mov edx, dword [ebp + EDX_OFFSET] mov ecx, dword [ebp + ECX_OFFSET]
mov eax, dword [ebp + EAX_OFFSET]
begin_worm_exec: ; this is the worm execution buffer
nop nop nop nop Nop nop nNop Nop nop nop nop nop
nop nop nop nop Nop nop nNop nop nop nop nop nop
mov [ebp], edi ; save worm registers
mov [ebp + ESI_OFFSET], esi mov [ebp + EBX_OFFSET], ebx
mov [ebp + EDX_OFFSET], edx mov [ebp + ECX_OFFSET], ecx
mov [ebp + EAX_OFFSET], eax
popad ; restore microVM register vals
jmp read_more_worm

Charge

e PS7 Due Wednesday
- Lots of interesting things to explore

e Exam 2 will be posted Thursday

e Next class: review (if you send
questions)

e "x86 Guru” title(s) may be awarded
for especially clever answers to
Question 10

UVa CS216 Sp

ring 2006 - Lecture 22: Unconventional Calling 19

UVa CS216 Spring 2006 - Lecture 22: Unconventional Calling 20




