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� push dword ebp mov ebp, WORM_ADDRESS + WORM_REG_OFFSET

pop dword [ebp + WORM_DATA_OFFSET] 
xor eax, eax ; WormIP = 0 (load from ebp + eax)

read_more_worm: ; read NUM_BYTES at a time until worm is done
cld xor ecx, ecx mov byte cl, NUM_BYTES
mov dword esi, WORM_ADDRESS ; get saved WormIP
add dword esi, eax mov edi, begin_worm_exec
rep movsb ; copies next Worm block into execution buffer
add eax, NUM_BYTES ; change WormIP
pushad ; save register vals
mov edi, dword [ebp]  ; restore worm registers
mov esi, dword [ebp + ESI_OFFSET] mov ebx, dword [ebp + EBX_OFFSET]
mov edx, dword [ebp + EDX_OFFSET]    mov ecx, dword [ebp + ECX_OFFSET]
mov eax, dword [ebp + EAX_OFFSET]

begin_worm_exec: ; this is the worm execution buffer
nop nop nop nop nop nop nop nop nop nop nop nop
nop nop nop nop nop nop nop nop nop nop nop nop
mov [ebp], edi ; save worm registers
mov [ebp + ESI_OFFSET], esi mov [ebp + EBX_OFFSET], ebx
mov [ebp + EDX_OFFSET], edx mov [ebp + ECX_OFFSET], ecx
mov [ebp + EAX_OFFSET], eax
popad ; restore microVM register vals
jmp read_more_worm
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if (hasSibling (current)) { 
record that this variant process entered call
if (!inSystemCall (current->sibling)) { // this variant is first

save parameters
sleep // sibling will wake us up
get result and copy *buf data back into address space
return result;

} else if (currentSystemCall (current->sibling) == SYS_READ) {
// this variant is second, sibling is waiting
if (parameters match) { // match depends on variation

perform system call
save result and data in kernel buffer
wake up sibling
return result;

} else {
DIVERGENCE ERROR! }

} else { // sibling is in a different system call!
DIVERGENCE ERROR! } }
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