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Abstract - Due to lack of a central management, wide-
area distributed systems are severely threatened by a
variety of malicious users in today’s Internet. Cur-
rent reputation-based and anonymity technologies for
node communication enhance system security. However,
most of these methods gain security at the cost of effi-
ciency degradation. On the other hand, many technolo-
gies that aim to improve system efficiency neglect ma-
licious participants in the system. This paper presents
a P2P-based security/efficiency-optimized infrastructure
for node communication. The infrastructure jointly treats
security and efficiency in its operation to meet the high
performance requirements of wide-area distributed sys-
tems. The infrastructure includes a policy: trust-based
adaptive response forwarding. It enhances overall sys-
tem performance by harmonious tradeoffs between secu-
rity and efficiency. Simulation results show the superior-
ity of the infrastructure in achieving both high security
and high efficiency in comparison with other related ap-
proaches.
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1 Introduction

The immense popularity of the Internet has produced
a significant stimulus to the tremendous advance of wide-
area distributed systems such as peer-to-peer (P2P) and
Grid systems. In such a wide-area distributed system,
nodes need to communicate with each other. In a high
performance system, the messages should arrive at their
destination efficiently and securely without dropping or
corruption. Security encompasses many aspects such as
data privacy and anti-Byzantine defenses. In this paper,
we use security to represent a system environment that
excludes malicious or selfish nodes in its operations and
offers anonymity between communication nodes.

Ubiquitous users in the system have posed a challenge
of secure communication. During communication, mali-
cious or selfish users may drop messages. To survive
in such an environment, distributed systems must func-
tion correctly even though some participants are mali-
cious. Currently, numerous protocols and systems have
been proposed to offer the users some form of security.
However, most technologies [1, 2] gain high security at a
cost of performance efficiency degradation. On the other
hand, to enhance communication efficiency, some algo-
rithms [3] allows the nodes to exchange security for effi-
ciency. Moreover, some algorithms neglect the existence
of malicious or selfish nodes and may lead to unsuccess-
ful communication.

In this paper, we propose a P2P-based infrastruc-
ture to supply security protection in terms of malicious
users avoidance and anonymity provision, and mean-
while guarantee high efficiency in node communications
for wide-area distributed systems. The infrastructure in-
cludes trust-based adaptive response forwarding policy.

The rest of this paper is structured as follows. Sec-
tion 2 introduces the P2P-based infrastructure design in-
cluding the policy. Section 3 shows the performance of
these policies with comparison of other related policies
using a variety of metrics. Section 4 presents a concise
review of related work. Section 5 concludes this paper.

2 Security/Efficiency-Optimized
Infrastructure

2.1 Infrastructure Overview

Before we begin detailed discussion of the P2P-based
infrastructure, we briefly describe structured P2P overlay
networks. Structured P2P overlay networks [4, 5, 6, 7, 8]
is a class of decentralized systems that partition owner-
ship of a set of objects among participating nodes, and
can efficiently route messages to the unique owner of any



given object. The overlay network provides two main
functions: insert (key, data) and lookup (key)
to store the data to a node responsible for the key, and to
retrieve the data. The message for the two function is for-
warded from node to node through the overlay network
until it reaches the data’s owner. Each node maintains a
routing table recording its neighbors in the overlay net-
work for message routing based on the P2P routing algo-
rithm.

The goal of anonymity is to allow data sharing be-
tween clients and servers in such a manner that no one
can determine the identities of them. P2P middleware
contributes to achieving anonymity in the application
level. It obscures the physical locations of nodes from
each other, and restricts a node’s view only to its neigh-
bors. In addition, initial messages and forwarded mes-
sages are constructed and processed similarly, so nodes
cannot differentiate message forwarding neighbors from
initial message generating neighbors. Furthermore, tun-
nelled communication provides certain protection to two
endpoints.

In this paper, we take a distributed file sharing sys-
tem as an example for the wide-area distributed systems.
We assume the existence of a reputation system in the
system that is scalable and can accurately calculate the
trustworthiness for each node. We define a downstream
as a tunnelled path from a client to a server, and a up-
stream as a tunnelled path from a server to a client. For
upstream communication, we propose trust-based adap-
tive response forwarding policy for the data forwarding
in the upstream. For downstream communication, we
adopt the FairTrust policy [9] for security and efficiency
request routing on the infrastructure. FairTrust is a trust-
based fairness-oriented server selection policy for a peer
to choose anther peer to interact. FairTrust takes into
account both reputation and capacity factors in server se-
lection. Thus, in each step of a routing, a node chooses its
neighbor relying on FairTrust policy to ensure the high
efficiency and security of message routing.

2.2 Trust-based Adaptive Response For-
warding Policy

A general approach to achieving anonymous on over-
lay networks are to construct an indirect path between
a client and a server. For instance, in Freenet [1] and
Mute [2], after a file is located, it is sent back along the
nodes in the request routing path. However, an indirect
routing comes at the cost of high communication over-
head and leads to inefficient communication. To reduce
the overhead, Mantis [3] allows the clients to exchange
anonymity for download efficiency. It uses anonymous
communication to search for files and to send control

signals, while allowing the data be sent directly from the
server to the client using a return address spoofed UDP.
Instead of providing full anonymity, Mantis only protects
the privacy of servers.

Trust-based adaptive response forwarding policy
(TrustAdp) reduces communication overhead by shrink-
ing paths in size based on client reputation. The extend to
which a server needs protection from a client is based on
the trustworthiness of the client. On the other hand, more
tunnelled upstream transfers provide higher anonymity.
To provide anonymity and while guaranteeing high effi-
ciency, TrustAdp adapts the extent to which a tunnelled
upstream shrinks to the client trustworthiness. Particu-
larly, the higher reputation of a client, the less hops are
needed in the upstream, and vise versa.

TrustAdp maps the trustworthiness values of nodes in
the reputation system to integer values. After a server
gets a request from a client, it checks the trustworthiness
value of the client in the reputation system. We assume
that a server checks the reputation value based on a code
contained in the query, which does not reveal the client’s
identifier. Let ¢ denote the client’s trustworthiness level.
If ¢ is high and the client is the server’s neighbor, then the
server sends back data to the client directly. Otherwise,
the server sends the requested data to the upstream node
that is ¢ hops away. Rather than relying on static hop-
by-hop or direct communication in response forwarding,
TrustAdp dynamically adjusts path length based on client
trustworthiness, ensuring high anonymity protection and
efficiency.

3 Performance Evaluation

This section demonstrates the distinguishing proper-
ties of the infrastructure for secure and efficient node
communication in a wide-area distributed system. We
compared TrustAdp with Freenet [1], Mute [2] and Man-
tis [3]. Simulation results verified the superiority of
TrustAdp policies toward achieving high security and ef-
ficiency.

In the simulation, the file requests are consecutively
generated with a random source node and a random tar-
get. Table 1 lists the parameters of the simulation and
their default values, unless otherwise specified. We as-
sumed a bounded Pareto distribution for the capacity of
nodes. This distribution reflects the real world situa-
tions where machine capacities vary by different orders
of magnitude. We assume that there are 5 levels of trust-
worthiness from 0.2 to 1 with 0.2 increase in each level.
Each node is randomly assigned as one of the three types
according to a uniform distribution. We assume that a
reputation system is employed which accurately reflects



Table 1. Simulated environment and algo-
rithm parameters.

Default value

Fixed at 2048

Bounded Pareto: shape 2
lower bound: 500

upper bound: 50000
Number of reputation levels | 5

Environment Parameter
Number of nodes n
Node capacity ¢

each node’s trustworthiness.

Anonymity is important in building a secure environ-
ment. The probability that a server will be at a risk of
identifier exposure to a client depends on three factors.
First, whether the client is a malicious node. Second,
the number of proxies forwarding a response back from
a server to a client. Third, whether the proxies are mali-
cious. We assume that the proxies chosen for routing are
trustworthy. The first factor depends on the client trust-
worthiness, and higher trustworthiness leads to lower
possibility of exposure. Since node trustworthiness is
in [0,1] in the test, we define the exposure probability
due to the first factor as 1 — ¢ where ¢ is client trustwor-
thiness. Because more proxies lead to lower exposure
possibility, we define the probability due to the second
factor as: %, where [ denotes the number of proxies. The
product of the two probabilities is the probability that a
server’s identifier is disclosed to a malicious client. In
this experiment, we compare the privacy protection and
performance efficiency of the policies.

3.1 Performance in Security

Figure 1(a) shows the average, 1st and 99th per-
centiles of exposure probabilities versus client trustwor-
thiness level. A number of important observations can
be made from this figure: (1) As expected, the exposure
probability of each policy decreases as trustworthiness
increases. When clients have the highest trustworthi-
ness of 1, the exposure probability is 0, which means
there is no response forwarding that makes a server ex-
posed; (2) Mantis has the highest exposure probability,
TrustAdp reduces the probability more than one third,
and Freenet generates the least exposure probability; (3)
Freenet/Mute exhibits a larger variance than TrustAdp,
while Mantis has no variance at all.

As predicted, more hops along the upstream result in
higher server privacy protection. Mantis has the high-
est exposure probability due to its direct communication
between a client and a server. It does not exhibit vari-
ance in its exposure probability because its exposure rate

depends on the client trustworthiness directly without the
involvement of proxies. On the other hand, Freenet/Mute
has the lowest exposure probability due to its static hop-
by-hop routing along the upstream. However, its bene-
fits are outweighed by its high overhead and efficiency
degradation in forwarding. By adjusting the number of
hops to the client trustworthiness adaptively, TrustAdp
improves the privacy protection of Mantis significantly,
and reduces the overhead of Freenet/Mute considerably.

3.2 Performance in Efficiency

Figure 1(b) shows the number of hops for response
forwarding along the upstream versus the number of re-
quests. We can observe that Freenet/Mute has the high-
est hops, while Mantis has the least hops. The results
imply that Freenet/Mute incurs a high overhead due to
hop-by-hop forwarding, leading to efficiency degrada-
tion. TrustAdp decreases the overhead dramatically, and
Mantis achieves highest efficiency in response forward-
ing. Combining the results in Figure 1(a) and (b), we
can conclude that Freenet/Mute achieves high security at
a high cost, while Mantis cannot provide privacy protec-
tion though it has high efficiency. TrustAdp achieves an
optimized tradeoff between anonymity and efficiency by
reducing overhead while maintaining a high level of pri-
vacy to nodes.

4 Related Work

In the past few years, a variety of security technolo-
gies have been proposed in order to provide a secure en-
vironment for distributed systems. One group includes
anonymity protocols which hide the relationship between
an observable action and the identity of the users in-
volved with this action. Anonymity systems Mute [2],
ANTS [10] and Mantis [3] implement Ants protocol in
which a requester broadcasts a query, and the response
is forwarded back along its query route. APFS [11]
and Tor [12] provide anonymity using Onion routing
protocol [13] in which messages are randomly routed,
and each router obtains no information about the mes-
sage routing path other than the identity of the following
router using encryption technology. MIXes [14] provides
anonymity by letting nodes wait until they have received
a number of messages and then forward them mixed up.
Crowds [15] randomly routes each message through a
crowd of nodes until one node decides to pass it to the
server. Freenet [1] is a searchable P2P system which
makes it impossible for an attacker to find all copies of a
particular file by letting each node store all the files that
pass across it. Freenet uses response forwarding along
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Figure 1. Efficiency of different anonymity response forwarding policies.

its query route to provide provider anonymity, and uses
broadcast to obscure the intended recipient. Other sys-
tems rely on broadcasting to achieve anonymity such as
DC-nets [16] and XOR-trees [17].

Recently, a variety of reputation systems have been
developed with different characteristics [18, 19, 20, 21,
22]. Meanwhile, many studies have also been devoted
to efficient message routing. Castro et al. [23] proposed
a neighbor selection algorithm to direct most traffic to
high capacity nodes. Some algorithms [24, 25, 26] let
the query being forwarded to high capacity nodes in the
routing to enhance communication efficiency.

This proposed infrastructure is developed based on
FairTrust policy [9]. FairTrust is a trust-based fairness-
oriented server selection policy for a peer to choose
anther peer to interact. FairTrust takes into account
both reputation and capacity factors in server selection.
FairTrust aims to improve the security and high perfor-
mance of P2P networks. The infrastructure introduced in
this paper adopts the FairTrust policy for secure and effi-
cient routing in the downstream. In addition to selecting
a server securely and efficiently, the infrastructure also
offers anonymous protection for both clients and servers.

5 Conclusions

It’s important to guarantee that the wide-area dis-
tributed systems function correctly and efficiently even
though some participants are malicious. Some security
technologies enhance system security, but at the cost
of performance efficiency degradation. On the other
hand, some methods improve system efficiency, but can-
not guarantee successful operations due to the neglect
of security aspect. This paper presents a P2P-based
security/efficiency-optimized infrastructure that offers
both high security and high efficiency in node commu-
nication. The infrastructure not only offers a secure en-

vironment with communication in a anonymous fashion,
but also enhances overall system performance by opti-
mized tradeoffs between security and efficiency. Simula-
tion results illustrate the superiority of the infrastructure
compared with other related approaches, and show the
effectiveness of each policy component in the infrastruc-
ture.
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