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Reminder

* Problem set 1 reminder due this Wed

* Need to solve problem 2.6 part b (from Katz-Lindell) book, as well.



Last time

* Defining encryption formally
* Information theoretic (perfect) vs. computational secrecy
* Limitation of perfect secrecy (and even its relaxations)

Today

* Secrecy based on (unproven) computational assumptions
* Pseudorandom generators (and functions)
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A scheme is (t,e)-secure if every adversary running for time at
most t succeeds in breaking the scheme with probability at most ¢.
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 What it means to “break” depends on the exact security def.
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e Example: t = 2190 ¢ = 27190 (3ge of universe = 28% seconds)
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* Eve (eavesdropping) security: h;\\c\y | AL@_G%\"—\VY“O ,m‘e/{/\q— ‘Z"/’?

Even if Eve knows m € {my, m4} \’T\f@’; )}___;C
she cannot in time @0 ess m with ’
probability > Lt ey
79V (i) — -
— €7
0\47, L/

\Aj{"’i[b/sL
t(n), e(n) are functions of “security parameter” n

(e.g. key lengthn = 1000)



“Efficient” time and “Negligible” probability...

* Efficient: polynomial time over input length
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* Negligible: smaller than any inverse polynomlal (over input le
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Formal definitions of security

The adversarial indistinguishability experiment PrivK®;(n):

1. The adversary A is given input 1™, and outputs a pair of
messages mo, my of the same length.

2. A random key k is generated by running Gen(1"), and a ran-
dom bit b «— {0, 1} is chosen. The ciphertext ¢ «— Ency(my)
is computed and given to A.

3. A outputs a bit b'.

4. The output of the experiment is defined to be 1 if b’ = b, and
0 otherwise. If PrivK’{1(n) = 1, we say that A succeeded.
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DEFINITION 3.9 A privatefkey encryption scheme 11 = (Gen, Enc, Dec)
has indistinguishable encryptiong’in the presence of an eavesdropper if for all
probabilistic palynomial-time/adversaries A there exists a negligible function
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where the probability is taken over the random coins used by A, as well as the
random coins used in the experiment (for choosing the key, the random bit b,
and any random coins used in the encryption process).
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TWO main issues:

* How to realize this definition?

* Is this the best definition addressing all issues?
(No, it is still weak, but we will get back to this)



Pseudo-randomness
(random in eyes of computationally bounded)
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Pseudo-random generator (PRG)

* A magical tool that let us still do “one-time-pad” using short keys!
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Using PRGS - encrypting one \ong message
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Equivalent definition of PRG

(applies to any ind. Security game — see PS1)
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Proof of security for \C?M .

PRG =2 ind-secure encryption| ‘== (%o 104)secue.
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