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Last time

* Secrecy based on (unproven) computational assumptions
* Pseudorandom generators
* How to encrypt longer messages in an ind-secure way using a PRG

Today

* How to make PRGs stretch more

* How to use Cryptographic Hash Functions to get PRGs

* Chosen plain-text security

* Pseudorandom generators (functions) -> CPA secure encryption



Recall: using PRGs to encrypt longer messages
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* Enc(k,m) = g(k) & m
* Dec(k,c) = c @D g(k)



How to make PRGs stretch the output more?
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Continuing Proof of security
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Two main questions:

1. How to get PRGs?

2. Is “indistinguishability-based security” enough in practice?
a) How to define stronger security notions?
b) How to achieve them again using PRGs!



Cryptographic Hash Functions

* Two general ways to talk about Hash functions:
1. h:{0,1} - {0,1}4 for a constant d
2. h:{0,1}¢ - {0,1}4 for constants d, ¢

* The output is called the “message digest”
* SHA1: 160-bit digest
* SHA2: 224 84 or 512 bits
* SHAS3: digest size: arbitrary

Key insight: a “secure” hash shall be unpredictable as it could be
(practicalli/ like a random function)
In particular, it should be pseudorandom!

e http://www.shal-online.com/
* https://emn178.github.io/online-tools/sha3 512.html



http://www.sha1-online.com/
https://emn178.github.io/online-tools/sha3_512.html
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Abstract: SHA-1 1s a widely used 1995 NIST cryptographic hash function standard that was officially deprecated by NIST in 2011 due to fundamental security weaknesses
demonstrated in various analyses and theoretical attacks. Despite its deprecation, SHA-1 remains widely used in 2017 for document and TLS certificate signatures, and also in
many software such as the GIT versioning system for integrity and backup purposes.

A key reason behind the reluctance of many industry players to replace SHA-1 with a safer alternative is the fact that finding an actual collision has seemed to be impractical for
the past eleven years due to the high complexity and computational cost of the attack.

In this paper, we demonstrate that SHA-1 collision attacks have finally become practical by providing the first known instance of a collision.

Furthermore, the prefix of the colliding messages was carefully chosen so that they allow an attacker to forge two distinct PDF documents with the same SHA-1 hash that display
different arbitrarily-chosen visual contents.

We were able to find this collision by combining many special cryptanalytic techniques in complex ways and improving upon previous work. In total the computational effort
spent is equivalent to 2%*! calls to SHA-1's compression function, and took approximately 6,500 CPU years and 100 GPU years. While the computational power spent on this
collision 1s larger than other public cryptanalytic computations, it 1s still more than 100,000 times faster than a brute force search.

Category / Keywords: public-key cryptography / hash function, cryptanalysis, collision attack, SHA-1, collision example, differential path

Original Publication (with minor differences): IACR-CRYPTO-2017
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Less Practical, but More Robust Constructions

* PRGs based on “one way functions”
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Two main questions: 12 [0C0 —b6
LT
1. How to get PRGs?

b) How to achieve them again using PRGs (or something similar!)



What is wrong with Ind-based definition
tailored to *one message™ security games?
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Necessity for *Randomized™ Encryption
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Security against Chosen Plaintext Attacks
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Chosen Plaintext Security

cpa

The CPA indistinguishability experiment PrivK A,H(”‘):

1. A key k is generated by running Gen(1™).

2. The adversary A is given input 1™ and oracle access to Encg(-),
and outputs a pair of messages mo, m1 of the same length.

3. A wuniform bit b € {0,1} is chosen, and then a ciphertext
¢ < Enci(myp) is computed and given to A.

=~

The adversary A continues to have oracle access to Encg(-),
and outputs a bit b’ .

S

The output of the experiment is defined to be 1 if b/ = b, and
0 otherwise. If PrivK{(n) =1, we say that A succeeds.

DEFINITION 3.22 A private-key encryption scheme IT = (Gen, Enc, Dec)
has indistinguishable encryptions under a chosen-plaintext attack, or is CPA-
secure, if for all probabilistic polynomial-time adversaries A there is a negli-
gible function negl such that

Pr [PrivaffH(n) = 1] < % + negl(n),

where the probability is taken over the randomness used by A. us well as the
randomness used in the experiment.




Next time

1. How to get PRGs?

2. Is “indistinguishability-based security” enough in practice?
a) How to define stronger security notions?

b) How to achieve CPA security using PRGs (or something similar!)




