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Last time

e Pseudorandom Functions

e PRFs = CPA secure encryption

Today

e Authentication (MAC) using shared keys
e Getting MACs from PRFs
e Security against active attacks (CCA security)



PS 2 extension

* Due end (10pm) of 28t (Wed).
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PS2 clarification for problem 3
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Review: randomness in encryption Ene ( “ymiy)
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* Encryption’s own randomness is usually *not* revealed N emas
(even though we did reveal it in our specific construction last time) Yardomz.
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What CPA security guarantees | mimApy
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* |t guarantees multi-message security (passive attacker) N/\j
x

* |t also guarantees a semi-active attacker (somehow obtaining
encryptions of messages that they choose.)

* |t does not say anything about “active” attacks. What are they?



What could go wrong witha\)‘® reSendiy o

CPA secure scheme? messag e,
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Authentication:

How would Bab know Alice sent this message?
it S not passive anymore...



Authentication

e Could be applied to ciphertexts, but it is a meaningful notion on its own,
even for plaintexts without any encryption involved...

 In the private-key (i.e. symmetric-key) setting it is called:
Message Authentication Code (MAC)

 Thereis a “public-key” version of the same thing known as:
“Digital Signatures”. We will talk about it later.

 |f combined with CPA-secure encryption properly, gives rise to a more
secure encryption that handles “active” attacks as well..
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Message Authentication Code A"'{m%\g L
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e Alice and Bob share k \’°T\(w&m"e L e
* Alice generates MACk(m) — tagm and sends: [m,tag,{] C .
* Bob receives |m, tagm] runs Verlfyk (@ tag,,) and accepts of ((evébects
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* Infeasible for Adv to generate a valid [m, tag,,, |

@ » Adv gets to see |m, tag,,,| for many chosen m’s before forgmg for a ew m
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Formal definition of security Sk ko i

The message authentication experiment Mac-forge 4 1(n): 0 bh‘ a,f/ WK Uage f
SeC 1. A key k is generated by running Gen(1™). \[Lo\/\e ’ +’Q)7 Y @() by 4( p
J{
(:)(AN ¢\ 2. The adversary A is given input 1" and oracle ageess to Macy(+). ’ k \?b
:?/0/ The adversary eventually outputs (m,t). Let Q denote the set Us '“8 Q\Jy l(

of all queries that A asked to its oracle. :

N\P‘C 3. A succeeds if and only if (1) Vrty,.(m,t) =1 and (2) %—\» ‘H/\]V\)( Oﬁf; |+ 7z} “"\/\9

In that case the output of the experiment is defined to be 1. h e e f(eg
C,\LOS’)“ e ‘Dy ;A,J-X
DEFINITION 4.2 A message authentication code 11 = (&€&, Mac, Vrfy)
is existentially unforgeable under an adaptive chosen-message attack, or just se-

cure, if for all probabilistic polynomial-time adversaries A, there is a negligible
function negl such that:

Pr[Mac-forge 4 (1) = 1] < negl(n).



Constructing MACs using P {D/)}Q

» Suppose Fj. (+) is a PRF with key, input, output lengths ,*,[l/)
* How do we generate MAC tags for mesi};h/
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Chosen cipher-text security:

e combining CPA security with MACs to handle active attacks.
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