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Last time

• Pseudorandom Functions
• PRFs  CPA secure encryption

• Authentication (MAC) using shared keys
• Getting MACs from PRFs
• Security against active attacks (CCA security)

Today



PS 2 extension

• Due end (10pm) of 28th (Wed).



PS2 clarification for problem 3

• Enc(𝑘𝑘𝑘𝑘𝑘𝑘,𝑚𝑚; 𝑟𝑟) = [Enc 𝑘𝑘𝑘𝑘𝑘𝑘,𝑚𝑚1; 𝑟𝑟1 || … || Enc(𝑘𝑘𝑘𝑘𝑘𝑘,𝑚𝑚ℓ; 𝑟𝑟ℓ)]



Review: randomness in encryption

• Encryption’s own randomness is usually *not* revealed 
(even though we did reveal it in our specific construction last time)



What CPA security guarantees

• It guarantees multi-message security (passive attacker)

• It also guarantees a semi-active attacker (somehow obtaining 
encryptions of messages that they choose.)

• It does not say anything about “active” attacks. What are they?



What could go wrong with a 
CPA secure scheme?



Authentication:
How would Bob know Alice sent this message?

… if Eve is not passive anymore…



Authentication

• Could be applied to ciphertexts, but it is a meaningful notion on its own, 
even for plaintexts without any encryption involved…

• In the private-key (i.e. symmetric-key) setting it is called:
Message Authentication Code (MAC)

• There is a “public-key” version of the same thing known as:
“Digital Signatures”. We will talk about it later.

• If combined with CPA-secure encryption properly, gives rise to a more 
secure encryption that handles “active” attacks as well..



Message Authentication Code

• Alice and Bob share key 𝑘𝑘.
• Alice generates MAC𝑘𝑘 𝑚𝑚 → tag𝑚𝑚 and sends:   𝑚𝑚, tag𝑚𝑚
• Bob receives 𝑚𝑚, tag𝑚𝑚 runs Verify𝑘𝑘(𝑚𝑚, tagm) and accepts or rejects

How to define security?
• Infeasible for Adv to generate a valid 𝑚𝑚, tag𝑚𝑚
• Adv gets to see 𝑚𝑚, tag𝑚𝑚 for many chosen 𝑚𝑚’s before forging for a new 𝒎𝒎



Formal definition of security



Constructing MACs using PRFs

• Suppose 𝐹𝐹𝑘𝑘 ⋅ is a PRF with key, input, output lengths 𝑛𝑛,∗, ℓ
• How do we generate MAC tags for messages?



Proof of Security



Proof of Security



Chosen cipher-text security:

• combining CPA security with MACs to handle active attacks.



Password verification example
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